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Foreword

The Privacy Evaluation Framework comprises a series of
questions used to rate and compare products on mul-
tiple dimensions of privacy, safety, security, and com-
pliance, incorporating criteria based on legal, societal,
educational, and child development best practices. The
following evaluation questions are used as part of our
Full privacy evaluation process to generate quantitative
overall scores and sub-scores for concern categories.
Each individual evaluation question below includes a
figure that indicates aggregate responses to our pri-
vacy evaluations of companies' privacy policies over the
past five years. Most evaluation questions have a “bet-
ter” or “worse” qualitative component that indicates a
more privacy-protecting practice versus a less privacy-
protecting practice, respectively. Additionally, we have
included a summary paragraph below each evaluation
question to provide more context on the type of indica-
tors that are relevant to answering each question. Each
evaluation question also displays a privacy practice sum-
mary statement that is used to explain when a company
engages in a respective better or worse practice, and
when indicated, transparency-only statements are dis-
played if the practice does not have a qualitative compo-
nent.

Most evaluation questions display relevant citations to
statutes or regulations with a parenthetical summary of
the citation in order to provide more context for how
each particular citation's legal authority applies to its as-
sociated evaluation question. Evaluation questions with-
out citations but with “better” or “worse” practice state-
ments are considered industry best practices that com-
panies should still disclose in their privacy policy, be-
cause these practices are still important to the product's
audiences and are likely to be included in future privacy
legislation or regulations. Direct citations are related to
the practices described in each evaluation question and
include the same terms and language that are used to en-
force legal rules, otherwise known as primary legal au-
thority. Indirect citations are not directly related to the
practices described in each evaluation question, but may
still be used to enforce legal rules, and may be referred
to as persuasive legal authority. Indirect citations are in-
dicated by the preceding text “See” in each footnote. In-
direct citations are included because they clearly sup-
port the purpose and scope of the evaluation question,
but there is an inferential step between the practices de-
scribed in the evaluation question as stated and the cited
legal authority. For example, an indirect citation may not
use the same terms or language as described in an eval-
uation question, such as the practice of “tracking” users,
but an associated indirect citation may still be relevant,
because it includes a definition of “personal information,’
which includes a type of data called “persistent identi-
fiers” that are used to track users. Therefore, the indirect
citation is within the scope of the practice described in
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the evaluation question and related to the cited legal au-
thority.

Each evaluation question's “better” or “worse” qualita-
tive component is determined by the Privacy Program,
and is continually informed by academic research, indus-
try standard best practices, consumer surveys, and third-
party risk assessment frameworks. Each queston's pri-
vacy risk determination considers whether the collec-
tion, use, or disclosure of personal information from any
user of the product increases or decreases risk based
on the respective practice. All of the privacy evaluation
questions aim to create a comprehensive assessment of
all the issues that a product's privacy policy should dis-
close that may apply to any user of the product. There-
fore, because a practice can happen at any time, and
to any user, our qualitative statements summarize the
practice by saying that it does or does not happen. This
provides easier to understand and actionable informa-
tion to our audiences to help better understand the po-
tential risks of a product and enable better-informed de-
cisions about whether to use a product, given practices
that may have already happened to other users of the
product, or that may happen to them depending on the
context of how the product is used.

Many evaluation questions do not have a “better” or
“worse” qualitative component because they are “com-
plex” and therefore only indicate a “Yes” or “No” re-
sponse in regard to transparency about the specified
practice described in the question. A complex question
indicates that it may be, generally speaking, difficult to
determine whether a practice is “better” or “worse” in all
scenarios. For complex questions, more specific context
is necessary, and overall risk may depend on the type of
user of the product, or how the productisused,and there
may also be an unavoidable practice for the majority of
products—such as sharing data—that could increase or
decrease risk for the user depending on the purpose for
which their datais used.

The full evaluation questions are listed below in the or-
der in which they appear in our evaluation process. This
order follows the typical structure of how a privacy pol-
icy should disclose what data is collected and how it is
used, which also aligns with the Fair Information Practice
Principles (FIPPs) ™.

The Common Sense Privacy Program provides this Pri-
vacy Evaluation Framework under a Creative Commons
Attribution 4.0 International Public License? for re-
search and education purposes only. The information
and citations to relevant statutes and regulations pro-
vided in this report do not, and are not intended to, con-
stitute legal advice and should not be relied upon for any
purpose. The accuracy, completeness, or adequacy of
the content provided or evaluation results derived from
a product's policies are not warranted or guaranteed.

1Federal Trade Commission (FTC), Privacy Online: Fair
Information Practices in The Electronic Marketplace (May 2000).
2Creative Commons, CC by 4.0 Legal Code.
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Assessment
0.1.1: Policy Available

Are the privacy policies for the specific product (vs. the
company website) made publicly available?

Statutes & Regulations:

e CalOPPA: (An operator of an online service or ap-
plication that collects personally identifiable infor-
mation through the Internet about individual con-
sumers from California who use or visit its service
is required to conspicuously post a privacy policy.)

e CAADCA: (Companies need to provide privacy in-
formation, terms of service, policies, and commu-
nity standards concisely, prominently, and using
clear language suited to the age of children likely to
access that online service, product, or feature.)*

e DSA: (Providers of intermediary services shall in-
clude information on any restrictions that they im-
pose in relation to the use of their service in respect
of information provided by the recipients of the ser-
vice, in their terms and conditions.)®

3California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(a).

4California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(a)(7).

5Digital Services Act (Regulation (EU) 2022/2065), Terms and
conditions, Art. 14(1), (5).
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Transparency (What
is the Privacy
Practice?)

Policy Version
1.1.1: Effective Date

Do the policies clearly indicate the version or effective
date of the policies?

Figure 1: Effective Date
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Response unclear . yes

The Effective Date evaluation question indicates
whether the current version or effective date of the
policies is clearly disclosed. The effective date is impor-
tant to disclose because it provides notice to users if,
and when, the terms of a product changed. If a policy's
effective date changes, that could also mean that the
data collection practices of the product may also have
changed and could impact a user's privacy.

Transparent Practice
Privacy policies do indicate a version or effective date.
Statutes & Regulations:

e CalOPPA: (Anoperatoris required to provide notice
of the effective or revision date of its privacy pol-
icy.) ¢

éCalifornia Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(4).
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1.1.2: Change Log

Do the policies clearly indicate a changelog or past policy
versions are publicly available for review?

Figure 2: Change Log
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The Change Log evaluation question indicates whether a
public archive or summary of the recent policy changes is
available for review. Often it is not clear to a user what
additions or deletions were actually made to a policy
when the version or effective date changes. Rather than
asking users to reread the entire policy and compare the
differences between versions, it is better to summarize
or indicate what practices changed since the last version
that may impact the user's privacy;users canthen make a
better informed decision whether to continue using the
product.

Transparent Practice

Privacy policies indicate a change log or past policy ver-
sionis available.
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Policy Notice
1.2.1: Change Notice

Do the policies clearly indicate whether or not a user is
notified if there are any material changes to the policies?

Figure 3: Change Notice
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The Change Notice evaluation question indicates
whether or not notification will be provided to users
about any changes made to the policies that result in
a new version or new effective date of the policies. A
company should provide notice to users when they
change their policies because the changes may impact
the collection or use of a user's data and may change
their decision whether to continue using the product.

Better Practice

Users are notified if there are any material changes to
the policies.

Worse Practice

Users are not notified if there are any material changes
to the policies.

Statutes & Regulations:

e CalOPPA: (An operator is required to describe the
process by which they notify consumers who use
or visit its website or online service of any material
changes to its privacy policy.)’

e DSA: (Providers of intermediary services shall in-
form the recipients of the service of any significant
change to the terms and conditions.)

7See California Online Privacy Protection Act (CalOPPA), Cal.
B.&P. Code §22575(b)(3).

8Digital Services Act (Regulation (EU) 2022/2065), Terms and
conditions, Art. 14(2).
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1.2.2: Method Notice

Do the policies clearly indicate the method used to notify
a user when policies are updated or materially changed?

Figure 4: Method Notice
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The Method Notice evaluation question indicates how
users will be directly notified of changes to the com-
pany's policy. A company is required to describe the pro-
cess by which they notify users of changes to policies and
obtain consent, which need to be more prominent than
simply changing the version or effective date of the poli-
cies. Companies need to describe whether they provide
adequate notice to users through email, postal mail, mo-
bile notifications, or prominent banners on the website
login page or upon launch of a mobile application.

Transparent Practice

Privacy policiesindicate the method used to notify auser
when policies are updated.

Statutes & Regulations:

e CalOPPA: (An operator is required to describe the
process by which they notify consumers who use
or visit its website or online service of any material
changes to its privacy policy.)’

9California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(3).
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Policy Changes
1.3.1: Review Changes

Do the policies clearly indicate whether or not any up-
dates or material changes to the policies will be accessi-
ble for review by a user prior to the new changes being
effective?

Figure 5: Review Changes
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The Review Changes evaluation question indicates the
time frame for notification prior to changes to the poli-
cies coming into effect. A company should provide ade-
quate time for a user to review any changes to the poli-
cies - such as 30 days - to allow the user to make a better
informed decision whether to continue using the prod-
uct.

Better Practice

Users are notified prior to any material changes to the
policies.

Worse Practice

Users are not notified prior to any material changes to
the policies.

Statutes & Regulations:

o CalOPPA: (An operator is required to describe the
process by which they notify consumers who use
or visit its website or online service of any material
changes to its privacy policy.) °

10California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(3).
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1.3.2: Effective Changes

Do the policies clearly indicate whether or not any
changes to the policies are effective immediately and
continued use of the product indicates consent?

Figure 6: Effective Changes
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The Effective Changes evaluation question indicates
whether or not changes to a company's policies are ef-
fective immediately without prior review, and whether
use of the service by the user indicates consent to any
changes. A company should not make changes to its poli-
cies that impact the collection or use of a user's personal
information without clear notice and informed consent
from a user.

Better Practice

Changes to the policies are not effective immediately
and continued use of the product requires additional
consent.

Worse Practice

Changes to the policies are effective immediately and
continued use of the product indicates consent.

Statutes & Regulations:

e CalOPPA: (An operator is required to describe the
process by which they notify consumers who use
or visit its website or online service of any material
changes to its privacy policy.) !

e CCPA: (A business may not make material, retroac-
tive privacy policy changes or make other changes
intheir privacy policy inamanner that would violate
the Unfair and Deceptive Practices Act.) 2

11California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(3).

125ee California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ad)(2)(C).
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Policy Coverage

1.4.1: Services Include

Do the policies clearly indicate which products are cov-
ered by the policies?

Figure 7: Services Include
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The Services Include evaluation question indicates
which websites, apps, or services make up the scope of
the company's policies. A company should clearly define
what products are covered under the policies so users
have clear notice what data collection and use practices
apply to which products they use.

Transparent Practice

Privacy policies indicate the products that are covered
by the policies.

Statutes & Regulations:

e CalOPPA: (An operator of an online service or ap-
plication that collects personally identifiable infor-
mation through the Internet about individual con-
sumers from California who use or visit its service is
required to conspicuously post a privacy policy.) 1

135ee California Online Privacy Protection Act (CalOPPA), Cal.
B.&P. Code §22575(a).
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Privacy Contact
1.5.1: Company Contact

Do the policies clearly indicate whether or not a user can
contact the company about any privacy policy questions,
complaints, and changes to the policies?

Figure 8: Company Contact
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The Company Contact evaluation question indicates
whether privacy contact information of the company is
provided for users to ask questions and receive answers
about the company's privacy practices or exercise their
privacy rights by email, phone number, postal mail, or
webform submission.

Better Practice

Users can contact the company about any privacy policy
questions, complaints, or material changes to the poli-
cies.

Worse Practice

Users cannot contact the company about any privacy
policy questions, complaints, or material changes to the
policies.

Statutes & Regulations:

e COPPA:(Anoperator who collects or maintains per-
sonal information of children through its website is
required to provide contact information in its poli-
cies.)

o CalOPPA: (Anoperator will be in violation if they fail
to post or update its policy within 30 days after be-
ing notified of noncompliance.)

e CalECA: (The provider of an electronic commercial
service must disclose the procedures a consumer
may followin order to resolve acomplaint regarding
theserviceor toreceive furtherinformationregard-
ing use of the service, including the telephone num-
ber and address of the Complaint Assistance Unit
of the Division of Consumer Services of the Depart-
ment of Consumer Affairs.) 1

14Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part

312.4(d)(1).

155ee California Online Privacy Protection Act (CalOPPA), Cal.

B.&P. Code §22575(a).
165ee California Electronic Commerce Act, Cal. Civ. Code § 1789.3.
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e GDPR: (Where personal data relating to a data sub-
ject are collected from the data subject, the con-
troller shall, at the time when personal data are ob-
tained, provide the data subject with all of the fol-
lowing information: (a) the identity and the contact
details of the controller and, where applicable, of
the controller's representative.) 1/

e GDPR: (Where personal data have not been ob-
tained from the data subject, the controller shall
provide the data subject with the following informa-
tion: (a) the identity and the contact details of the
controller and, if any, of the controller's represen-
tative.) 18

[ )

DSA: (Providers of intermediary services which do
not have an establishment in the Union but which
offer services in the Union shall designate, in writ-
ing, a legal or natural person to act as their legal rep-
resentative in one of the Member States where the
provider offers its services.) ”

17General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(1)(a).

18General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(1)(a).

19Digital Services Act (Regulation (EU) 2022/2065), Legal
representatives, Art. 13.
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Policy Principles
1.6.1: Privacy Summary

Do the policies clearly indicate the company's privacy
principles by short explanations, layered notices, bullet
points, a table of contents, or outlined privacy principles
of the company?

Figure 9: Privacy Summary
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The Privacy Summary evaluation question indicates
whether a company's privacy principles, easy-to-read
summary, table of contents, or explanations of the prac-
tices of the privacy policy are disclosed. A company
should provide clear notice of the most important pri-
vacy practices to help users clearly understand the pri-
vacy concerns that matter most to them and to make a
better informed decision whether to use the product.

Transparent Practice

Privacy policies do indicate privacy principles, layered
notices, or a table of contents.

Statutes & Regulations:

e GDPR: (This Regulation protects fundamental
rights and freedoms of natural persons and in
particular their right to the protection of personal
data.)?°

e GDPR: (The free movement of personal data within
the Union shall be neither restricted nor prohibited
for reasons connected with the protection of nat-
ural persons with regard to the processing of per-
sonal data.)

e GDPR: (Personal data shall be processed lawfully,
fairly and in a transparent manner in relation to the
data subject.) ??

e GDPR: (The controller shall take appropriate mea-
sures to provide any information ... relating to pro-
cessing to the data subject in a concise, transparent,
intelligible and easily accessible form, using clear

20Gee General Data Protection Regulation (GDPR) 2016/679,
Subject-matter and objectives, Art. 1(2).

215ee General Data Protection Regulation (GDPR) 2016/679,
Subject-matter and objectives, Art. 1(3).

225ee General Data Protection Regulation (GDPR) 2016/679,
Principles relating to processing personal data, Art. 5(1)(a).
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and plain language, in particular for any informa-
tion addressed specifically to a child. The informa-
tion shall be provided in writing, or by other means,
including, where appropriate, by electronic means.
When requested by the data subject, the informa-
tion may be provided orally, provided that the iden-
tity of the data subject is proven by other means.) %°

23General Data Protection Regulation (GDPR) 2016/679,
Transparent information communication and modalities for the
exercise of the rights of the data subject, Art. 12(1).
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Policy Language
1.7.1: Preferred Language

Do the policies clearly indicate they are available in any
language(s) other than English?

Figure 10: Preferred Language
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The Preferred Language evaluation question indicates
whether the policies are available in other languages,
or, more importantly, the language most commonly spo-
ken by the user. A company with users in more than one
country should provide its policies in all of the languages
spoken by its users to ensure adequate notice and in-
formed consent is given by each user to the company's
privacy practices.

Transparent Practice
Privacy policies are available in multiple languages.
Statutes & Regulations:

e DSA: (Very large online platforms and very large
online search engines shall publish their terms and
conditions in the official languages of all the Mem-
ber States in which they offer their services.) 2*

e GDPR: (The controller shall take appropriate mea-
sures to provide any information ... relating to pro-
cessing to the data subject in a concise, transparent,
intelligible and easily accessible form, using clear
and plain language, in particular for any informa-
tion addressed specifically to a child. The informa-
tion shall be provided in writing, or by other means,
including, where appropriate, by electronic means.
When requested by the data subject, the informa-
tion may be provided orally, provided that the iden-
tity of the data subject is proven by other means.) >

24Dijgital Services Act (Regulation (EU) 2022/2065), Terms and
conditions, Art. 14(6).

25Gee General Data Protection Regulation (GDPR) 2016/679,
Transparent information communication and modalities for the
exercise of the rights of the data subject, Art. 12(1).
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Intended Use
1.8.1: Children Intended

Do the policies clearly indicate whether or not the prod-
uct is intended to be used by children under the age of
13?

Figure 11: Children Intended
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The Children Intended evaluation question indicates
whether children under 13 years of age are intended
users of the product. A company should disclose all the
intended audiences of their product because different
privacy laws and protections apply to different users, es-
pecially children.

Qualitative Status: Complex

The qualitative nature of this question is complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

e COPPA: (Asite directed to childrenis where the op-
erator has actual knowledge the site is collecting in-
formation from children under the age of 13 and
parental consent is required before any collection
or use of information.) °

e GDPR: (In relation to the offer of information so-
ciety services directly to a child, the processing of
the personal data of a child shall be lawful where
the child is at least 16 years old. Where the child is
below the age of 16 years, such processing shall be
lawful only if and to the extent that consent is given
or authorised by the holder of parental responsibil-
ity over the child. Member States may provide by
law for a lower age for those purposes provided that
such lower age is not below 13 years.) 2/

e CAADCA: (Children should be afforded protections
not only by online products and services directed at
them but by all online products and services they are

26Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

27General Data Protection Regulation (GDPR) 2016/679,
Conditions Applicable to Child's Consent in Relation to Information
Society Services, Art. 8(1).
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likely to access. Businesses that develop and pro-
vide online services, products, or features that chil-
dren are likely to access should consider the best in-
terests of children when designing, developing, and
providing that online service, product, or feature.) 28

e CAADCA: (A “child” or “children” means consumers
who are under 18 years of age.) *’

e CAADCA: (A product or service “likely to be ac-
cessed by children” meansiitis reasonable to expect,
based on specified indicators, that the online ser-
vice, product, or feature would be accessed by chil-
dren.)®0

e CAADCA: (Abusiness shall estimate the age of child
users with a reasonable level of certainty appropri-
ate to the risks that arise from the data practices of
the business, or apply the privacy and data protec-
tions afforded to children to all consumers.) 3!

e DSA:(Whereanintermediary serviceis primarily di-
rected at minors or is predominantly used by them,
the provider of that intermediary service shall ex-
plain the conditions for, and any restrictions on, the
use of the service in a way that minors can under-
stand.) 32

28California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.29(a).

29California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.30(b)(1).

30California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.30(b)(4)(A),(B), (D)-(F).

31California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(a)(5).

32Dijgital Services Act (Regulation (EU) 2022/2065), Terms and
conditions, Art. 14(2).
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1.8.2: Teens Intended

Do the policies clearly indicate whether or not the prod-
uctisintended to be used by teens 13 to 18 years of age?

Figure 12: Teens Intended
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The Teens Intended evaluation question indicates
whether teens over 13 years of age, but under 18 years
of age, are intended users of the product. A company
should disclose all the intended audiences of their
product because different privacy laws and protections
apply to different users, including teens under the age
of majority in their respective country.

Response transparent

Qualitative Status: Complex

The qualitative nature of this question is complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

o COPPA: (A mixed audience site is where the site is
directed to children, but does not target children
as its “primary audience,” but rather teens 13-to-18
years of age or adults. An operator of a mixed audi-
ence site is required to obtain age information from
auser before collecting any informationand if auser
identifies themselves as a child under the age of 13,
the operator must obtain parental consent before
any information is collected.) 3°

e CalPRMDW: (Prohibits an operator from marketing
or advertising non age-appropriate types of prod-
ucts or services toaminor under 18 years of age and
from knowingly using, disclosing, compiling, or al-
lowing a third party to use, disclose, or compile, the
personal information of a minor for the purpose of
marketing or advertising non age-appropriate types
of products or services. Also, a minor is permitted
to request to “erase” or remove and obtain removal
of content or information posted on the operator's
site.) 3

33Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

34See California Privacy Rights for Minors in the Digital World, Cal.
B.&P. Code §§ 22580-22582.
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e GDPR: (In relation to the offer of information so-
ciety services directly to a child, the processing of
the personal data of a child shall be lawful where
the child is at least 16 years old. Where the child is
below the age of 16 years, such processing shall be
lawful only if and to the extent that consent is given
or authorised by the holder of parental responsibil-
ity over the child. Member States may provide by
law for a lower age for those purposes provided that
such lower age is not below 13 years.) %°

e CAADCA: (A “child” or “children” means consumers
who are under 18 years of age.) *°

35General Data Protection Regulation (GDPR) 2016/679,
Conditions Applicable to Child's Consent in Relation to Information
Society Services, Art. 8(1).

36California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ.Code § 1798.99.30(b)(1).

commonsense.org


http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16:1.0.1.3.36&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16:1.0.1.3.36&rgn=div5
http://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=8.&chapter=22.1.&lawCode=BPC
http://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=8.&chapter=22.1.&lawCode=BPC
http://data.europa.eu/eli/reg/2016/679/oj
http://data.europa.eu/eli/reg/2016/679/oj
http://data.europa.eu/eli/reg/2016/679/oj
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202120220AB2273
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=202120220AB2273

1.8.3: Adults Intended

Do the policies clearly indicate whether or not the prod-
uct is intended to be used by adults over the age of 18?

Figure 13: Adults Intended
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The Adults Intended evaluation question indicates
whether individuals over the age of majority in their
respective country are intended users of the product.
A company should disclose all the intended audiences
of their product because different privacy laws and
protections apply to different users.

Qualitative Status: Complex

The qualitative nature of this questionis complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

o COPPA: (A general audience site is where the oper-
ator has no actual knowledge that a child under the
age of 13 has registered an account or is using the
service, and no age gate or parental consent is re-
quired before collection of information.) ¢/

e GDPR: (This Regulation lays down rules relating to
the protection of natural persons with regard to the
processing of personal data and rules relating to the
free movement of personal data.) 3¢

e CCPA: (Consumer' means a natural person who is a
California resident however identified, including by
any unique identifier.) *”

37Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

38General Data Protection Regulation (GDPR) 2016/679,
Subject-matter and objectives, Art. 1(1).

39California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(i).

CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL PUBLIC LICENSE
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1.8.4: Parents Intended

Do the policies clearly indicate whether or not the prod-
uct is intended to be used by parents or guardians?

Figure 14: Parents Intended
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Response unclear . yes . no transparent

The Parents Intended evaluation question indicates
whether individuals with children who are users of the
product are also intended users of the product. A com-
pany should disclose all the intended audiences of their
product because different privacy laws and protections
apply to different users which include the ability of par-
ent users to manage child profiles and provide consent
on behalf of their children.

Qualitative Status: Complex

The qualitative nature of this question is complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

e COPPA: (An operator must make reasonable ef-
forts to obtain verifiable parental consent, taking
into consideration available technology and existing
methods available to a parent to prove their iden-
tity.) 40

40Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.5(b)(i)-(iv).
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1.8.5: Students Intended

Do the policies clearly indicate whether or not the prod-
uct is intended to be used by students in preschool or
preK-12?

Figure 15: Students Intended
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unclear . yes . no

The Students Intended evaluation question indicates
whether children under 13 years of age and teens over
13 years of age, but under 18 years of age, are the in-
tended audience of the product for use in a preschool or
preK-12 school or district. A company should disclose all
the intended audiences of their product because differ-
ent privacy laws and protections apply to different users,
including students with additional federal and state stu-
dent data privacy laws.

Response

Qualitative Status: Complex

The qualitative nature of this questionis complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

e SOPIPA: (SOPIPA applies to operators of online ser-
vices that are primarily used for K-12 school pur-
poses and were designed and marketed for K-12
school purposes.) !

e ELPIPA: (ELPIPA applies to operators of online
services that are primarily used for preschool or
prekindergarten purposes and were designed and
marketed for preschool or prekindergarten pur-
poses.) *?

e SOPIPA: (SOPIPA does not apply to general audi-
ence websites and services that are not primarily
used by K-12 students.)

e FERPA: (“Personal Information” under FERPA in-
cludes direct identifiers such as a student or fam-
ily member's name, or indirect identifiers such as a

41Student Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(a).

42Early Learning Personal Information Protection Act (ELPIPA),
Cal. B.&P. Code § 22586(a)(1).

43Student Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(m).
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date of birth, or mother's maiden name, or other in-
formation that is linkable to a specific student that
would allow a reasonable person in the school com-
munity to identify the student with reasonable cer-
tainty.) %4

e CalPPR: (Prohibits schools, school districts, county
offices of education, and charter schools from col-
lecting or maintaining information about pupils
from social mediafor any purpose other than school
or pupil safety, without notifying each parent or
guardian and providing the pupil with access and
an opportunity to correct or delete such informa-
tion.)%°

44Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.3.

45Gee California Privacy of Pupil Records, Cal. Ed. Code §
49073.6(c).
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1.8.6: Teachers Intended

Do the policies clearly indicate whether or not the prod-
uct is intended to be used by teachers?

Figure 16: Teachers Intended
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The Teachers Intended evaluation question indicates
whether individuals in a K-12 school or district with stu-
dents who are users of the product are also intended
users of the product. A company should disclose all the
intended audiences of their product because different
privacy laws and protections apply to different users,
which include the ability of teacher users to manage stu-
dent accounts and provide consent on behalf of their
parents.

Qualitative Status: Complex

The qualitative nature of this question is complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

e FERPA: (FERPA applies to all educational institu-
tions that accept public funds under a program of
the U.S. Department of Education.) #°

e SOPIPA: (SOPIPA applies to operators of online ser-
vices that are primarily used for K-12 school pur-
poses and were designed and marketed for K-12
school purposes.)*’

e ELPIPA: (ELPIPA applies to operators of online
services that are primarily used for preschool or
prekindergarten purposes and were designed and
marketed for preschool or prekindergarten pur-
poses.)“®

e PPRA: (All instructional materials including
teacher's manuals, films, tapes, or other sup-
plementary instructional material which is used
in connection with any research must be made

46See Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.1.

47 See Student Online Personal Information Protection Act
(SOPIPA), Cal. B.&P. Code § 22584(a).

485ee Early Learning Personal Information Protection Act
(ELPIPA), Cal. B.&P. Code § 22586(a)(1).
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available for inspection by the parents or guardians
of the children.)#’

e FERPA: (An exception for disclosing personally
identifiable information without obtaining parental
consent exists for sharingwith other school officials,
including teachers within the same educational in-
stitution.) *°

e SOPIPA: (“Covered Information” under SOPIPA is
personally identifiable information thatincludes de-
scriptive information or identifies a student that
was created or provided by a student, parent,
teacher, district staff, or gathered by an operator
through the operation of the site.)°*

4?Protection of Pupil Rights Act (PPRA), 34 C.F.R. §98.3.

50Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.31(a)(1)(i)(A).

51Student Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(i)(1)-(3).
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Focused Collection
(What Information is
Collected?)

Data Collection
2.1.1: Collect PlI

Do the policies clearly indicate whether or not the com-
pany collects personally identifiable information (PII)?

Figure 17: Collect Pll
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The Collect Personally Identifiable Information evalua-
tion question indicates whether or not personal infor-
mation is collected by the product. A company should
disclose whether the product collects personal informa-
tion from any user, because the collection of personal in-
formation can increase risk depending on the amount of
personal information collected and how it is used.

Better Practice

Personally identifiable information (PII) is not collected.
Worse Practice

Personally identifiable information (PIl) is collected.
Statutes & Regulations:

o COPPA: (Personally Identifiable Information under
COPPA includes first and last name, photos, videos,
audio, geolocation information, persistent identi-
fiers, IP address, cookies, and unique device identi-
fiers.)°?

e CalOPPA: (The term “Personally Identifiable Infor-
mation” under CalOPPA means individually identifi-
able information about a consumer collected online
by the operator from that individual and maintained
by the operator in an accessible form, including any
of the following: (1) A first and last name; (2) Ahome
or other physical address, including street name and

52Chjldren's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL PUBLIC LICENSE

name of a city or town; (3) An e-mail address; (4) A
telephone number; (5) A social security number; or
(6) Any other identifier that permits the physical or
online contacting of a specific individual.) °*

e FERPA: (“Personal Information” under FERPA in-
cludes direct identifiers such as a student or fam-
ily member's name, or indirect identifiers such as a
date of birth, or mother's maiden name, or other in-
formation that is linkable to a specific student that
would allow a reasonable person in the school com-
munity to identify the student with reasonable cer-
tainty.) °*

e GDPR: (“Personal data” means any information re-
lating to an identified or identifiable natural per-
son (“data subject”) such as an identifiable natural
person who can be identified, directly or indirectly,
in particular by reference to an identifier such as
a name, an identification number, location data, an
online identifier or to one or more factors specific
to the physical, physiological, genetic, mental, eco-
nomic, cultural or social identity of that natural per-
son.)>?

e CCPA: (A consumer shall have the right to request
that a business that collects personal information
about the consumer disclose to the consumer the
specific pieces of personal information it has col-
lected about that consumer.) ¢

e CCPA: (“Collects,” “collected,” or “collection” means
buying, renting, gathering, obtaining, receiving, or
accessing any personal information pertaining to
a consumer by any means. This includes receiving
information from the consumer, either actively or
passively, or by observing the consumer's behav-
jor.)>/

e CCPA: (“Personal information” means information
that identifies, relates to, describes, is reasonably
capable of being associated with, or could reason-
ably be linked, directly or indirectly, with a partic-
ular consumer or household. Personal information
includes, but is not limited to, the following if it
identifies, relates to, describes, is reasonably capa-
ble of being associated with, or could be reasonably
linked, directly or indirectly, with a particular con-
sumer or household.) *®

53California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22577(a)(1)-(6).

54Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.3.

55General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(1).

56California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.110(a)(5).

57 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(f).

58California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(v)(1).
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2.1.2: Pll Categories

Do the policies clearly indicate what type of categories
of personally identifiable information are collected?
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The Personally Identifiable Information Categories eval-
uation question indicates what categories of personal
information are collected by the product. A company
should disclose what categories of personal information
the product collects from any user, because the collec-
tion of personal information canincrease risk depending
on what types of personal information are collected and
how it is used.

Figure 18: Pll Categories
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Transparent Practice

The categories of collected personally identifiable infor-
mation are indicated.

Statutes & Regulations:

e CalOPPA: (An operator is required to identify the
categories of personally identifiable information
that they collect about individual consumers who
use or visit its website or online service.) °?

e COPPA: (A parentor guardian canrequest the oper-
ator to provide a description of the specific types or
categories of personal information collected from
children by the application or service.) ¢°

e GDPR: (Where personal data have not been ob-
tained from the data subject, the controller shall
provide the data subject with the following infor-
mation: ... (d) the categories of personal data con-
cerned.) ®*

e GDPR: (The data subject shall have the right to ob-
tain from the controller confirmation as to whether
or not personal data concerning him or her are be-
ing processed, and where that is the case, access to

59California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(1).

60Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.6(a)(1).

61General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(1)(d).
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the personal data and the following information: ...
(b) the categories of personal data concerned.) ¢2

e CCPA: (A business that controls the collection of a
consumer's personal information shall inform con-
sumers as to categories of personal information to
be collected and the purposes for which the cate-
gories of personal information are collected or used
and whether such information is sold or shared. A
business shall not collect additional categories of
personal information or use personal information
collected for additional purposes that are incompat-
ible with the disclosed purpose for which the per-
sonal information was collected, without providing
the consumer with notice consistent with this sec-
tion.) ¢°

e CCPA: (A consumer shall have the right to request
that a business that collects personal information
about the consumer disclose the categories of per-
sonal information it has collected about that con-
sumer.) ¢*

e CCPA: (A consumer shall have the right to request
that a business that sells or shares the consumer's
personal information disclose to that consumer the
categories of personal information that the busi-
ness collected about the consumer.) ¢°

e CCPA: (A business shall disclose inits online privacy
policy a list of the categories of personal informa-
tion it has collected about consumers in the preced-
ing 12 months.) ¢¢

e CCPA: (Personal Information includes any personal
information described as “customer records.”.) ¢’

e CCPA: (“Probabilistic identifier” means the identifi-
cation of aconsumer or aconsumer's device to ade-
gree of certainty of more probable than not based
on any categories of personal information included
in, or similar to, the categories enumerated in the
definition of personal information.) *®

e Telecom Act: (The term “subscriber list information”
means any information identifying the listed names
of subscribers of a carrier and such subscribers'
telephone numbers, addresses, or primary advertis-
ing classifications, or any combination of such listed
names, numbers, addresses, or classifications.) ¢’

62General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(1)(b).

63California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.100(a)(1).

é4California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.110(a)(1).

é5California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.115(a)(1).

66 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.130(a)(5)(B)(i).

67 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(v)(1)(B).

68Gee California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(x).

69 See Telecommunications Act, Privacy of customer information,
47 U.S. Code § 222(h)(3)(A).
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2.1.3: Geolocation Data

Do the policies clearly indicate whether or not geoloca-
tion data are collected?

Figure 19: Geolocation Data
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The Geolocation Data evaluation question indicates
whether or not location information is collected from
the product or derived from usage information includ-
ing GPS, IP address, or other methods. A company should
disclose whether location information is collected and
how that information is collected because there is an in-
creased risk if a user's location is known in real time or
can be tracked over time.

Better Practice

Geolocation data are not collected.
Worse Practice

Geolocation data are collected.
Statutes & Regulations:

o COPPA: (Personally Identifiable Information under
COPPA includes first and last name, photos, videos,
audio, geolocation information, persistent identi-
fiers, IP address, cookies, and unique device identi-
fiers.)7°

o FERPA: (“Personal Information” under FERPA in-
cludes direct identifiers such as a student or fam-
ily member's name, or indirect identifiers such as a
date of birth, or mother's maiden name, or other in-
formation that is linkable to a specific student that
would allow a reasonable person in the school com-
munity to identify the student with reasonable cer-
tainty.) /*

e SOPIPA: (“Covered Information” under SOPIPA is
personally identifiable informationthatincludes de-
scriptive information or identifies a student that
was created or provided by a student, parent,

70Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

71See Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.3.
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teacher, district staff, or gathered by an operator
through the operation of the site.) /2

e CalOPPA: (The term “Personally Identifiable Infor-
mation” under CalOPPA means individually identifi-
able information about a consumer collected online
by the operator from that individual and maintained
by the operator in an accessible form, including any
of the following: ... (6) Any other identifier that per-
mits the physical or online contacting of a specificin-
dividual.) 72

e GDPR: (“Personal data” means any information re-
lating to an identified or identifiable natural per-
son (“data subject”) such as an identifiable natural
person who can be identified, directly or indirectly,
in particular by reference to an identifier such as
a name, an identification number, location data, an
online identifier or to one or more factors specific
to the physical, physiological, genetic, mental, eco-
nomic, cultural or social identity of that natural per-
son.) 4

e CCPA: (“Precise geolocation” means any data that is
derived from a device and that is used or intended
to be used to locate a consumer within a geographic
area that is equal to or less than the area of a cir-
cle with aradius of one thousand, eight hundred and
fifty (1,850) feet, except as prescribed by regula-
tions.) 7

o CAADCA: (A business shall not collect, sell, or share
any precise geolocation information of children by
default unless the collection of that precise geolo-
cation information is strictly necessary for the busi-
ness to provide the service, product, or feature re-
quested. The business is also required to provide an
obvious sign to the child that precise geolocation in-
formation is being collected.) 7®

e Telecom Act: (Customer call location information
concerning the user of a commercial mobile service
or the user of an IP-enabled voice service shall not
be disclosed to a third-party without express prior
authorization of the customer.) ’’

725ee Student Online Personal Information Protection Act
(SOPIPA), Cal. B.&P. Code § 22584(i)(1)-(3).

73California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22577(a)(6).

74General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(1).

75California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(w).

76California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ.Code § 1798.99.31(b)(5),(6).

77 See Telecommunications Act, Privacy of customer information,
47 U.S. Code § 222(f)(1).
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2.1.4: Health Data

Do the policies clearly indicate whether or not any health
or biometric data are collected?

Figure 20: Health Data
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The Health Data evaluation question indicates whether
or not health or biometric data is collected by the prod-
uct. This may include body movements, heart rate, fin-
gerprint, iris scan, or other biological activity related to
a specificindividual. A company should disclose whether
health or biometricinformationis collected and how that
information is collected, because there is an increased
risk if a user's health information is used for unintended
purposes.

Better Practice

Biometric or health data are not collected.
Worse Practice

Biometric or health data are collected.
Statutes & Regulations:

e FERPA: (A biometric record, as used in the defini-
tion of personally identifiable information, means
a record of one or more measurable biological or
behavioral characteristics that can be used for
automated recognition of an individual. Exam-
ples include fingerprints; retina and iris patterns;
voiceprints; DNA sequence; facial characteristics;
and handwriting.) 78

o COPPA: (Personally Identifiable Information under
COPPA includes first and last name, photos, videos,
audio, geolocation information, persistent identi-
fiers, IP address, cookies, and unique device identi-
fiers.)”?

o SOPIPA: (“Covered Information” under SOPIPA is
personallyidentifiable information thatincludes de-
scriptive information or identifies a student that
was created or provided by a student, parent,

78Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.3.

79See Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.2.
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teacher, district staff, or gathered by an operator
through the operation of the site.) &°

e GDPR: (“Personal data” means any information re-
lating to an identified or identifiable natural per-
son (“data subject”) such as an identifiable natural
person who can be identified, directly or indirectly,
in particular by reference to an identifier such as
a name, an identification number, location data, an
online identifier or to one or more factors specific
to the physical, physiological, genetic, mental, eco-
nomic, cultural or social identity of that natural per-
son.) 8!

e GDPR:(“Geneticdata” means personal datarelating
to the inherited or acquired genetic characteristics
of a natural person which give unique information
about the physiology or the health of that natural
person and which result, in particular, from an anal-
ysis of a biological sample from the natural personin
question.) &2

e GDPR: (“Biometric data” means personal data re-
sulting from specific technical processing relating to
the physical, physiological or behavioral character-
istics of a natural person, which allow or confirm the
unique identification of that natural person, such as
facial images or dactyloscopic data.) ¢°

e GDPR: (“data concerning health” means personal
data related to the physical or mental health of a
natural person, including the provision of health
care services, which reveal information about his or
her health status.)

e CCPA: (“Biometric information” means an individ-
ual's physiological, biological or behavioral charac-
teristics, including information pertaining to an in-
dividual's deoxyribonucleic acid (DNA), that is used
or intended to be used, singly or in combination
with each other or with other identifying data, to
establish individual identity. Biometric information
includes, but is not limited to, imagery of the iris,
retina, fingerprint, face, hand, palm, vein patterns,
and voice recordings, from which an identifier tem-
plate, such as a faceprint, a minutiae template, or a
voiceprint, can be extracted, and keystroke patterns
or rhythms, gait patterns or rhythms, and sleep,
health, or exercise data that contain identifying in-
formation.) ®°

80Gee Student Online Personal Information Protection Act
(SOPIPA), Cal. B.&P. Code § 22584(i)(1)-(3).

81General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(1).

82General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(13).

83General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(14).

84>General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(15).

85California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(c).
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2.1.5: Behavioral Data

Do the policies clearly indicate whether or not any be-
havioral or activity related data are collected?

Figure 21: Behavioral Data
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The Behavioral Data evaluation question indicates
whether or not a user's interactions, behaviors, or usage
analytics with the product are collected. For example,
behavioral data can include which features are used
or not used, which buttons or controls are clicked, and
which content is viewed, what other users viewed that
same content and when, and the duration of interactions
with the product and other users - all of which can all
be used to create a behavioral profile of the user. The
collection of behavioral data can reveal significant
information about a user's preferences, habits, and vul-
nerabilities that can increase risk if used for unintended
purposes.

Better Practice

Interactions, behaviors, or usage analytics data are not
collected.

Worse Practice

Interactions, behaviors, or usage analytics data are col-
lected.

Statutes & Regulations:

e COPPA: (An operator is prohibited from including
behavioral advertisements or amassing a profile of a
child under the age of 13 child without parental con-
sent.) 8¢

e FERPA: (A biometric record, as used in the defini-
tion of personally identifiable information, means
a record of one or more measurable biological or
behavioral characteristics that can be used for
automated recognition of an individual. Exam-
ples include fingerprints; retina and iris patterns;
voiceprints; DNA sequence; facial characteristics;
and handwriting.) ¢’

86Gee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.2

87Family Educational Rights and Privacy Act (FERPA), 34 C.FR.
Part 99.3.
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e GDPR: (“Biometric data” means personal data re-
sulting from specific technical processing relating to
the physical, physiological or behavioral character-
istics of a natural person, which allow or confirm the
unique identification of that natural person, such as
facial images or dactyloscopic data.) #®

e CCPA: (“Infer” or “inference” means the derivation
of information, data, assumptions, or conclusions
from facts, evidence, or another source of informa-
tion or data.) &’

e CCPA: (“Intentionally interacts” means when the
consumer intends to interact with a person, or dis-
close personal information to a person, via one or
more deliberate interactions, such as visiting the
person's website or purchasing a good or service
from the person. Hovering over, muting, pausing, or
closing a given piece of content does not constitute
aconsumer's intent to interact with a person.) 7°

o CAADCA: (A business shall not profile a child by de-
fault unless the business can demonstrate it has ap-
propriate safeguards in place to protect children,
and profiling is necessary to provide the online ser-
vice, product, or feature requested, or the business
can demonstrate a compelling reason that profiling
is in the best interests of children.) 7*

e CCPA: (“Personal information” includes inferences
drawn from any information to create a profile
about a consumer reflecting the consumer's prefer-
ences, characteristics, psychological trends, predis-
positions, behavior, attitudes, intelligence, abilities,
and aptitudes.) 2

88General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(14).

89California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(r).

90See California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(s).

915ee California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(b)(2)(A)-(B).

92Gee California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(v)(1)(K).
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2.1.6: Sensitive Data

Do the policies clearly indicate whether or not sensitive
personal information is collected?

Figure 22: Sensitive Data

0
75
€ 58% 53% e
8 =0 94% 73%
o)
o
25
34% 38% 6%
18%
0 5%
2018 2019 2020 2021 2022
Response . better unclear worse

The Sensitive Data evaluation question indicates
whether or not specific information protected under
federal or state law is collected by the product. For
example, sensitive data can include race, ethnicity,
gender, sexual identity, religion, political affiliation, na-
tional origin, and financial information. The collection of
sensitive data can reveal significant information about a
user that can increase risk if used for discriminatory or
other unintended purposes.

Better Practice

Sensitive data are not collected.
Worse Practice

Sensitive data are collected.
Statutes & Regulations:

e GDPR: (Processing of personal data revealing racial
or ethnic origin, political opinions, religious or philo-
sophical beliefs, or trade-union membership, and
the processing of genetic data, biometric data for
the purpose of uniquely identifying a natural per-
son, data concerning health or data concerning a
natural person's sex life or sexual orientation shall
be prohibited unless: (a) the data subject has given
explicit consent to the processing of those personal
data for one or more specified purposes, except
where Union or Member State law provide that the
prohibition ... may not be lifted by the data sub-
ject.)?°

e CCPA: (A business that controls the collection of a
consumer's personal information shall inform con-
sumers if the business collects sensitive personal
information, the categories of sensitive personal
information to be collected and the purposes for
which the categories of sensitive personal informa-
tion are collected or used and whether such infor-
mation is sold or shared. A business shall not collect

93General Data Protection Regulation (GDPR) 2016/679,
Processing of special categories of personal data, Art. 9(1)-(2)(a).
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additional categories of sensitive personal informa-
tion or use sensitive personal information collected
for additional purposes that are incompatible with
the disclosed purpose for which the sensitive per-
sonal information was collected, without providing
the consumer with notice consistent with this sec-
tion.) 74

e CCPA: (A consumer shall have the right, at any time,
to direct a business that collects sensitive personal
information about the consumer to limit its use of
the consumer's sensitive personal information to
that use which is necessary to perform the ser-
vices.) 7°

e CCPA: (A business that has received direction from
a consumer not to use or disclose the consumer's
sensitive personal information shall be prohibited
from using or disclosing the consumer's sensitive
personal information for any other purpose after its
receipt of the consumer's direction, unless the con-
sumer subsequently provides consent for the use or
disclosure of the consumer's sensitive personal in-
formation for additional purposes.) ¢

e CCPA: (The term “personal information” includes
sensitive personal information.) 7’

e CCPA: (“Sensitive personal information” means per-
sonal information that reveals a consumer's social
security, driver's license, state identification card,
or passport number; or aconsumer's account log-in,
financial account, debit card, or credit card number
in combination with any required security or access
code, password, or credentials allowing access to an
account; or a consumer's precise geolocation; or a
consumer's racial or ethnic origin, religious or philo-
sophical beliefs, or union membership; or the con-
tents of a consumer's mail, email and text messages,
unless the business is the intended recipient of the
communication; or a consumer's genetic data.) °

94California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.100(a)(2).

95California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.121(a).

96 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.121(b).

97 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(v)(1)(L).

98California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ae)(1).
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2.1.7: Usage Data

Do the policies clearly indicate whether or not any data
is collected automatically?

Figure 23: Usage Data
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The Usage Data evaluation question indicates whether
or not a user's device information or technical analytics
with the product are collected. For example, usage data
can include a user's IP address, device unique identifier,
advertising identifier, persistent cookies, time stamps,
amount of data downloaded or uploaded, filenames, net-
work IDs, or other identifiers. The collection of usage
datacanreveal significant information about a user's de-
vices used to access the product and identity that can in-
crease risk if used for unintended purposes.

Better Practice

Data is not automatically collected.
Worse Practice

Data is automatically collected.
Statutes & Regulations:

e COPPA: (Personally Identifiable Information under
COPPA includes first and last name, photos, videos,
audio, geolocation information, persistent identi-
fiers, IP address, cookies, and unique device identi-
fiers.)??

e FERPA: (“Personal Information” under FERPA in-
cludes direct identifiers such as a student or fam-
ily member's name, or indirect identifiers such as a
date of birth, or mother's maiden name, or other in-
formation that is linkable to a specific student that
would allow a reasonable person in the school com-
munity to identify the student with reasonable cer-
tainty.) 190

e SOPIPA: (“Covered Information” under SOPIPA is
personally identifiable informationthatincludes de-
scriptive information or identifies a student that
was created or provided by a student, parent,

99Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.
100Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.3.

CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL PUBLIC LICENSE

teacher, district staff, or gathered by an operator
through the operation of the site.) 101

e CalOPPA: (The term “Personally Identifiable Infor-
mation” under CalOPPA means individually identifi-
able information about a consumer collected online
by the operator from that individual and maintained
by the operator in an accessible form, including any
of the following: ... (6) Any other identifier that per-
mits the physical or online contacting of a specificin-
dividual.) 192

e GDPR: (“Personal data” means any information re-
lating to an identified or identifiable natural per-
son (“data subject”) such as an identifiable natural
person who can be identified, directly or indirectly,
in particular by reference to an identifier such as
a name, an identification number, location data, an
online identifier or to one or more factors specific
to the physical, physiological, genetic, mental, eco-
nomic, cultural or social identity of that natural per-
son.) 108

e CCPA: (The term “personal information” includes
Internet or other electronic network activity infor-
mation, including, but not limited to, browsing his-
tory, search history, and information regarding a
consumer's interaction with an internet website,
application, or advertisement.) 14

e Telecom Act: (The term “customer proprietary net-
work information (CPNI)” means information that
relates to the quantity, technical configuration,
type, destination, location, and amount of use of a
telecommunications service subscribed to by any
customer of a telecommunications carrier, and that
is made available to the carrier by the customer
solely by virtue of the carrier-customer relation-
ship.) 10°

101student Online Personal Information Protection Act (SOPIPA),
Cal.B.&P.Code § 22584(i)(1)-(3).

102gee California Online Privacy Protection Act (CalOPPA), Cal.
B.&P. Code §22577(a)(6).

103General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(1).

104 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(v)(1)(F).

105Telecommunications Act, Privacy of customer information, 47
U.S. Code § 222(h)(1)(A).
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Data Source
2.2.1: Student Data

Do the policies clearly indicate whether or not the com-
pany collects personal information or education records
from preK-12 students?

Figure 24: Student Data
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The Student Data evaluation question indicates whether
information related to a student's use of the product in
a K-12 school or district is collected for education pur-
poses. A company should disclose whether student data
is collected from any user of the product because of the
additional student data privacy protections required for
collection and use of education records under federal
and state law.

Better Practice

Personal information or education records are not col-
lected from preK-12 students.

Worse Practice

Personal information or education records are collected
from preK-12 students.

Statutes & Regulations:

e FERPA: (“Education Records” are information that
is directly related to a student and maintained by
the educational institution, or by a third party act-
ing as a School Official on behalf of the educational
institution.) 10¢

e FERPA: (“Personal Information” under FERPA in-
cludes direct identifiers such as a student or fam-
ily member's name, or indirect identifiers such as a
date of birth, or mother's maiden name, or other in-
formation that is linkable to a specific student that
would allow a reasonable person in the school com-
munity to identify the student with reasonable cer-
tainty.) 197

e SOPIPA: (SOPIPA applies to operators of online ser-
vices that are primarily used for K-12 school pur-

poses and were designed and marketed for K-12
school purposes.) 198

e ELPIPA: (ELPIPA applies to operators of online
services that are primarily used for preschool or
prekindergarten purposes and were designed and
marketed for preschool or prekindergarten pur-
poses.) 107

106 Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.3.

107Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.3.
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1085tydent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(a).

109Early Learning Personal Information Protection Act (ELPIPA),
Cal. B.&P. Code § 22586(a)(1).
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2.2.2: Child Data retaining of the personal information is in the best

. e interests of children.) 112
Do the policies clearly indicate whether or not the com-

pany collects personal information from children under
13 years of age?

Figure 25: Child Data
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The Child Data evaluation question indicates whether
information related to a child under 13 years of age
is collected by the product. A company should disclose
whether child datais collected from any user of the prod-
uct because of the additional privacy protections re-
quired for the collection and use of children's personal
information under federal law.

Better Practice

Personal information from children under 13 years of
age is not collected.

Worse Practice

Personal information from children under 13 years of
age is collected.

Statutes & Regulations:

e COPPA: (A notice or privacy policy on an operator's
website needs a section relating to the collection of
information for children under 13 years of age, and
notice is required at each area of the site where in-
formation is collected from children.) 11°

o COPPA: (Personally Identifiable Information under
COPPA includes first and last name, photos, videos,
audio, geolocation information, persistent identi-
fiers, IP address, cookies, and unique device identi-
fiers.) 111

e CAADCA: (A business shall not collect, sell, share,
or retain any personal information that is not nec-
essary to provide an online service, product, or fea-
ture with which a child is actively and knowingly en-
gaged, unless the business can demonstrate a com-
pelling reason that the collecting, selling, sharing, or

110Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part

312.4(d).
111Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part 112California Age-Appropriate Design Code Act (CAADCA), Cal.
312.2. Civ. Code § 1798.99.31(b)(3).
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Data Excluded
2.3.1: Data Excluded

Do the policies clearly indicate whether or not the com-
pany excludes specific types of data from collection?

Figure 26: Data Excluded
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The Data Excluded evaluation question indicates
whether specific types of personal information are ex-
cluded from collection by the product either because of
a concern for the sensitive nature of the information, or
that a third-party service provider may collect that type
of personal information on behalf of the company. A
company should minimize the collection of information
toonly datarequired to provide the product and exclude
collection of unnecessary data.

Better Practice

Specific types of personal information are excluded from
collection.

Worse Practice

Specific types of personal information are not excluded
from collection.
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2.3.2: Coverage Excluded

Do the policies clearly indicate whether or not the com-
pany excludes specific types of collected data from cov-
erage under its privacy policy?

Figure 27: Coverage Excluded
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The Coverage Excluded evaluation question indicates
whether specific types of information that are collected
by the product or third parties are excluded from the
scope of the privacy policy either because of a concern
for the sensitive nature of the information, or that a
third-party service provider's policies cover the data col-
lection and use practices for that type of information. A
company should not collect information from users that
is not covered by the product's privacy policies to ensure
users have adequate notice of how their data will be col-
lected and used in order to provide informed consent.

Better Practice

Specific types of collected information are not excluded
from the privacy policy.

Worse Practice

Specifictypes of collected information are excluded from
the privacy policy.

CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL PUBLIC LICENSE

2023 Privacy Program Evaluation Framework 2 9



Data Limitation

2.4.1: Collection Limitation

Do the policies clearly indicate whether or not the com-
pany limits the collection of information to only data that
are specifically required for the product?

Figure 28: Collection Limitation
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The Collection Limitation evaluation question indicates
whether information is only collected that is necessary
for providing the primary purpose of the product. Acom-
pany should practice data minimization principles and
only collect the minimum amount of data required to
provide the product tousersinorder to decrease the risk
that a user's data is used for unintended purposes.

Better Practice

Collection or use of data is limited to product require-
ments.

Worse Practice

Collection or use of data is not limited to product re-
quirements.

Statutes & Regulations:

e COPPA: (A vendor is prohibited from conditioning
achild's participation in a game or prize on the child
disclosing more info than necessary to participatein
the activity.) 113

e GDPR:(Datashall be adequate, relevant and limited
to what is necessary in relation to the purposes for
which they are processed.) 114

e GDPR: (When assessing whether consent is freely
given, utmost account shall be taken of whether, in-
ter alia, the performance of a contract, including the
provision of a service, is conditional on consent to
the processing of personal datathatis not necessary
for the performance of that contract.) '*

113Chjldren's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.7.

114General Data Protection Regulation (GDPR) 2016/679,
Principles relating to processing of personal data, Art. 5(1)(c).

115General Data Protection Regulation (GDPR) 2016/679,
Conditions for Consent, Art. 7(4).
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e GDPR: (Taking into account the state of the art,
the cost of implementation and the nature, scope,
context and purposes of processing as well as the
risks of varying likelihood and severity for rights
and freedoms of natural persons posed by the pro-
cessing, the controller shall, both at the time of the
determination of the means for processing and at
the time of the processing itself, implement appro-
priate technical and organisational measures, such
as pseudonymisation, which are designed to imple-
ment data-protection principles, such as data min-
imisation, in an effective manner and to integrate
the necessary safeguards into the processing in or-
der to meet the requirements of this Regulation and
protect the rights of data subjects.) '

e CCPA: (A business's collection, use, retention,
and sharing of a consumer's personal information
shall be reasonably necessary and proportionate
to achieve the purposes for which the personal
information was collected or processed, or for
another disclosed purpose that is compatible with
the context in which the personal information was
collected, and not further processed in a manner
that is incompatible with those purposes.) 17

o CAADCA: (A business shall not use personal infor-
mation of a child for any reason other than a reason
for which that personal information was collected,
unless the business can demonstrate a compelling
reason that use of the personal informationisin the
best interests of children.) 1*¢

o CAADCA: (A business shall not use dark patterns to
encourage children to provide personal information
beyond what is reasonably expected to provide that
online service, product, or feature to forego privacy
protections, or to take any action that the business
knows, or has reason to know, is materially detri-
mental to the child's physical health, mental health,
or well-being.) 117

116General Data Protection Regulation (GDPR) 2016/679, Data
protection by design and by default, Art. 25(1).

117 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.100(c).

118California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(b)(4).

119California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(b)(7).
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Data Sharing (How do
Third-Parties Collect,
Access, and Use
Data?)

Data Shared With Third Parties
3.1.1: Data Shared

Do the policies clearly indicate if collected information
(this includes data collected via automated tracking or
usage analytics) is shared with third parties?

Figure 29: Data Shared
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The Data Shared evaluation question indicates if the
product shares a user's data with third parties. Sharing
auser's datawith third parties is not qualitatively better
or worse because it is often a necessary requirement to
provide all the features of a product that includes shar-
ing data with third-party service providers such as SDKs,
cloud hosting, content integrations, or payment proces-
sors.

Transparent Practice
Collected information is shared with third parties.
Statutes & Regulations:

e COPPA: (Release of personal information means
the sharing, selling, renting, or transfer of personal
information to any third party.) %°

e COPPA:(Anoperator may share datawith third par-
ties who provide support for the “internal opera-
tions” of the service and who do not use or disclose
the information for any other purpose.) 12!

o COPPA: (Anoperator must take reasonable steps to
release a child's personal information only to ser-

120Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

121Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.
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vice providers and third parties who are capable
of maintaining the confidentiality, security, and in-
tegrity of the information, and provide assurances
that they contractually maintain the information in
the same manner.) 1?2

e COPPA: (An operator can not condition a child's
participation in the service by sharing any collected
information with third parties. A parent is required
to have the ability to consent to the collection and
use of their child's personal information without
also consenting to the disclosure of the information
to third parties.) 122

e FERPA:(Aschoolis prohibited from disclosing a stu-
dent's “education record” or data to third parties
without parental consent.) 124

e SOPIPA: (An operator is prohibited from sharing
student information to third parties except in lim-
ited circumstances to other schools, or for research
purposes.) 12°

e GDPR: (“recipient” means a natural or legal person,
public authority, agency or another body, to which
the personal data are disclosed, whether a third
party or not.) 12¢

e GDPR: (“third party” means a natural or legal per-
son, public authority, agency or body other than the
datasubject, controller, processor and persons who,
under the direct authority of the controller or pro-
cessor, are authorised to process personal data.) 12/

e CCPA: (“Share,” “shared,” or “sharing” means shar-
ing, renting, releasing, disclosing, disseminating,
making available, transferring, or otherwise com-
municating orally, in writing, or by electronic or
other means, a consumer's personal information by
the business to a third party for cross-context be-
havioral advertising, whether or not for monetary
or other valuable consideration, including transac-
tions between a business and a third party for cross-
context behavioral advertising for the benefit of a
business in which no money is exchanged.) 1%°

122Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.8.

123Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.5(a)(2).

124Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.30.

125student Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(4).

126 General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(9.)

127General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(10).

128California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ah).
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3.1.2: Data Categories

Do the policies clearly indicate what type of categories
of information are shared with third parties?

Figure 30: Data Categories
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The Data Categories evaluation question indicates
whether the product shares a user's data with third
parties and what type or categories of data are shared in
order to provide the service. Disclosing the categories
of personal information that is shared with third parties
is not qualitatively better or worse because it is often
a necessary requirement to share data to provide all
the features of a product that includes sharing data
with third-party service providers. A company should
disclose what types of personal data are shared with
third parties to ensure users have adequate notice if
only some types or all of their data will be shared with
third parties in order to provide informed consent.

Transparent Practice

The categories of information shared with third parties
are indicated.

Statutes & Regulations:

e COPPA: (A parentor guardian canrequest the oper-
ator to provide a description of the specific types or
categories of personal information collected from
children by the application or service.) 127

e CCPA:(Abusinessshall disclose the category or cat-
egories of consumers' personal information it has
disclosed for a business purpose, or if the business
has not disclosed consumers' personal information
for a business purpose, it shall disclose that fact.) 1*°

129Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.6(a)(1).

130California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.115(c)(2).
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Data Use by Third Parties
3.2.1: Sharing Purpose

Do the policies clearly indicate the company's intention
or purpose for sharing a user's personal information with
third parties?

Figure 31: Sharing Purpose
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The Sharing Purpose evaluation question indicates why
auser's personal informationis shared with third parties.
A company should disclose the reasons why personal in-
formation is shared with third parties because it pro-
vides users with notice of how their data could be used
by other companies, which could increase risk if used for
unintended purposes.

Response

Transparent Practice

The purpose for sharing a user's personal information
with third parties is indicated.

Statutes & Regulations:

o COPPA: (Anoperator may share datawith third par-
ties who provide support for the “internal opera-
tions” of the service and who do not use or disclose
the information for any other purpose.) °*

e SOPIPA: (An operator is prohibited from sharing
student information to third parties except in lim-
ited circumstances to other schools, or for research
purposes.) 12

e SOPIPA: (An operator may share student data with
third parties for legitimate research purposes if
not used for advertising or to amass a profile on a
student for purposes other than K-12 school pur-
poses.) 133

e SOPIPA: (An operator may disclose student infor-
mation to a third party service provider, but the
third party is prohibited from using the information

131Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

132gtudent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(4).

133student Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(e)(2).
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for or any purpose other than providing the ser-
vice.)) %4

e GDPR: (Where personal data relating to a data sub-
ject are collected from the data subject, the con-
troller shall, at the time when personal data are ob-
tained, provide the data subject with all of the fol-
lowing information: ... (d) where the processing is
based onconsent...the legitimate interests pursued
by the controller or by a third party.) *°°

e GDPR: (The controller shall provide the data sub-
ject with the following information necessary to en-
sure fair and transparent processing in respect of
the data subject: ... (b) where the processing is based
onconsent...the legitimate interests pursued by the
controller or by a third party.) 1%¢

e CCPA: (“Business purpose” means the use of per-
sonal information for the business's operational
purposes, or other notified purposes, or for the
service provider or contractor's operational pur-
poses, provided that the use of personal informa-
tion shall be reasonably necessary and proportion-
ateto achieve the purpose for which the personalin-
formationwas collected or processed or for another
purpose that is compatible with the context in which
the personal information was collected.) 137

134student Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(4)(E)(i).

135General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(1)(d).

136General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(2)(b).

137 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e).
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3.2.2: Third-Party Analytics

Do the policies clearly indicate whether or not any in-
formation is shared with third parties for analytics pur-
poses?

Figure 32: Third-Party Analytics
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The Third-Party Analytics evaluation question indicates
whether the product automatically collects usage data
from a user based on their use of the product and then
shares that data with a third-party analytics provider to
better understand how their service is used. A company
should disclose the name of any third-party analytics ser-
vices that receive a user's data and take steps to mini-
mize the amount of data sent to third parties for analyt-
ics purposes, which could increase risk if used for unin-
tended purposes.

Better Practice

Data are not shared for analytics.
Worse Practice

Data are shared for analytics.
Statutes & Regulations:

e COPPA: (Release of personal information means
the sharing, selling, renting, or transfer of personal
information to any third party.) 138

e SOPIPA: (An operator is prohibited from amassing a
profile of a student.) 1*”

e GDPR: (Processing of personal data revealing racial
or ethnic origin, political opinions, religious or philo-
sophical beliefs, or trade-union membership, and
the processing of genetic data, biometric data for
the purpose of uniquely identifying a natural per-
son, data concerning health or data concerning a
natural person's sex life or sexual orientation shall
be prohibited unless: ... (j) processing is necessary
for archiving purposes in the public interest, sci-
entific or historical research purposes or statisti-
cal purposes ... which shall be proportionate to the
aim pursued, respect the essence of the right to

dataprotection and provide for suitable and specific
measures to safeguard the fundamental rights and
the interests of the data subject.) 1*°

e CCPA: (Performing services on behalf of the busi-
ness, including maintaining or servicing accounts,
providing customer service, processing or fulfill-
ing orders and transactions, verifying customer in-
formation, processing payments, providing financ-
ing, providing analytic services, providing storage,
or providing similar services on behalf of the busi-
ness.) 14!

1385ee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.2.

1395ee Student Online Personal Information Protection Act
(SOPIPA), Cal. B.&P. Code § 22584(b)(2).
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1405ee General Data Protection Regulation (GDPR) 2016/679,
Processing of special categories of personal data, Art. 9(1)-(2)(j).
141California Consumer Privacy Act (CCPA), Cal. Civ. Code §

1798.140(e)(5).
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3.2.3: Third-Party Research

Do the policies clearly indicate whether or not any infor-
mation is shared with third parties for research or prod-
uct improvement purposes?

Figure 33: Third-Party Research
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The Third-Party Research evaluation question indicates
whether any information is disclosed to third parties for
their own research purposes. A company should disclose
what types of personal data are used for testing or re-
search purposes because this practice is not the primary
purpose of providing the product to users, and the risk
of third parties re-identifying previously de-identified
or anonymized data could be used for unintended pur-
poses. However, companies can mitigate these risks by
de-identifying or anonymizing children's and students'
personal information before sharing with a third-party
company or research institution and placing contractual
limits on those companies of their use of the data.

Better Practice

Data are not shared for research and/or product im-
provement.

Worse Practice

Data are shared for research and/or product improve-
ment.

Statutes & Regulations:

e COPPA: (Release of personal information means
the sharing, selling, renting, or transfer of personal
information to any third party.) 142

e FERPA: (An exception for disclosing personally
identifiable information without obtaining parental
consent exists for sharing data with third parties
conducting legitimate research and studies.) '*°

e SOPIPA: (An operator may share student data with
third parties for legitimate research purposes if
not used for advertising or to amass a profile on a

1425ee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.2.

143Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.31(a)(6); See also 34 C.F.R. Part 99.31(b)(2).
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student for purposes other than K-12 school pur-
poses.) 144

e SOPIPA: (An operator is prohibited from sharing
student information to third parties except in lim-
ited circumstances to other schools, or for research
purposes.) 14°

e PPRA: (All instructional materials including
teacher's manuals, films, tapes, or other sup-
plementary instructional material which is used
in connection with any research must be made
available for inspection by the parents or guardians
of the children.) 14¢

e CalPPR: (A school district may provide, in its dis-
cretion, statistical data from which no pupil may
be identified to any public agency, entity, private
nonprofit college, university, or educational re-
search and development organization when disclo-
sure would be in the best educational interests of
pupils.) 147

e CCPA: (“Research” means scientific analysis, sys-
tematic study and observation, including basic re-
search or applied research that is designed to de-
velop or contribute to public or scientificknowledge
and that adheres or otherwise conforms to all other
applicable ethics and privacy laws, including but not
limited to studies conducted in the publicinterestin
the area of public health. Research with personal in-
formation that may have been collected from a con-
sumer in the course of the consumer's interactions
with a business's service or device for other pur-
poses shall follow specified requirements.) 14®

1445tudent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(e)(2).

1455tudent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(4).

146protection of Pupil Rights Act (PPRA), 34 C.F.R. §98.3.

147 California Privacy of Pupil Records, Cal. Ed. Code § 49074.

148California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ab).
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3.2.4: Third-Party Marketing

Do the policies clearly indicate whether or not personal
information is shared with third parties for marketing
purposes?

Figure 34: Third-Party Marketing
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The Third-Party Marketing evaluation question indi-
cates whether marketing communications that could in-
clude emails, text messages, or other notifications are
sent to users are from an application or service that a
user does not have a direct relationship with and there-
fore has different expectations, because it communi-
cates unrelated or unsolicited products and features
from third-party companies.

Better Practice

Personal information is not shared for third-party mar-
keting.

Worse Practice

Personal information is shared for third-party market-
ing.
Statutes & Regulations:

e COPPA: (Release of personal information means
the sharing, selling, renting, or transfer of personal
information to any third party.) 47

e ShineTheLight: (California's “Shine the Light” refers
to information sharing disclosure requirements for
companies that do business with California resi-
dents to allow customers to opt-out of information
sharing, or make a detailed disclosure of how per-
sonal information was shared for direct marketing
purposes.) 1°¢

e CalPRMDW: (Prohibits an operator from marketing
or advertising non age-appropriate types of prod-
ucts or services toaminor under 18 years of age and
from knowingly using, disclosing, compiling, or al-
lowing a third party to use, disclose, or compile, the
personal information of a minor for the purpose of
marketing or advertising non age-appropriate types

1495ee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.2.

150|nformation Sharing Disclosure, Cal. Civ. Code §§
1798.83-1798.84.
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of products or services. Also, a minor is permitted
to request to “erase” or remove and obtain removal
of content or information posted on the operator's
site.) 1°1

e CCPA: (“Advertising and marketing” means a com-
munication by a business or a person acting on the
business's behalf in any medium intended to induce
a consumer to obtain goods, services, or employ-
ment.) 1°?

e CCPA: (A “business purpose” means providing ad-
vertising and marketing services, except for cross-
context behavioral advertising, to the consumer,
provided that for the purpose of advertising and
marketing, a service provider or contractor shall
not combine the personal information of opted-out
consumers which the service provider or contrac-
tor receives from or on behalf of the business with
personal information which the service provider or
contractor receives from or on behalf of another
person or persons, or collects from its own interac-
tion with consumers.) 1°°

151California Privacy Rights for Minors in the Digital World, Cal.
B.&P. Code §§ 22580-22582.

152California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(a).

153California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e)(6).
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Data Not Shared With Third Parties
3.3.1: Exclude Sharing

Do the policies specify any types of categories of col-
lected information that will not be shared with third par-
ties?

Figure 35: Exclude Sharing
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The Exclude Sharing evaluation question indicates
whether specific types of personal information or infor-
mation from a particular type of user that are collected
by the product are excluded from sharing with third
parties, because of a concern for the sensitive nature of
the information. A company should not share personal
information from users with third parties if disclosure is
not required to provide the service. This best practice
ensures users have better protection of their most
sensitive personal information because it minimizes
disclosure to third parties that could use the data for
unintended purposes.

Transparent Practice

Specific categories of information are not shared with
third parties.

Statutes & Regulations:

e CalOPPA: (An operator is required to identify the
categories of third parties with whom the operator
may share personally identifiable information.) 1°*

e GDPR: (Where personal data relating to a data sub-
ject are collected from the data subject, the con-
troller shall, at the time when personal data are
obtained, provide the data subject with all of the
following information: ... (e) the recipients or cate-
gories of recipients of the personal data, if any.) 1>°

e GDPR: (Where personal data have not been ob-
tained from the data subject, the controller shall
provide the data subject with the following informa-

tion: ... (e) the recipients or categories of recipients
of the personal data, where applicable.) 1°°

e GDPR: (The data subject shall have the right to ob-
tain from the controller confirmation as to whether
or not personal data concerning him or her are be-
ing processed, and where that is the case, access to
the personal data and the following information: ...
(c) the recipients or categories of recipient to whom
the personal data have been or will be disclosed, in
particular recipients in third countries or interna-
tional organisations.) >’

1545ee California Online Privacy Protection Act (CalOPPA), Cal.
B.&P. Code §22575(b)(1).

155General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(1)(e).
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156 General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(1)(e).

157 General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(1).

2023 Privacy Program Evaluation Framework 37


http://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=8.&chapter=22.&lawCode=BPC
http://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=8.&chapter=22.&lawCode=BPC
http://data.europa.eu/eli/reg/2016/679/oj
http://data.europa.eu/eli/reg/2016/679/oj
http://data.europa.eu/eli/reg/2016/679/oj
http://data.europa.eu/eli/reg/2016/679/oj
http://data.europa.eu/eli/reg/2016/679/oj
http://data.europa.eu/eli/reg/2016/679/oj
http://data.europa.eu/eli/reg/2016/679/oj
http://data.europa.eu/eli/reg/2016/679/oj

Data Sold to Third Parties
3.4.1: Sell Data

Do the policies clearly indicate whether or not a user's
personal information is sold, or exchanged for anything
of value to third parties?

Figure 36: Sell Data
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The Sell Data evaluation question indicates whether the
policies disclose a user's personal information is sold or
rented to third parties for monetary or other valuable
consideration. Selling users' data is an important issue
for a policy to disclose because users want to know if
their datais shared with third parties in exchange for use
of the product, which may impact their decision whether
to use the product or service.

Better Practice

Personal information is not sold or rented to third par-
ties.

Worse Practice
Personal information is sold or rented to third parties.
Statutes & Regulations:

e COPPA: (Release of personal information means
the sharing, selling, renting, or transfer of personal
information to any third party.) 1°8

e SOPIPA: (An operator is prohibited from selling or
renting student information.) 1>?

e CCPA: (A consumer shall have the right to request
that a business that sells or shares the consumer's
personal information, or that discloses it for a busi-
ness purpose, disclose to that consumer: (1) The cat-
egories of personal information that the business
collected about the consumer. (2) The categories
of personal information that the business sold or
shared about the consumer and the categories of
third parties to whom the personal information was
sold or shared, by category or categories of personal
information for each category of third parties to

158Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

1595tudent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(3).
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whom the personal information was sold or shared.
(3) The categories of personal information that the
business disclosed about the consumer for a busi-
ness purpose and the categories of persons towhom
it was disclosed for a business purpose.) 10

e CCPA: (A business that sells or shares personal in-
formation about a consumer, or that discloses a con-
sumer's personal information for a business pur-
pose, shall disclose that information to the con-
sumer upon receipt of a verifiable consumer re-
quest from the consumer. A business that sells or
shares consumers' personal information, or that dis-
closes consumers' personal information for a busi-
ness purpose, shall disclose, the category or cat-
egories of consumers' personal information it has
sold or shared, or if the business has not sold or
shared consumers' personal information, it shall dis-
close that fact.) 161

e CCPA: (A business that sells consumers' personal
information to, or shares it with, third parties shall
provide notice to consumers that this information
may be sold or shared and that consumers have the
“right to opt-out” of the sale or sharing of their per-
sonal information. A business shall not sell or share
the personal information of consumers if the busi-
ness has actual knowledge that the consumer is less
than 16 years of age, unless the consumer, in the
case of consumers at least 13 years of age and less
than 16 years of age, or the consumer's parent or
guardian, in the case of consumers who are less
than 13 years of age, has affirmatively authorized
the sale or sharing of the consumer's personal in-
formation. A business that willfully disregards the
consumer's age shall be deemed to have had actual
knowledge of the consumer's age.) 1¢?

e CCPA: (A business that sells or shares consumers'
personal information or uses or discloses con-
sumers' sensitive personal information shall pro-
vide a clear and conspicuous link on the business's
internet homepage(s), titled “Do Not Sell or Share
My Personal Information,” to an internet webpage
that enables a consumer, or a person authorized by
the consumer, to opt-out of the sale or sharing of the
consumer's personal information.) 163

o CCPA:(“Sell, “selling, “sale,” or “sold,” means selling,
renting, releasing, disclosing, disseminating, making
available, transferring, or otherwise communicating
orally, in writing, or by electronic or other means, a
consumer's personal information by the business to

160California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.115(a)(1)-(3).

161California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.115(b)-(c)(1).

162 alifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.120(b)-(c).

163California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.135(a).
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athird party for monetary or other valuable consid-
eration.) %%

e CAADCA: (A business shall not collect, sell, share,
or retain any personal information or precise geolo-
cation information that is not necessary to provide
an online service, product, or feature with which a
child is actively and knowingly engaged, unless the
business can demonstrate a compelling reason that
the collecting, selling, sharing, or retaining of the
personal information is in the best interests of chil-
dren.) 1¢°

e GDPR: (The controller shall, at the time when per-
sonal data are obtained, provide the data subject
with the following further information necessary to
ensure fair and transparent processing: ... (b) the ex-
istence of the right to ... object to processing.) 1°°

e GDPR: (The controller shall provide the data sub-
ject with the following information necessary to en-
sure fair and transparent processing in respect of
the data subject: ... (c) the existence of the right to
...object to processing.) ¢’

e GDPR: (The data subject shall have the right to ob-
tain from the controller confirmation as to whether
or not personal data concerning him or her are be-
ing processed, and where that is the case, access to
the personal data and the following information: ...
(e) the existence of the right to... object to process-
ing.) 168

e GDPR: (The data subject shall have the right to ob-
tain from the controller restriction of processing
where one of the following applies: ... (d) the data
subject has objected to processing pending the ver-
ification whether the legitimate grounds of the con-
troller override those of the data subject.) 1¢?

164California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ad)(1).

165California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(b)(3),(5).

166See General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(2)(b).

167 Gee General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(2)(c.)

1685ee General Data Protection Regulation (GDPR) 2016/679,
Right of access by the data subject, Art. 15(1)(e).

1695ee General Data Protection Regulation (GDPR) 2016/679,
Right to restriction of processing, Art. 18(1)(d).
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Third-Party Data Acquisition
3.5.1: Data Obtained

Do the policies clearly indicate whether or not the com-
pany may obtain a user's information from a third party?

Figure 37: Data Obtained

100
28%
75 46% 40% £
c 74%
©
© 50
g
69%
61%
25 51% 28 ¢
25%
0
2018 2019 2020 2021 2022
Response . better unclear worse

The Data Obtained evaluation question indicates
whether personal information is purchased or acquired
by the company from third-party companies such as
data brokers to augment or supplement the data the
company already collects from individual users to
further personalize the service. A company should
disclose whether data about a user is acquired from
other sources than the product because it increases risk
that a user's data may be used for unintended purposes.

Better Practice

Personal information about users is not obtained from
third parties.

Worse Practice

Personal information about users is obtained from third
parties.

Statutes & Regulations:

e CalOPPA: (An operator is required to identify the
categories of personally identifiable information
that they collect about individual consumers who
use or visit its website or online service.) 179

e CalOPPA: (The term “Personally Identifiable Infor-
mation” under CalOPPA means individually identifi-
able information about a consumer collected online
by the operator from that individual and maintained
by the operator in an accessible form, including any
of the following: (1) Afirst and last name; (2) Ahome
or other physical address, including street name and
name of a city or town; (3) An e-mail address; (4) A
telephone number; (5) A social security number; or
(6) Any other identifier that permits the physical or
online contacting of a specific individual.) */*

1705ee California Online Privacy Protection Act (CalOPPA), Cal.
B.&P. Code §22575(b)(1).

1716ee California Online Privacy Protection Act (CalOPPA), Cal.
B.&P. Code §22577(a)(1)-(6).
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e GDPR: (The controller shall provide the data sub-
ject with the following information necessary to en-
sure fair and transparent processing in respect of
the data subject: ... (f) from which source the per-
sonal data originate, and if applicable, whether it
came from publicly accessible sources.) 172

e GDPR: (The data subject shall have the right to ob-
tain from the controller confirmation as to whether
or not personal data concerning himor her are being
processed, and where that is the case, access to the
personal data and the following information: ... (g)
where the personal data are not collected from the
data subject, any available information as to their
source.) 173

e CCPA: (A consumer shall have the right to request
that a business that collects personal information
about the consumer disclose to the consumer the
categories of sources fromwhich the personal infor-
mation is collected.) */#

e CCPA: (A business shall disclose in its privacy pol-
icy the categories of sources from which consumers'
personal information is collected;.) 17>

e CCPA: (“Personal information” does not include
publicly available information or lawfully obtained,
truthful information that is a matter of public con-
cern. For purposes of this paragraph, “publicly avail-
able” means: information that is lawfully made
available from federal, state, or local government
records, or information that a business has areason-
able basis to believe is lawfully made available to the
general public by the consumer or from widely dis-
tributed media, or by the consumer; or information
made available by a person to whom the consumer
has disclosed the information if the consumer has
not restricted the information to a specific audi-
ence. “Publicly available” does not mean biometric
information collected by a business about a con-
sumer without the consumer's knowledge. “Per-
sonal information” does not include consumer infor-
mation that is deidentified or aggregate consumer
information.) 1/¢

172General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(2)(f).

173General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(1)(g).

174California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.110(a)(2).

175 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.130(a)(5)(B)(ii).

176 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(v)(2).
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Third-Party Links
3.6.1: Outbound Links

Do the policies clearly indicate whether or not outbound
links on the product to third-party external resources
are age-appropriate?

Figure 38: Outbound Links
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The Outbound Links evaluation question indicates
whether notice is provided to the user if they interact
with hyperlinks, buttons, or other actions that cause the
user to leave the product to access third-party content
or resources that may not be age-appropriate. A com-
pany should notify users about any actions taken that
cause them to leave the product and potentially subject
themselves to different third-party privacy practices or
age-inappropriate content.

Better Practice

Links to third-party external websites are age-
appropriate.

Worse Practice

Links to third-party external websites are not age-
appropriate.

Statutes & Regulations:

o CIPA: (If an operator provides third-party links on
its site that link to potentially non-age appropriate
information for children, then the operator must
provide notice upon clicking a third-party link that
auser is leaving the website.) 177

177 Children's Internet Protection Act (CIPA), 47 US.C. § 254.
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Third-Party Data Access
3.7.1: Authorized Access

Do the policies clearly indicate whether or not any third
party is authorized to access a user's information?

Figure 39: Authorized Access
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The Authorized Access evaluation question indicates
whether the product allows the integration of third-
party services to access a user's personal information
collected by the product to provide additional features
or plugins. A company should disclose the names of any
third-party services that may access a user's information
because it increases the risk that a user's data may be
used for unintended purposes.

Better Practice

Third parties are not authorized to access a user's infor-
mation.

Worse Practice

Third parties are authorized to access a user's informa-
tion.

Statutes & Regulations:

e CalOPPA: (An operator is required to identify the
categories of third parties with whom the operator
may share personally identifiable information.) 178

178 California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(1).
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Third-Party Data Collection
3.8.1: Third-Party Collection

Do the policies clearly indicate whether or not a user's
personal information is collected by a third party?

Figure 40: Third-Party Collection
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The Third-Party Collection evaluation question indi-
cates whether the product allows the integration of
third-party services to collect a user's personal informa-
tion when using the product to provide additional fea-
tures. A company should disclose the names of any third-
party services that may collect a user's information be-
cause it increases the risk that a user's data may be used
for unintended purposes.

Better Practice

Personal information of users is not collected by a third
party.

Worse Practice

Personal information of users is collected by a third
party.

Statutes & Regulations:

e CalOPPA: (An operator is required to disclose
whether other third parties may collect person-
ally identifiable information about a consumer's on-
line activities over time and across different Web-
sites.) 177

179 California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(6).
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Third-Party Data Misuse
3.9.1: Third-party Deletion

Do the policies clearly indicate whether or not a user's
information can be deleted from a third party?

Figure 41: Third-party Deletion
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The Third-party Deletion evaluation question indicates
whether a user's personal information may be deleted
or restricted from a third-party service provider. A com-
pany should ensure that any of their users' data that is
shared with a third party may also be deleted.

Better Practice
Personal information can be deleted from a third party.
Worse Practice

Personal information cannot be deleted from a third
party.

Statutes & Regulations:

e CCPA: (A business that collects a consumer's per-
sonal information and that sells or shares personal
information with a third party or that discloses it to
a service provider or contractor for a business pur-
pose shall enter into an agreement that grants the
business the right to take reasonable and appropri-
ate steps to stop and remediate unauthorized use of
personal information.) 169

e CCPA: (A business is required to monitor a third-
party contractor's compliance through measuresin-
cluding, but not limited to, ongoing manual reviews
and automated scans, and regular assessments, au-
dits, or other technical and operational testing at
least once every twelve (12) months.) 81

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure the
contract contains a statement that pupil records
continue to be the property of and under the con-
trol of the local educational agency.) '

180California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.100(d)(5).

181California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(j)(1)(C).

182 alifornia Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(1).
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Third-Party Service Providers
3.10.1: Third-Party Providers

Do the policies clearly indicate whether or not third-
party services are used to support the company's prod-
uct?

Figure 42: Third-Party Providers
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The Third-Party Providers evaluation question indicates
whether the product uses third-party service providers
to support the product or service. It is important that
companies disclose whether they use third-party service
providersinorder to allow parents and educators to eas-
ily determine where their data is processed and stored
for compliance and accountability purposes. With in-
creased globalization and ubiquitous availability of cloud
and support services, it is sometimes difficult to deter-
mine where a child or student's personal information is
actually processed and stored.

Qualitative Status: Complex

The qualitative nature of this question is complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

e COPPA: (Release of personal information means
the sharing, selling, renting, or transfer of personal
information to any third party.) 183

e COPPA:(Anoperator may share datawith third par-
ties who provide support for the “internal opera-
tions” of the service and who do not use or disclose
the information for any other purpose.) 8%

e SOPIPA: (An operator may disclose student infor-
mation to a third party service provider, but the
third party is prohibited from using the information
for or any purpose other than providing the ser-
vice.) 18°

183Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

184Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

185student Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(4)(E)(i).
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o CCPA: (A business that receives a verifiable con-
sumer request shall disclose any personal informa-
tionit has collected about a consumer, directly or in-
directly to the consumer. A service provider or con-
tractor shall not be required to comply with a verifi-
able consumer request received directly from a con-
sumer or a consumer's authorized agent to the ex-
tent that the service provider or contractor has col-
lected personal information about the consumer in
its role as a service provider or contractor. A ser-
vice provider or contractor shall provide assistance
to a business with which it has a contractual rela-
tionship with respect to the business's response to
averifiable consumer request, including but not lim-
ited to by providing to the business the consumer's
personal information in the service provider or con-
tractor's possession, which the service provider or
contractor obtained as aresult of providing services
to the business, and by correcting inaccurate infor-
mation, or by enabling the business to do the same.
A service provider or contractor that collects per-
sonal information pursuant to a written contract
with a business shall be required to assist the busi-
ness through appropriate technical and organiza-
tional measures taking into account the nature of
the processing.) 18¢

e CCPA: (“Contractor” means a person to whom the
business makes available a consumer's personal in-
formation for abusiness purpose pursuant to awrit-
ten contract with the business, provided that the
contract follow specified requirements.) 18’

e CCPA: (“Service provider” means a person that pro-
cesses personal information on behalf of a business
and which receives from or on behalf of the busi-
ness a consumer's personal information for a busi-
ness purpose pursuant to a written contract, pro-
vided that the contract prohibits the person from
specified requirements.) 188

e GDPR: (Where personal data have not been ob-
tained from the data subject, the controller shall
provide the data subject with the following informa-
tion: ... (e) the recipients or categories of recipients
of the personal data, where applicable.) &7

186 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.130(a)(3)(A).

187 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(j)(1).

188 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ag)(1).

189 General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(1)(e).
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3.10.2: Third-Party Roles

Do the policies clearly indicate the role or purpose of
third-party service providers?

Figure 43: Third-Party Roles
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The Third-Party Roles evaluation question indicates the
purpose of a third-party service provider. It is important
for acompany to clearly explain and define the role third
parties have in supporting the internal operations of the
company's product. Itis not sufficient to state that athird
party is used without also clarifying how that third party
uses shared information. Clarifying the role of third par-
ties helps parents and educators make a more informed
decision by better understanding the reason the com-
pany is using third-party service providers. This infor-
mation is necessary to balance the risk of sharing data
against the value of the additional services provided and
the compliance obligations to disclose the roles of third-
party providers.

Response

Transparent Practice
The roles of third-party service providers are indicated.
Statutes & Regulations:

e COPPA: (Anoperator may share datawith third par-
ties who provide support for the “internal opera-
tions” of the service and who do not use or disclose
the information for any other purpose.) 17°

e SOPIPA: (An operator may disclose student infor-
mation to a third party service provider, but the
third party is prohibited from using the information
for or any purpose other than providing the ser-
vice)) 17t

e CCPA: (Performing services on behalf of the busi-
ness, including maintaining or servicing accounts,
providing customer service, processing or fulfill-
ing orders and transactions, verifying customer in-
formation, processing payments, providing financ-
ing, providing analytic services, providing storage,

190Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

191Gtudent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(4)(E)(i).
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192California Consumer Privacy Act (CCPA), Cal. Civ. Code §
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Third-Party Affiliates
3.11.1: Related Third-Party

Do the policies clearly indicate the categories of related
third parties, such as subsidiaries or affiliates with whom
the company shares data?

Figure 44: Related Third-Party
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The Related Third-Party evaluation question indicates
the types and names of third-party companies such as
affiliates, subsidiaries, or partners that a product shares
a user's data with for purposes unrelated to providing
the service. It is important for a company to clearly ex-
plain and define the role of third parties that have ac-
cess to users' data but provide no support for the inter-
nal operations of the company's product. It is not suf-
ficient to state that a user's data is shared with a re-
lated third party without also clarifying how that third
party uses the shared information. Clarifying the role of
related third parties helps parents and educators make
a more informed decision by better understanding the
purpose of the company sharing data with different cat-
egories of third parties.

Response

Transparent Practice

The categories of third parties that receive data are indi-
cated.

Statutes & Regulations:

e CalOPPA: (An operator is required to identify the
categories of third parties with whom the operator
may share personally identifiable information.) 17°

e GDPR: (Where personal data relating to a data sub-
ject are collected from the data subject, the con-
troller shall, at the time when personal data are
obtained, provide the data subject with all of the
following information: ... () the recipients or cate-
gories of recipients of the personal data, if any.) '7*

e GDPR: (Where personal data have not been ob-
tained from the data subject, the controller shall

193California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(1).

194General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(1)(e).
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provide the data subject with the following informa-
tion: ... (e) the recipients or categories of recipients
of the personal data, where applicable.) 17>

e GDPR: (The data subject shall have the right to ob-
tain from the controller confirmation as to whether
or not personal data concerning him or her are be-
ing processed, and where that is the case, access to
the personal data and the following information: ...
(c) the recipients or categories of recipient to whom
the personal data have been or will be disclosed, in
particular recipients in third countries or interna-
tional organisations.) 17

e CCPA: (A consumer shall have the right to request
that a business that collects personal information
about the consumer disclose to the consumer the
categories of third parties to whom the business dis-
closes personal information.) 177

e CCPA: (A “business” includes any entity that con-
trols or is controlled by a business and that shares
common branding with the business and with whom
the business shares consumers' personal informa-
tion. “Control” or “controlled” means ownership of,
or the power to vote, more than 50 percent of
the outstanding shares of any class of voting secu-
rity of a business; control in any manner over the
election of a majority of the directors, or of indi-
viduals exercising similar functions; or the power
to exercise a controlling influence over the man-
agement of a company. “Common branding” means
a shared name, servicemark, or trademark, such
that the average consumer would understand that
two or more entities are commonly owned. A joint
venture or partnership composed of businesses in
which each business has at least a 40 percent in-
terest. For purposes of this title, the joint venture
or partnership and each business that composes the
joint venture or partnership shall separately be con-
sidered asingle business, except that personal infor-
mation in the possession of each business and dis-
closed to the joint venture or partnership shall not
be shared with the other business.) 178

195General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(1)(e).

196 General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(1).

197 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.110(a)(4).

198California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(d)(2)-(3).
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Third-Party Policies
3.12.1: Third-Party Policy

Do the policies clearly indicate whether or not pri-
vacy policy links are provided to any third-party service
provider, data processor, partner, or affiliate?

Figure 45: Third-Party Policy
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The Third-Party Policy evaluation question indicates
whether notice is provided of any privacy policy links or
URLs for any third-party service providers or third-party
companies that may access a user's personal informa-
tion. A company should disclose links to the privacy poli-
cies of any third-party company that the product may
share a user's personal information with so users can
make a more informed decision by better understanding
the privacy practices of the third parties who may access
their data.

Qualitative Status: Complex

The qualitative nature of this questionis complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

e CCPA: (A business that is acting as a third party
and controls the collection of personal information
about a consumer shall inform consumers by pro-
viding the required information prominently and
conspicuously on the homepage of its internet web-
site.) 177

199Gee California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.100(b).
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Third-Party Data Combination
3.13.1: Company Combination

Do the policies clearly indicate whether or not data col-
lected or maintained by the first-party company can be
augmented, extended, or combined with data from third-
party sources?

Figure 46: Company Combination
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The Company Combination evaluation question indi-
cates whether information collected from the product is
combined with other information acquired by the com-
pany from third-party sources. A company should dis-
close whether a user's data is augmented or supple-
mented because the risk could increase if the combined
data is used by the company or third parties for unin-
tended purposes.

Better Practice

Company will not combine data with additional data
from third-party sources.

Worse Practice

Company may combine data with additional data from
third-party sources.

Statutes & Regulations:

e COPPA: (Non-personal information collected from
a child that is later combined with personally identi-
fiable information of that child, obtained from either
the vendor or third party becomes PII.) 2°

e GDPR: (“processing” means any operation or set
of operations which is performed on personal data
or on sets of personal data, whether or not by au-
tomated means, such as collection, recording, or-
ganisation, structuring, storage, adaptation or al-
teration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making
available, alignment or combination, restriction,
erasure or destruction.) ?°*

200Chjldren's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

201Gee General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(2).
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3.13.2: Third-Party Combination

Do the policies clearly indicate whether or not data
shared with third-party companies can be augmented,
extended, or combined with data from any source?

Figure 47: Third-Party Combination
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The Third-Party Combination evaluation question indi-
cates whether third parties may combine a user's infor-
mation shared with them by a first-party company that
has a direct relationship with their user with other infor-
mation acquired from other third-party sources. A com-
pany should place contractual restrictions on third-party
companies that receive users' personal informationfrom
the product because of the increased risk the combined
datais used for unintended purposes.

Better Practice

Data shared with third parties cannot be combined with
other data.

Worse Practice

Data shared with third parties can be combined with
other data.

Statutes & Regulations:

e COPPA: (Non-personal information collected from
achild that is later combined with personally identi-
fiableinformation of that child, obtained from either
the vendor or third party becomes PII.) 202

e SOPIPA: (An operator may disclose student infor-
mation to a third party service provider, but the
third party is prohibited from using the information
for or any purpose other than providing the ser-
vice.) 2%°

e CCPA: (A “business purpose” means providing ad-
vertising and marketing services, except for cross-
context behavioral advertising, to the consumer,
provided that for the purpose of advertising and
marketing, a service provider or contractor shall
not combine the personal information of opted-out

consumers which the service provider or contrac-
tor receives from or on behalf of the business with
personal information which the service provider or
contractor receives from or on behalf of another
person or persons, or collects from its own interac-
tion with consumers.) 294

e CCPA: (“Contractor” means a person to whom the
business makes available a consumer's personal in-
formation for abusiness purpose pursuant to awrit-
ten contract with the business, provided that the
contract prohibits the contractor from selling or
sharing the personal information; Retaining, using,
or disclosing the personal information for any pur-
pose other than for the business purposes specified
in the contract; or Combining the personal infor-
mation which the contractor receives pursuant to a
written contract.) 2°°

202Chjldren's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

2035ty dent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(4)(E)(i).
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204California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e)(6).

205C3lifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(0)(1)(A)(i)-(iv).
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Third-Party Authentication
3.14.1: Third-Party Login

Do the policies clearly indicate whether or not any third-
party, social, or federated login is supported to use the
product?

Figure 48: Third-Party Login
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The Third-Party Login evaluation question indicates
whether the product incorporates a third-party service
provider's federated or social login feature to authen-
ticate users with the product. It is becoming increas-
ingly difficult for consumers, parents, and educators to
manage the proliferation of all the different applications
and services they use themselves, and by their children
and students on a daily basis. In order to streamline the
account-creation process, outsource account manage-
ment, and outsource authorization practices, many com-
panies have incorporated social or federated login op-
tions into their products. However, third-party login ser-
vices may collect auser's data from their use of the prod-
uct over time, and third-party login providers may have
different data collection and use privacy practices, which
can increase the risk that a user's data is used for unin-
tended purposes.

Response

Qualitative Status: Complex

The qualitative nature of this question is complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

o COPPA:(Anoperator may share datawith third par-
ties who provide support for the “internal opera-
tions” of the service and who do not use or disclose
the information for any other purpose.) 2%°

e SOPIPA: (An operator may disclose student infor-
mation to a third party service provider, but the
third party is prohibited from using the information
for or any purpose other than providing the ser-
vice.) 297

206 Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

207stydent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(4)(E)(i).
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e CCPA: (Performing services on behalf of the busi-
ness, including maintaining or servicing accounts,
providing customer service, processing or fulfill-
ing orders and transactions, verifying customer in-
formation, processing payments, providing financ-
ing, providing analytic services, providing storage,
or providing similar services on behalf of the busi-
ness.) 2%®

208 glifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e)(5).
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3.14.2: Login Collection

Do the policies clearly indicate whether or not the com-
pany collects any information from any third-party login
providers?

Figure 49: Login Collection
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Response . better unclear worse

The Login Collection evaluation question indicates
whether the product collects personal information from
the integration of a third-party login provider that could
be used to augment or supplement a user's personal in-
formation collected by the product. A “better” response
to this evaluation question indicates the product does
not collect personal information from third-party login
providers about users.

Better Practice

Personal information from third-party login providers is
not collected.

Worse Practice

Personal information from third-party login providers is
collected.

Statutes & Regulations:

e CalPPR: (Prohibits schools, school districts, county
offices of education, and charter schools from col-
lecting or maintaining information about pupils
from social mediafor any purpose other than school
or pupil safety, without notifying each parent or
guardian and providing the pupil with access and
an opportunity to correct or delete such informa-
tion.) 297

209 California Privacy of Pupil Records, Cal. Ed. Code § 49073.6(c).
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3.14.3: Login Sharing

Do the policies clearly indicate whether or not the
company shares any information with third-party login
providers?

Figure 50: Login Sharing
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Response . better unclear worse

The Login Sharing evaluation question indicates
whether the product may disclose personal infor-
mation collected from the product with a third-party
login provider. A company should disclose whether
data about a user can be shared with third-party login
providers because it increases risk that a user's data
may be used for unintended purposes.

Better Practice

Personal Information is not shared with third-party login
providers.

Worse Practice

Personal Information is shared with third-party login
providers.

CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL PUBLIC LICENSE
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De-identified or Anonymized Data
3.15.1: Data De-identified

Do the policies clearly indicate whether or not a user's
information that is shared or sold to a third-party is only
done so in an anonymous or de-identified format?

Figure 51: Data De-identified
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unclear . yes . no

The Data De-identified evaluation question indicates
whether a user's personal information is disclosed with
third parties if the datais de-identified or anonymized by
the company before it is shared. Disclosing collected in-
formation in an anonymous or de-identified format is a
complicated issue and even data that has gone through
this process can often be recombined with other data
to allow re-identification with only a few known data
points. As such, sharing of any information, even in-
formation about a user that has been de-identified or
anonymized, is a privacy risk.

Response

Qualitative Status: Complex

The qualitative nature of this question is complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

e COPPA: (An operator may disclose personal in-
formation collected from children to third parties
if the data is not in an identifiable form such as
de-identified, aggregated, or anonymous informa-
tion.) 210

e FERPA: (An exception for disclosing personally
identifiable information without obtaining parental
consent exists for sharing “de-identified” student
records where the educational institution has made
areasonable determinationthat astudent's identity
is not personally identifiable.) 211

210Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

211Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.31(b)(1).
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e SOPIPA: (An operator may share student informa-
tion with a third party if in an aggregated or de-
identified format.) 212

e CalPPR: (A school district may provide, in its dis-
cretion, statistical data from which no pupil may
be identified to any public agency, entity, private
nonprofit college, university, or educational re-
search and development organization when disclo-
sure would be in the best educational interests of
pupils.) 213

e GDPR: (If the purposes for which a controller pro-
cesses personal data do not or do no longer require
the identification of a data subject by the controller,
the controller shall not be obliged to maintain, ac-
quire or process additional information in order to
identify the data subject for the sole purpose of
complying with this Regulation.) 2**

e CCPA: (“Aggregate consumer information” means
information that relates to a group or category of
consumers, from which individual consumer identi-
ties have been removed, that is not linked or rea-
sonably linkable to any consumer or household, in-
cluding via a device. “Aggregate consumer informa-
tion” does not mean one or more individual con-
sumer records that have been deidentified.) 21°

e CCPA: (“Deidentified” means information that can-
not reasonably be used to infer information about,
or otherwise be linked to, a particular consumer,
provided that the business that possesses the infor-
mation pursuant to specified requirements.) 21©

e CCPA: (“Pseudonymize” or “Pseudonymization”
means the processing of personal information in a
manner that renders the personal information no
longer attributable to a specific consumer without
the use of additional information, provided that
the additional information is kept separately and
is subject to technical and organizational mea-
sures to ensure that the personal information
is not attributed to an identified or identifiable
consumer.) 2/

e CCPA: (A businesses shall not be restricted to col-
lect, use, retain, sell, share, or disclose consumers'
personal information that is deidentified or aggre-
gate consumer information.) 2*®

e Telecom Act: (A telecommunications carrier that re-
ceives or obtains customer proprietary network in-

2125tydent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(f)-(g).

213California Privacy of Pupil Records, Cal. Ed. Code § 49074.

2145ee General Data Protection Regulation (GDPR) 2016/679,
Processing which does not require identification, Art. 11(1).

215California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(b).

216California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(m).

217 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(aa).

218C3lifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.145(a)(6).
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formation may use, disclose, or permit access to ag-
gregate customer information for any purpose.) ?*?

e Telecom Act: (The term “aggregate customer in-
formation” means collective data that relates to a
group or category of services or customers, from
which individual customer identities and character-
istics have been removed.) 220

219Telecommunications Act, Privacy of customer information, 47
U.S. Code § 222(c)(3).

220Telecommunications Act, Privacy of customer information, 47
U.S. Code § 222(h)(1)(A).
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3.15.2: De-identified Process

Do the policies clearly indicate whether or not the de-
identification process is done with a reasonable level
of justified confidence, or whether the company pro-
vides links to any information that describes their de-
identification process?

Figure 52: De-identified Process

100

75

87% Bl 84% 87% 86%
50

Percent

25

2018 2019 2020 2021 2022

unclear . yes . no

The De-identified Process evaluation question indi-
cates whether a company provides notice of its de-
identification or anonymization process of user data
with a reasonable level of justified confidence that
data cannot be re-identified by third parties. Com-
panies should disclose that their de-identification or
anonymization of personal information is completed in
a manner such that personal data can no longer be at-
tributed to a specific individual without the use of addi-
tional information. In addition, the company should de-
scribe or provide links to any technical and organiza-
tional measures they use to ensure that the personal
data of their users are not attributed to a specific indi-
vidual.

Response

Qualitative Status: Complex

The qualitative nature of this questionis complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

e COPPA: (An operator may disclose personal in-
formation collected from children to third parties
if the data is not in an identifiable form such as
de-identified, aggregated, or anonymous informa-
tion.) 2?1

e FERPA: (An exception for disclosing personally
identifiable information without obtaining parental
consent exists for sharing “de-identified” student
records where the educational institution has made
areasonable determination that astudent'sidentity
is not personally identifiable.) 222

221Chjldren's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

222F3mily Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.31(b)(1).
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e SOPIPA: (An operator may share student informa-
tion with a third party if in an aggregated or de-
identified format.) 22°

e GDPR: (“pseudonymisation” means the processing
of personal data in such a manner that the personal
data can no longer be attributed to a specific data
subject without the use of additional information,
provided that such additional information is kept
separately and is subject to technical and organisa-
tional measures to ensure that the personal dataare
not attributed to anidentified or identifiable natural
person.) 224

o CCPA: (“Aggregate consumer information” means
information that relates to a group or category of
consumers, from which individual consumer identi-
ties have been removed, that is not linked or rea-
sonably linkable to any consumer or household, in-
cluding via a device. “Aggregate consumer informa-
tion” does not mean one or more individual con-
sumer records that have been deidentified.) 22°

e CCPA: (“Deidentified” means information that can-
not reasonably be used to infer information about,
or otherwise be linked to, a particular consumer,
provided that the business that possesses the infor-
mation takes reasonable measures to ensure that
the information cannot be associated with a con-
sumer or household.) ?%¢

2235tydent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(f)-(g).

224General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(5).

225C3lifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(b).

226 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(m)(A).
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Third-Party Contractual Obligations
3.16.1: Third-Party Limits

Do the policies clearly indicate whether or not the com-
pany imposes contractual limits on how third parties can
use personal information that the company shares or
sells to them?

Figure 53: Third-Party Limits
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The Third-Party Limits evaluation question indicates
whether the company has placed contractual obligations
on any third-party companies that receive a user's data
from the product. A company should put in place con-
tractual obligations that require third parties to only col-
lect and use that data in accordance with the company's
privacy policy. Without contractual limits on third-party
use of data, parents and educators cannot reasonably ex-
pect that the privacy practices outlined in the product's
policies will be honored by third parties that have access
to personal data.

Better Practice

Contractual limits are placed on third-party data use.
Worse Practice

Contractual limits are not placed on third-party data use.
Statutes & Regulations:

e COPPA: (Anoperator must take reasonable steps to
release a child's personal information only to ser-
vice providers and third parties who are capable
of maintaining the confidentiality, security, and in-
tegrity of the information, and provide assurances
that they contractually maintain the information in
the same manner.) 22/

e FERPA: (An exception for disclosing personally
identifiable information without obtaining parental
consent exists for sharing data with a third party
who is considered a “school official” with a legiti-
mate educational interest, and under direct control
of the school for the use and maintenance of educa-
tion records.) 228

227 Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.8.

228Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.31(a)(1)(i)(B).
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e SOPIPA: (An operator may disclose student infor-
mation to a third party service provider, but the
third party is prohibited from using the information
for or any purpose other than providing the ser-
vice.) 227

e SOPIPA: (A third party service provider may not dis-
close student information to any subsequent third
party.) 2%°

e GDPR:(Theprocessor shall not engage another pro-
cessor without prior specific or general written au-
thorisation of the controller. In the case of gen-
eral written authorisation, the processor shall in-
form the controller of any intended changes con-
cerning the addition or replacement of other pro-
cessors, thereby giving the controller the opportu-
nity to object to such changes.) >**

e GDPR:(Processing by a processor shall be governed
by a contract or other legal act under Union or
Member State law, that is binding on the processor
with regard to the controller and that sets out the
subject-matter and duration of the processing, the
nature and purpose of the processing, the type of
personal data and categories of data subjects and
the obligations and rights of the controller.) 2%

e GDPR: (Where a processor engages another pro-
cessor for carrying out specific processing activities
on behalf of the controller, the same data protec-
tion obligations as set out in the contract or other
legal act between the controller and the processor
... shall be imposed on that other processor by way
of acontract or other legal act under Union or Mem-
ber State law, in particular providing sufficient guar-
antees to implement appropriate technical and or-
ganisational measures in such a manner that the
processing will meet the requirements of this Reg-
ulation. Where that other processor fails to fulfill
its data protection obligations, the initial processor
shall remain fully liable to the controller for the per-
formance of that other processor's obligations.) 23°

e GDPR: (The processor and any person acting un-
der the authority of the controller or of the proces-
sor, who has access to personal data, shall not pro-
cess those data except oninstructions from the con-
troller.) %#

e CCPA: (A business shall enter into an agreement
with a third party, service provider, or contractor,
that specifies personal information that is sold or

2295tudent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(4)(E)(i).

230styudent Online Personal Information Protection Act
(SOPIPA),Cal. B.&P. Code § 22584(b)(4)(E)(ii).

231General Data Protection Regulation (GDPR) 2016/679,
Processor, Art. 28(2).

232General Data Protection Regulation (GDPR) 2016/679,
Processor, Art. 28(3).

233General Data Protection Regulation (GDPR) 2016/679,
Processor, Art. 28(4).

234General Data Protection Regulation (GDPR) 2016/679,
Processing under the authority of the controller or processor, Art. 29
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disclosed by the business is only for limited and
specified purposes and the third party shall provide
the same level of privacy protection.) ?*°

CCPA: (A business that collects a consumer's per-
sonal information and that sells that personal infor-
mation to, or shares it with, a third party or that
discloses it to a service provider or contractor for
a business purpose shall enter into an agreement
with that third party to not sell or share personal in-
formation about a consumer that has been sold to,
or shared with, the third party by a business unless
the consumer has received explicit notice and is pro-
vided an opportunity to exercise the right to opt-
out.)?%¢

CCPA: (A service provider or contractor that assists
a business may not use the sensitive personal in-
formation, after it has received instructions from
the business and to the extent it has actual knowl-
edge that the personal information is sensitive per-
sonal information for any other purpose. A ser-
vice provider or contractor is only required to limit
its use of sensitive personal information received
pursuant to a written contract with the business
in response to instructions from the business and
only with respect to its relationship with that busi-
ness.) 2%/

CCPA: (“Contractor” means a person to whom the
business makes available a consumer's personal in-
formation for a business purpose pursuant to a writ-
ten contract with the business, provided that the
contract prohibits the contractor from selling or
sharing the personal information; Retaining, using,
or disclosing the personal information for any pur-
pose other than for the business purposes specified
in the contract; or Combining the personal infor-
mation which the contractor receives pursuant to a
written contract.) 2%¢

CCPA: (If a contractor engages any other person
to assist it in processing personal information for a
business purpose on behalf of the business, or if any
other personengaged by the contractor engages an-
other person to assist in processing personal infor-
mation for such business purpose, it shall notify the
business of such engagement and the engagement
shall be pursuant to a written contract.) 227

CCPA: (“Deidentified” means information that can-
not reasonably be used to infer information about,
or otherwise be linked to, a particular consumer,
provided that the business that possesses the infor-

mation publicly commits to maintain and use the in-
formationin deidentified form and not to attempt to
reidentify the information, except that the business
may attempt to reidentify the information solely for
the purpose of determining whether its deidenti-
fication processes satisfy the requirements of this
subdivision; and contractually obligates any recipi-
ents of the information.) 24°

235California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.100(d)(1)-(4).

236 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.115(d).

237 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.121(c).

238C3lifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140()(1)(A)(i)-(iv).

239California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(j)(2).
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2405ee California Consumer Privacy Act (CCPA), Cal. Civ. Code §

1798.140(m)(B)-(C).
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3.16.2: Combination Limits

Do the policies clearly indicate whether or not the com-
pany imposes contractual limits that prohibit third par-
tiesfromreidentifying or combining datawith other data
sources that the company shares or sells to them?

Figure 54: Combination Limits
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The Combination Limits evaluation question indicates
whether the company has placed contractual prohi-
bitions or restrictions on any third-party companies
that receive a user's data from the product for re-
identification of anonymized or de-identified data. A
company should put in place contractual prohibitions
that require third parties to not attempt to combine, aug-
ment or supplement acquired third-party data about a
user with a user's first-party data that has been shared
with them by the company, or attempt reidentification of
any users in anonymized or de-identified data.

Better Practice

Contractual limits prohibit third parties from reidentify-
ing or de-identified information.

Worse Practice

Contractual limits do not prohibit third parties from rei-
dentifying or de-identified information.

Statutes & Regulations:

o COPPA: (Anoperator must take reasonable steps to
release a child's personal information only to ser-
vice providers and third parties who are capable
of maintaining the confidentiality, security, and in-
tegrity of the information, and provide assurances
that they contractually maintain the information in
the same manner.) ***

e CCPA: (Sensitive Personal information that is col-
lected or processed without the purpose of in-
ferring characteristics about a consumer shall be
treated as personal information for purposes of all
other sections of this Act.) 242

241Gee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.8.

2425ee California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.121(d).
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e CCPA: (“Contractor” means a person to whom the
business makes available a consumer's personal in-
formation for abusiness purpose pursuant to awrit-
ten contract with the business, provided that the
contract prohibits the contractor from selling or
sharing the personal information; Retaining, using,
or disclosing the personal information for any pur-
pose other than for the business purposes specified
in the contract; or Combining the personal infor-
mation which the contractor receives pursuant to a
written contract.) 24°

243California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140() (1) (A)(i)-(iv).
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Respect for Context
(What are the Data
Purpose,
Classification, Notice,
and Changes?)

Data Use

4.1.1: Purpose Limitation

Do the policies clearly indicate whether or not the com-
pany limits the use of data collected by the product to the
purpose of providing the service?

Figure 55: Purpose Limitation
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The Purpose Limitation evaluation question indicates
whether the company limits the use of data collected by
the product to only the purpose of providing the service.
The purpose of collection can vary between the type of
product and type of user if a product's purpose is for edu-
cational, entertainment, or content delivery purposes. A
company should disclose the purpose for which personal
data is collected by the product because there is an in-
creased risk if the data is used for unintended purposes
not related to providing the services.

Better Practice

Use of information is limited to the purpose for which it
was collected.

Worse Practice

Use of informationis not limited to the purpose for which
it was collected.

Statutes & Regulations:

e COPPA: (An operator may retain information col-
lected from a child only as long as necessarily to ful-
fill the purpose for which it was collected and must
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delete the information using reasonable measures
to prevent unauthorized use.) >4

e COPPA: (An operator is required to provide direct
notice to parents describing what informationis col-
lected, how information is used, its disclosure prac-
tices and exceptions.) 2+

e SOPIPA: (“K-12 school purposes” means purposes
that customarily take place at the direction of the K-
12 school, teacher, or school district or aid in the ad-
ministration of school activities, including instruc-
tion in the classroom or at home, administrative ac-
tivities, and collaboration between students, school
personnel, or parents, or are for the use and benefit
of the school.) 24¢

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure the
contract contains a prohibition against the third
party using any information in the pupil record for
any purpose other than those required or specifi-
cally permitted by the contract.) 2%’

e GDPR: (Data shall be collected for specified, explicit
and legitimate purposes and not further processed
in a manner that is incompatible with those pur-
poses; further processing for archiving purposes in
the public interest, scientific or historical research
purposes or statistical purposes shall, in accordance
with Article 89(1), not be considered to be incom-
patible with the initial purposes.) 24¢

e GDPR: (The controller shall implement appropriate
technical and organisational measures for ensuring
that, by default, only personal data which are neces-
sary for each specific purpose of the processing are
processed. That obligation applies to the amount of
personal data collected, the extent of their process-
ing, the period of their storage and their accessibil-
ity. In particular, such measures shall ensure that
by default personal data are not made accessible
without the individual's intervention to an indefi-
nite number of natural persons.) %47

e CCPA: (A business's collection, use, retention,
and sharing of a consumer's personal information
shall be reasonably necessary and proportionate
to achieve the purposes for which the personal
information was collected or processed, or for
another disclosed purpose that is compatible with
the context in which the personal information was

244Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.10.

245Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.4(b).

2465tudent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(j)

247 California Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(3).

248General Data Protection Regulation (GDPR) 2016/679,
Principles relating to processing of personal data, Art. 5(1)(b).

249 General Data Protection Regulation (GDPR) 2016/679, Data
protection by design and by default, Art. 25(2).
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collected, and not further processed in a manner
that is incompatible with those purposes.) 2°°

e CCPA: (“Business purpose” means the use of per-
sonal information for the business's operational
purposes, or other notified purposes, or for the
service provider or contractor's operational pur-
poses, provided that the use of personal informa-
tion shall be reasonably necessary and proportion-
ate to achieve the purpose for which the personalin-
formationwas collected or processed or for another
purpose thatis compatible with the context in which
the personal information was collected.) 2°*

o CAADCA: (A business that provides an online ser-
vice, product, or feature likely to be accessed by chil-
dren shall not use the personal information of any
child in away that the business knows, or has reason
to know, is materially detrimental to the physical
health, mental health, or well-being of a child.) °2

e Telecom Act: (A telecommunications carrier that
receives or obtains customer proprietary network
information shall only use, disclose, or permit ac-
cess to individually identifiable customer propri-
etary network information to provide the telecom-
munications service.) 2°°

e CCPA: (“Business purpose” means the use of per-
sonal information for the business's operational
purposes, or other notified purposes, or for the
service provider or contractor's operational pur-
poses, provided that the use of personal informa-
tion shall be reasonably necessary and proportion-
ateto achieve the purpose for which the personalin-
formationwas collected or processed or for another
purpose that is compatible with the context in which
the personal information was collected.) 2°*

250California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.100(c).

251California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e).

252Clifornia Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(b)(1).

253Telecommunications Act, Privacy of customer information, 47
U.S. Code § 222(c)(1).

254California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e)(2)-(3).
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4.1.2: Data Purpose

Do the policies clearly indicate the context or purpose
for which data are collected?

Figure 56: Data Purpose

100

8%
19%
75
IS
(O]
S 50 92% 96% 96% 96%
g 81%
25
0
2018 2019 2020 2021 2022
Response unclear . yes

The Data Purpose evaluation question indicates the con-
text and reason why a user's personal information is col-
lected by the product and the purpose for which it will be
used to provide the service. A company should disclose
the reasons it collects different types of data in order to
help parents and educators make an informed decision
whether to use the product, because it provides users
with a better understanding of the purpose for which
their data is collected and used.

Transparent Practice

The context or purpose for which data are collected is in-
dicated.

Statutes & Regulations:

e GDPR: (Where personal data relating to a data sub-
ject are collected from the data subject, the con-
troller shall, at the time when personal data are ob-
tained, provide the data subject with all of the fol-
lowing information: ... (c) the purposes of the pro-
cessing for which the personal data are intended as
well as the legal basis for the processing.) >>°

e GDPR: (Where personal data have not been ob-
tained from the data subject, the controller shall
provide the data subject with the following informa-
tion: (c) the purposes of the processing for which the
personal data are intended as well as the legal basis
for the processing.) 2°°

e GDPR: (The data subject shall have the right to ob-
tain from the controller confirmation as to whether
or not personal data concerning him or her are be-
ing processed, and where that is the case, access to

255General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(1)(c).

256General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(1)(c).
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the personal data and the following information: ...
(a) the purposes of the processing.) 2>/

e CCPA: (A consumer shall have the right to request
that a business that collects personal information
about the consumer disclose to the consumer the
business or commercial purpose for collecting, sell-
ing, or sharing personal information.) 2°%

e CCPA:(Abusinessshall disclose the category or cat-
egories of consumers' personal information it has
disclosed for a business purpose, or if the business
has not disclosed consumers' personal information
for a business purpose, it shall disclose that fact.) 2°7

e CCPA: (“Business purpose” means the use of per-
sonal information for the business's operational
purposes, or other notified purposes, or for the
service provider or contractor's operational pur-
poses, provided that the use of personal informa-
tion shall be reasonably necessary and proportion-
ate to achieve the purpose for which the personal in-
formationwas collected or processed or for another
purpose thatis compatible with the context in which
the personal information was collected.) 2*°

257 General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(1)(a).

258C3lifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.110(a)(3).

259 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.115(c)(2).

260C3lifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e).
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Data Combination
4.2.1: Combination Type

Do the policies clearly indicate whether or not the com-
pany treats personal information combined with non-
personally identifiable information as personal informa-
tion?

Figure 57: Combination Type
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The Combination Type evaluation questionindicates the
type of information data is considered if it is combined
with personally identifiable information (PIl). A com-
pany should be aware of the risks of combining person-
ally identifiable information (PII) collected by the prod-
uct with automatically collected non-personally identi-
fiable information or acquired data from third parties.
If a user's personal information is combined with any
other type of data, the augmented or supplemented data
should be treated as PIl because of the additional pro-
tections given to this data type under federal and state
privacy laws.

Better Practice

Combined information is treated as personally identifi-
able information (PII).

Worse Practice

Combined information is not treated as personally iden-
tifiable information (PII).

Statutes & Regulations:

o COPPA: (Non-personal information collected from
achild that is later combined with personally identi-
fiableinformation of that child, obtained from either
the vendor or third party becomes PII.) 261

261Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.
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Data Notice
4.3.1: Context Notice

Do the policies clearly indicate whether or not notice is
provided to a user if the company changes the purpose
or context in which data are collected?

Figure 58: Context Notice
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The Context Notice evaluation question indicates
whether notice is given to users if the purpose or con-
text for which their data is collected or used changes
from a user's reasonable expectation. A company that
intends to process a user's personal information for a
different purpose than the data was originally collected
for should provide the user with notice of the change in
context for the new and additional purpose.

Better Practice

Notice is provided if the context in which data are col-
lected changes.

Worse Practice

Notice is not provided if the context in which data are
collected changes.

Statutes & Regulations:

e GDPR: (Where the controller intends to further
process the personal data for a purpose other than
that for which the personal data were collected,
the controller shall provide the data subject prior
to that further processing with information on that
other purpose.) 242

e GDPR: (Where the controller intends to further
process the personal data for a purpose other than
that for which the personal data were obtained,
the controller shall provide the data subject prior
to that further processing with information on that
other purpose.) 263

e CCPA: (A business that controls the collection of a
consumer's personal information shall, at or before

262General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(3).

263General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, GDPR Art. 14(4).
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the point of collection, inform consumers as to the
categories of personal information to be collected
and the purposes for which the categories of per-
sonal information are collected or used and whether
such information is sold or shared. A business shall
not collect additional categories of personal infor-
mation or use personal information collected for
additional purposes that are incompatible with the
disclosed purpose for which the personal informa-
tion was collected, without providing the consumer
with notice. If the business collects sensitive per-
sonal information, the categories of sensitive per-
sonal information to be collected and the purposes
for which the categories of sensitive personal infor-
mation are collected or used and whether such in-
formation is sold or shared. A business shall not col-
lect additional categories of sensitive personal in-
formation or use sensitive personal information col-
lected for additional purposes that are incompatible
with the disclosed purpose for which the sensitive
personal information was collected, without provid-
ing the consumer with notice.) 24

e CCPA: (A business's collection, use, retention,
and sharing of a consumer's personal information
shall be reasonably necessary and proportionate
to achieve the purposes for which the personal
information was collected or processed, or for
another disclosed purpose that is compatible with
the context in which the personal information was
collected, and not further processed in a manner
that is incompatible with those purposes.) 26

e CCPA: (“Business purpose” means the use of per-
sonal information for the business's operational
purposes, or other notified purposes, or for the
service provider or contractor's operational pur-
poses, provided that the use of personal informa-
tion shall be reasonably necessary and proportion-
ate to achieve the purpose for which the personalin-
formationwas collected or processed or for another
purpose thatis compatible with the context in which
the personal information was collected.) 26¢

e CCPA: (“Business purpose” means the use of per-
sonal information for the business's operational
purposes, or other notified purposes, or for the
service provider or contractor's operational pur-
poses, provided that the use of personal informa-
tion shall be reasonably necessary and proportion-
ate to achieve the purpose for which the personalin-
formationwas collected or processed or for another
purpose thatis compatible with the context in which
the personal information was collected.) 2¢”

264California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.100(a)(1)-(2).

265C3lifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.100(c).

266 C3alifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e).

267 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e)(2)-(3).
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Data Changes
4.4.1: Context Consent

Do the policies clearly indicate whether or not the com-
pany obtains consent if the practices in which a user's
dataare collected change or are inconsistent for the pur-
pose in which it was collected?

Figure 59: Context Consent
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The Context Consent evaluation question indicates
whether informed consent is obtained from a user if the
context or purpose in which their data is collected or
used changes from the user's reasonable expectation. A
company that intends to process a user's personal infor-
mation for a different purpose than the data was origi-
nally collected should obtain consent for the change in
context for the other purpose.

Better Practice

Consentis obtained if the practices in which data are col-
lected change.

Worse Practice

Consent is not obtained if the practices in which data are
collected change.

Statutes & Regulations:

e GDPR: (Where the processing for a purpose other
than that for which the personal data have been col-
lected is not based on the data subject's consent or
on a Union or Member State law which constitutes
a necessary and proportionate measure in a demo-
cratic society to safeguard the objectives referred
toin Article 23(1), the controller shall,in order to as-
certain whether processing for another purpose is
compatible with the purpose for which the personal
dataareinitially collected, take into account, several
factors.) 2%®

268 General Data Protection Regulation (GDPR) 2016/679,
Lawfulness of Processing, Art. 6(4)(a)-(d).
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Policy Enforcement

4.5.1: Community Guidelines

Do the policies clearly indicate whether or not the com-
pany may terminate a user's account if they engage in
any prohibited activities?

Figure 60: Community Guidelines
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The Community Guidelines evaluation question indi-
cates what type of user content or activities are pro-
hibited on the product and clear examples to help the
user understand what the rules are and how they are
enforced. A company should disclose that violations of
the rules may result in the restriction or termination of
auser's account so all users have adequate notice of the
product's rules and consequences to help provide a safer
environment.

Better Practice

Accounts may be terminated if users engage in any pro-
hibited activities.

Worse Practice

Accounts may not be terminated if users engage in any
prohibited activities.

Statutes & Regulations:

o CAADCA: (A business shall enforce its published
terms, policies, and community standards estab-
lished by the business, including privacy policies and
those concerning children.) 2¢?

269 California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ.Code § 1798.99.31(a)(9).
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Individual Control
(How are Data
Owned, Licensed,
Used, Disclosed, and
Managed?)

User Content

5.1.1: User Submission

Do the policies clearly indicate whether or not a user can
create or upload content to the product?

Figure 61: User Submission
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The User Submission evaluation question indicates
whether the user may create content or upload user-
generated content to the product. User-generated
content often contains personal, private, or sensitive
information in text, audio, images, photographs, or video
format that if inadvertently disclosed to third parties for
unintended purposes could cause serious privacy risks
and harms.

Better Practice
Users cannot create or upload content.
Worse Practice

Users can create or upload content.
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User Consent

5.2.1: Collection Consent

Do the policies clearly indicate whether or not the com-
pany obtains opt-in consent from a user at the time any
information is collected?

Figure 62: Collection Consent
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The Collection Consent evaluation question indicates
whether the company requests opt-in consent from a
user at the time personal information is collected with
just-in-time or pop-up notices of what information will
be collected and how it will be used. A company should
provide notice to users in an easy-to-read format as a
supplemental notice of the product's privacy policy at
the point of collection in order to obtain better informed
consent.

Better Practice

Opt-in consent is requested from users at the time per-
sonal information is collected.

Worse Practice

Opt-in consent is not requested from users at the time
personal information is collected.

Statutes & Regulations:

o COPPA: (A notice or privacy policy on an operator's
website needs a section relating to the collection of
information for children under 13 years of age, and
notice is required at each area of the site where in-
formation is collected from children.) 2/°

e GDPR: (“consent” of the data subject means any
freely given, specific, informed and unambiguous in-
dication of the data subject's wishes by which he or
she, by a statement or by a clear affirmative action,
signifies agreement to the processing of personal
datarelating to him or her.) ?/*

e GDPR: (Processing shall be lawful only if and to the
extent ... the data subject has given consent to the

270Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.4(d).

271General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(11).
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processing of his or her personal data for one or
more specific purposes.)?’?

e GDPR: (Where processing is based on consent, the
controller shall be able to demonstrate that the data
subject has consented to processing of his or her
personal data.)27°

e GDPR: (If the data subject's consent is given in the
context of awrittendeclaration which also concerns
other matters, the request for consent shall be pre-
sented in a manner which is clearly distinguishable
from the other matters, in an intelligible and eas-
ily accessible form, using clear and plain language.
Any part of such a declaration which constitutes an
infringement of this Regulation shall not be bind-
ing.) 274

e CCPA: (“Consent” means any freely given, specific,
informed and unambiguous indication of the con-
sumer's wishes by which he or she, or his or her le-
gal guardian, by a person who has power of attor-
ney or is acting as a conservator for the consumer,
such as by a statement or by a clear affirmative ac-
tion, signifies agreement to the processing of per-
sonal information relating to him or her for a nar-
rowly defined particular purpose. Acceptance of a
general or broad terms of use or similar document
that contains descriptions of personal information
processing along with other, unrelated information,
does not constitute consent. Hovering over, muting,
pausing, or closing a given piece of content does not
constitute consent. Likewise, agreement obtained
through use of dark patterns does not constitute
consent.)?/°

272General Data Protection Regulation (GDPR) 2016/679,
Lawfulness of Processing, Art. 6(1)(a).

273General Data Protection Regulation (GDPR) 2016/679,
Conditions for Consent, Art. 7(1).

274General Data Protection Regulation (GDPR) 2016/679,
Conditions for Consent, Art. 7(2).

275California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(h).
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Remedy Process
5.3.1: Complaint Notice

Do the policies clearly indicate whether or not the com-
pany has a grievance or remedy mechanism for users to
file a complaint after the company restricts or removes a
user's content or account?

Figure 63: Complaint Notice
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The Complaint Notice evaluation question indicates
whether notification is provided to users if their account
or content is restricted and if users can file a complaint
with the company against the account or content restric-
tion. A company should provide notice of a dispute res-
olution process for any account or content that is re-
stricted and any available remedies.

Better Practice

A grievance or remedy mechanism is available for users
to file a complaint.

Worse Practice

A grievance or remedy mechanism is not available for
users to file a complaint.

Statutes & Regulations:

e CDA: (No provider or user of an interactive com-
puter service shall be held liable on account of any
action voluntarily taken in good faith to restrict ac-
cesstoor availability of material that the provider or
user considers to be obscene, lewd, lascivious, filthy,
excessively violent, harassing, or otherwise objec-
tionable, whether or not such material is constitu-
tionally protected; or any action taken to enable or
make available to information content providers or
others the technical means to restrict access to ma-
terial.)?7¢

e DMCA: (The provider of a service or application
that has removed or disabled access to material or
activity claimed to be infringing must take reason-
able steps to promptly notify the subscriber that

276The Communications Decency Act of 1996 (CDA), 47 U.S.C.
230(c).
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it has removed or disabled access to their mate-
rial.) 277

e GDPR: (“restriction of processing” means the mark-
ing of stored personal data with the aim of limiting
their processing in the future.) ?/®

e GDPR: (The data subject shall have the right to ob-
tain from the controller restriction of processing
where one of the following applies: ... (b) the pro-
cessing is unlawful and the data subject opposes the
erasure of the personal data and requests the re-
striction of their use instead.) 277

e GDPR: (The controller shall communicate any ... re-
striction of processing... to whom the personal data
have been disclosed, unless this proves impossible
or involves disproportionate effort. The controller
shall inform the data subject about those recipients
if the data subject requests it.) 28°

e GDPR: (The controller shall, at the time when per-
sonal data are obtained, provide the data subject
with the following further information necessary to
ensure fair and transparent processing: ... (d) the
right to lodge a complaint with a supervisory au-
thority.) 281

e GDPR: (The controller shall provide the data sub-
ject with the following information necessary to en-
sure fair and transparent processing in respect of
the data subject: (e) the right to lodge a complaint
with a supervisory authority.) 262

e GDPR: (The data subject shall have the right to ob-
tain from the controller confirmation as to whether
or not personal data concerning him or her are be-
ing processed, and where that is the case, access to
the personal data and the following information: ...
(f) the right to lodge a complaint with a supervisory
authority.) 283

e GDPR: (Without prejudice to any available adminis-
trative or non-judicial remedy, including the right to
lodge a complaint with a supervisory authority, each
data subject shall have the right to an effective judi-
cialremedy where he or she considers that his or her
rights under this Regulation have been infringed as

277Digital Millennium Copyright Act (DMCA), 17 US.C. §
512(g)(2)(A).

278General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(3).

279General Data Protection Regulation (GDPR) 2016/679, Right to
restriction of processing, Art. 18(1)(b).

280General Data Protection Regulation (GDPR) 2016/679,
Notification obligation regarding rectification or erasure of personal
data or restriction of processing, Art. 19.

281General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(2)(d).

282General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(2)(e).

283General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(1)(f).
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aresult of the processing of his or her personal data
in non-compliance with this Regulation.) ?**

e GDPR: (Proceedings against a controller or a pro-
cessor shall be brought before the courts of the
Member State where the controller or processor
has an establishment. Alternatively, such proceed-
ings may be brought before the courts of the Mem-
ber State where the data subject has his or her ha-
bitual residence, unless the controller or processor
is a public authority of a Member State acting in the
exercise of its public powers.) 28°

e DSA: (Providers of online platforms shall suspend,
for a reasonable period of time and after having is-
sued a prior warning, the provision of their services
to recipients of the service that frequently provide
manifestly illegal content.) ?%¢

e DSA: (Providers of hosting services shall provide a
clear and specific statement of reasons to any af-
fected recipients of the service for any restrictions
imposed on the ground that the information pro-
vided by the recipient of the serviceisillegal content
or incompatible with their terms and conditions.) ¢’

e DSA: (Providers of online platforms shall provide
recipients of the service, including individuals or
entities that have submitted a notice, with access
to an effective internal complaint-handling system
that enables them to lodge complaints, electroni-
cally and free of charge, against the decision taken
by the provider of the online platform upon the re-
ceipt of a notice or against the following decisions
taken by the provider of the online platform on the
grounds that the information provided by the recip-
ients constitutes illegal content or is incompatible
with its terms and conditions.) ¢

284General Data Protection Regulation (GDPR) 2016/679, Right to
an effective judicial remedy against a controller or processor, Art.
79(1).

285General Data Protection Regulation (GDPR) 2016/679, Right to
an effective judicial remedy against a controller or processor, Art.
79(2).

286 Djgital Services Act (Regulation (EU) 2022/2065), Measures and
protection against misuse, Art. 23.

287 Djgital Services Act (Regulation (EU) 2022/2065), Statement of
reasons, Art. 17.

288 Djgital Services Act (Regulation (EU) 2022/2065), Internal
complaint-handling system, Art. 20.
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Data Settings
5.4.1: Privacy Settings

Do the policies clearly indicate whether or not a user can
control the use of their information through privacy set-
tings?

Figure 64: Privacy Settings
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The Privacy Settings evaluation question indicates
whether users can control the use of their information
in the product through changes in processing, privacy
controls, or product settings. A company should provide
information about a product's privacy settings and
controls that users have with their personal information
in a company's policies before users provide their data
to a product, not afterward.

Better Practice

Users can control the use of their information through
privacy settings.

Worse Practice

Users cannot control the use of their information
through privacy settings.

Statutes & Regulations:

o CAADCA: (A business shall configure all default pri-
vacy settings provided to children by the online ser-
vice, product, or feature to settings that offer a high
level of privacy, unless the business can demon-
strate a compelling reason that a different setting is
in the best interests of children.) ?%?

e DSA: (Providers of online platforms shall not design,
organize or operate their online interfaces in a way
that deceives or manipulates the recipients of their
service or in a way that otherwise materially dis-
torts or impairs the ability of the recipients of their
service to make free and informed decisions.) 27°

e CCPA: (“Consent” means any freely given, specific,
informed and unambiguous indication of the con-
sumer's wishes by which he or she, or his or her le-

289 California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(a)(6).

290Djgital Services Act (Regulation (EU) 2022/2065), Online
interface design and organization, Art. 25.
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gal guardian, by a person who has power of attor-
ney or is acting as a conservator for the consumer,
such as by a statement or by a clear affirmative ac-
tion, signifies agreement to the processing of per-
sonal information relating to him or her for a nar-
rowly defined particular purpose. Acceptance of a
general or broad terms of use or similar document
that contains descriptions of personal information
processing along with other, unrelated information,
does not constitute consent. Hovering over, muting,
pausing, or closing a given piece of content does not
constitute consent. Likewise, agreement obtained
through use of dark patterns does not constitute
consent.) 271

e CCPA: (“Dark pattern” means a user interface de-
signed or manipulated with the substantial effect
of subverting or impairing user autonomy, decision-
making, or choice, as further defined by regula-
tion.) 272

o CAADCA: (A business shall not use dark patterns to
encourage children to provide personal information
beyond what is reasonably expected to provide that
online service, product, or feature to forego privacy
protections, or to take any action that the business
knows, or has reason to know, is materially detri-
mental to the child's physical health, mental health,
or well-being.) 2%°

291Gee California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(h).

292C3lifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(1).

293California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(b)(7).
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Data Disclosure
5.5.1: Opt-Out Consent

Do the policies clearly indicate whether or not a user can
opt out from the disclosure or sale of their datato a third
party?

Figure 65: Opt-Out Consent
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The Opt-Out Consent evaluation question indicates
whether a user can opt out or object to the company's
processing of their information for a particular purpose
such as selling data to third parties. A company should
respect a user's informed consent and choice that the
product must change its data collection, use, or disclo-
sure practices of the personal information with respect
to that user.

Better Practice

Users canopt out from the disclosure or sale of their data
to a third party.

Worse Practice

Users cannot opt out from the disclosure or sale of their
datato a third party.

Statutes & Regulations:

o ShineThelLight: (California's “Shine the Light” refers
to information sharing disclosure requirements for
companies that do business with California resi-
dents to allow customers to opt-out of information
sharing, or make a detailed disclosure of how per-
sonal information was shared for direct marketing
purposes.) 274

e GDPR:(Thedatasubject shall have the right to with-
draw his or her consent at any time. The withdrawal
of consent shall not affect the lawfulness of process-
ing based on consent before its withdrawal. Prior to
giving consent, the data subject shall be informed
thereof. It shall be as easy to withdraw consent as
to giveit.) 27>

294|nformation Sharing Disclosure, Cal. Civ. Code §§
1798.83-1798.84.

295General Data Protection Regulation (GDPR) 2016/679,
Conditions for Consent, Art. 7(3).
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e GDPR: (The controller shall, at the time when per-
sonal data are obtained, provide the data subject
with the following further information necessary to
ensure fair and transparent processing: ... (b) the ex-
istence of the right to ... object to processing.) 27¢

e GDPR: (The controller shall provide the data sub-
ject with the following information necessary to en-
sure fair and transparent processing in respect of
the data subject: ... (c) the existence of the right to
...object to processing.) 2%’

e GDPR: (The data subject shall have the right to ob-
tain from the controller confirmation as to whether
or not personal data concerning him or her are be-
ing processed, and where that is the case, access to
the personal data and the following information: ...
(e) the existence of the right to... object to process-
ing.) 298

e GDPR: (The data subject shall have the right to ob-
tainfrom the controller the erasure of personal data
concerning him or her without undue delay and the
controller shall have the obligation to erase per-
sonal data without undue delay where one of the
following grounds applies: ... (c) the data subject ob-
jectstothe processing...and there are no overriding
legitimate grounds for the processing.) 27?

e GDPR: (The data subject shall have the right to ob-
ject, on grounds relating to his or her particular sit-
uation, at any time to processing of personal data
concerning himor her ...including profiling based on
those provisions. The controller shall no longer pro-
cess the personal data unless the controller demon-
strates compelling legitimate grounds for the pro-
cessing which override the interests, rights and
freedoms of the data subject or for the establish-
ment, exercise or defense of legal claims.) 3°°

e GDPR: (At the latest at the time of the first com-
munication with the data subject, the right to object
... shall be explicitly brought to the attention of the
data subject and shall be presented clearly and sep-
arately from any other information.) *°*

e CCPA: (A business that collects a consumer's per-
sonal information and that sells that personal infor-
mation to, or shares it with, a third party or that
discloses it to a service provider or contractor for
a business purpose shall enter into an agreement

296 General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(2)(b).

297 General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(2)(c.)

298General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(1)(e).

299 General Data Protection Regulation (GDPR) 2016/679, Right to
erasure, Art. 17(1)(c.)

300General Data Protection Regulation (GDPR) 2016/679, Right to
object, Art. 21(1).

301General Data Protection Regulation (GDPR) 2016/679, Right to
object, Art. 21(4).
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with that third party to not sell or share personal in-
formation about a consumer that has been sold to,
or shared with, the third party by a business unless
the consumer has received explicit notice and is pro-
vided an opportunity to exercise the right to opt-
out.) %2

CCPA: (A consumer shall have the right, at any time,
to direct a business that sells or shares personal in-
formation about the consumer to third parties not
to sell or share the consumer's personal informa-
tion. Thisright may be referred to as the right to opt-
out of sale or sharing.) °°°

CCPA: (A business that has received direction from
a consumer not to sell or share the consumer's per-
sonal information or, in the case of a minor con-
sumer's personal information has not received con-
sent to sell or share the minor consumer's per-
sonal information, shall be prohibited fromselling or
sharing the consumer's personal information after
its receipt of the consumer's direction, unless the
consumer subsequently provides consent, for the
sale or sharing of the consumer's personal informa-
tion.) 294

CCPA: (A business that sells or shares consumers'
personal information or uses or discloses con-
sumers' sensitive personal information shall in a
form that is reasonably accessible to consumers
provide a clear and conspicuous link on the busi-
ness's internet homepage(s), titled “Do Not Sell or
Share My Personal Information,” to aninternet web-
page that enables a consumer, or a person autho-
rized by the consumer, to opt-out of the sale or shar-
ing of the consumer's personal information. A busi-
ness shall not be required to comply if the business
allows consumers to opt-out of the sale or sharing
of their personal information and to limit the use of
their sensitive personal information through an opt-
out preference signal sent with the consumer's con-
sent by a platform, technology, or mechanismto the
businessindicating the consumer'sintent to opt-out
of the business's sale or sharing of the consumer's
personal information or to limit the use or disclo-
sure of the consumer's sensitive personal informa-
tion, or both.) 39>

CCPA: (A business shall not use any personal infor-
mation collected from the consumer in connection
with the submission of the consumer's opt-out re-
quest solely for the purposes of complying with the
opt- out request.) 30¢

e CAADCA: (The term “default” means a preselected

option adopted by the business for the online ser-
vice, product, or feature.) 307

DSA: (Providers of online platforms that use recom-
mender systems shall set out in their terms and con-
ditions, in plain and intelligible language, the main
parameters used in their recommender systems, as
well as any options for the recipients of the service
to modify or influence those main parameters.) 3°¢

302California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.115(d).

303California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.120(a).

304California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.120(d).

305California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.135(a)-(b).

306 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.135(c)(6).
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307 California Age-Appropriate Design Code Act (CAADCA), Cal.

Civ. Code § 1798.99.30(b)(3).

308 Djgital Services Act (Regulation (EU) 2022/2065),

Recommender system transparency, Art. 27.
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5.5.2: Disclosure Request

Do the policies clearly indicate whether or not a user can
request the company to provide all the personal informa-
tion the company has shared with third parties?

Figure 66: Disclosure Request

100
75

€
Q
S 50
()
Q R 71% 69% 69% 70%
25
0
2018 2019 2020 2021 2022
Response . better unclear worse

The Disclosure Request evaluation question indicates
whether users can obtain notice of what personal infor-
mation the company shared with third parties. A com-
pany should respond to a user's request and provide no-
tice of whether a user's personal information was dis-
closed to third parties because there is an increased
risk a user's personal information may be used for unin-
tended purposes.

Better Practice

Users can request to know what personal information
has been shared with third parties.

Worse Practice

Users can not request to know what personal informa-
tion has been shared with third parties.

Statutes & Regulations:

e ShineTheLight: (California's “Shine the Light” refers
to information sharing disclosure requirements for
companies that do business with California resi-
dents to allow customers to opt-out of information
sharing, or make a detailed disclosure of how per-
sonal information was shared for direct marketing
purposes.) %7

e FERPA: (A parent or guardian may request to re-
ceive a copy of their student's records that have
been disclosed by the vendor.) °1°

e GDPR: (The controller shall take appropriate mea-
sures to provide any information ... relating to pro-
cessing to the data subject in a concise, transparent,
intelligible and easily accessible form, using clear
and plain language, in particular for any informa-
tion addressed specifically to a child. The informa-
tion shall be provided in writing, or by other means,

309|nformation Sharing Disclosure, Cal. Civ. Code §§
1798.83-1798.84.

310Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.30(c)(1).
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including, where appropriate, by electronic means.
When requested by the data subject, the informa-
tion may be provided orally, provided that the iden-
tity of the data subject is proven by other means.) *'*

e GDPR: (The controller shall provide information on
actiontakenonarequest...tothe data subject with-
out undue delay and in any event within one month
of receipt of the request. That period may be ex-
tended by two further months where necessary,
taking into account the complexity and number of
the requests. The controller shall inform the data
subject of any such extension within one month of
receipt of the request, together with the reasons
for the delay. Where the data subject makes the
request by electronic form means, the information
shall be provided by electronic means where pos-
sible, unless otherwise requested by the data sub-
ject.)*?

e GDPR: (If the controller does not take action on the
request of the data subject, the controller shall in-
form the data subject without delay and at the lat-
est within one month of receipt of the request of the
reasons for not taking action and on the possibility
of lodging a complaint with a supervisory authority
and seeking a judicial remedy.) °*°

e GDPR: (Information provided ... and any communi-
cationand any actions taken...shall be provided free
of charge. Where requests from a data subject are
manifestly unfounded or excessive, in particular be-
cause of their repetitive character, the controller
may either: (a) charge a reasonable fee taking into
account the administrative costs of providing the in-
formation or communication or takingthe actionre-
quested; or (b) refuse to act on the request. The con-
troller shall bear the burden of demonstrating the
manifestly unfounded or excessive character of the
request.) ®14

e GDPR:(The information to be provided to data sub-
jects may be provided in combination with stan-
dardised icons in order to give in an easily visi-
ble, intelligible and clearly legible manner a mean-
ingful overview of the intended processing. Where
the icons are presented electronically they shall be
machine-readable.) 31>

311G5ee General Data Protection Regulation (GDPR) 2016/679,
Transparent information communication and modalities for the
exercise of the rights of the data subject, Art. 12(1).

3125ee General Data Protection Regulation (GDPR) 2016/679,
Transparent information, communication and modalities for the
exercise of the rights of the data subject, Art. 12(3).

3135ee General Data Protection Regulation (GDPR) 2016/679,
Transparent information, communication and modalities for the
exercise of the rights of the data subject, Art. 12(4.)

3145ee General Data Protection Regulation (GDPR) 2016/679,
Transparent information, communication and modalities for the
exercise of the rights of the data subject, Art. 12(5).

3155ee General Data Protection Regulation (GDPR) 2016/679,
Transparent information, communication and modalities for the
exercise of the rights of the data subject, Art. 12(7).
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e GDPR:(Thecontroller shall provide the information
... (a) within a reasonable period after obtaining the
personal data, but at the latest within one month,
having regard to the specific circumstances in which
the personal data are processed; (b) if the personal
data are to be used for communication with the data
subject, at the latest at the time of the first commu-
nication to that data subject; or (c) if a disclosure to
another recipient is envisaged, at the latest when
the personal data are first disclosed.) 3¢

e GDPR: (Notice shall not apply where and insofar
as: ... (b) the provision of such information proves
impossible or would involve a disproportionate ef-
fort, in particular for processing for archiving pur-
poses in the public interest, scientific or historical
research purposes or statistical purposes, or in so
far as the obligation of this Article is likely to render
impossible or seriously impair the achievement of
the objectives of that processing. In such cases the
controller shall take appropriate measures to pro-
tect the data subject's rights and freedoms and le-
gitimate interests, including making the information
publicly available.) 3/

e CCPA: (A business that sells or shares consumers'
personal information, or that discloses consumers'
personal information for a business purpose, shall
disclose the category or categories of consumers'
personal information it has sold or shared, or if the
business has not sold or shared consumers' personal
information, it shall disclose that fact.) °'®

e CCPA: ((iii) the business or commercial purpose for
collecting or selling or sharing consumers' personal
information; and (iv) the categories of third par-
ties towhom the business discloses consumers' per-
sonal information.) 317

3165ee General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(3)(a)-(c).

317 5ee General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(5)(b).

318California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.115(c)(1)-(2).

319California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.130(a)(5)(B)(iii).
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5.5.3: Disclosure Notice

Do the policies clearly indicate whether or not the com-
pany will provide the affected user with notice in the
event the company receives a government or legal re-
quest for their information?

Figure 67: Disclosure Notice
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The Disclosure Notice evaluation question indicates
whether notification is provided to an affected user of
a government or private company request for their per-
sonal information collected from the product. A com-
pany should disclose the number of legal requests for
information received and situations when the company
might not notify users, including a description of the
types of government requests it is prohibited by law
from disclosing to users.

Better Practice

Notice is provided in the event the company receives a
government or legal request for a user's information.

Worse Practice

Noticeis not provided in the event the company receives
a government or legal request for a user's information.

Statutes & Regulations:

e FERPA: (An educational agency or institution may
disclose information for lawful reasons if they make
a reasonable effort to notify the parent or eligible
student of the order or subpoenain advance of com-
pliance, so that the parent or eligible student may
seek protective action.) °%°

e CalECPA: (Prohibits a government entity from com-
pelling the production of or access to electronic
communication information or electronic device in-
formation, without a search warrant, wiretap order,
order for electronic reader records, or subpoena is-
sued under specified conditions, except for emer-
gency situations.) *%*

e GDPR: (The data subject shall have the right to ob-
tain from the controller the erasure of personal data

concerning him or her without undue delay and the
controller shall have the obligation to erase per-
sonal data without undue delay where one of the
following grounds applies: ... (d) the personal data
have been unlawfully processed.) %22

e GDPR: (The data subject shall have the right to ob-
tain from the controller restriction of processing
where one of the following applies: ... (d) the data
subject has objected to processing pending the ver-
ification whether the legitimate grounds of the con-
troller override those of the data subject.) °*°

320Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.31(a)(9)(ii).

321California Electronic Communications Privacy Act, Cal. Pen.
Code § 1546-1546.4.
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3225ee General Data Protection Regulation (GDPR) 2016/679,
Right to erasure, Art. 17(1)(d).

3235ee General Data Protection Regulation (GDPR) 2016/679,
Right to restriction of processing, Art. 18(1)(d).
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Intellectual Property
5.6.1: Data Ownership

Do the policies clearly indicate whether or not a user re-
tains ownership to the Intellectual Property rights of the
data collected or uploaded to the product?

Figure 68: Data Ownership
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Response . better unclear worse

The Data Ownership evaluation question indicates
whether the user retains copyright authorship or own-
ership rights to the user-generated content created or
uploaded by the user to the product. A company should
respect the intellectual property rights of the content
creators using its service and allow users to extend
copyright protection to their works.

Better Practice

Users retain ownership of their data.
Worse Practice

Users do not retain ownership of their data.
Statutes & Regulations:

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure the
contract contains a statement that pupil records
continue to be the property of and under the con-
trol of the local educational agency.) *%*

e Copyright: (Copyright protection is extended to
original works of authorship fixed in any tangible
medium of expression.) 32°

324California Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(1).
325Copyright Act of 1976, 17 U.S.C.§ 102.
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5.6.2: Copyright License

Do the policies clearly indicate whether or not the com-
pany may claim a copyright license to the data or content
collected from a user?

Figure 69: Copyright License
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Response . better unclear worse

The Copyright License evaluation question indicates
whether the company may claim a copyright license to a
user's information or content that is created with or up-
loaded to the service. A company should respect the in-
tellectual property rights of the content creators using
its service and only claim a copyright license to a user's
work in order to display and distribute the works for the
purpose of providing the service.

Better Practice

A copyright license is claimed to data or content col-
lected from a user.

Worse Practice

A copyright license is not claimed to data or content col-
lected from a user.

Statutes & Regulations:

e Copyright: (Copyright protection is extended to
original works of authorship fixed in any tangible
medium of expression.) 32¢

326 Copyright Act of 1976, 17 US.C. § 102.
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5.6.3: Copyright Limits

Do the policies clearly indicate whether or not the com-
pany limits its copyright license of a user's data?

Figure 70: Copyright Limits
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The Copyright Limits evaluation question indicates that
the company limits or terminates its copyright license to
auser'sinformation or content created with the product
in certain situations, such as when information or con-
tentisdeleted fromthe service or after aspecified period
of account inactivity.

Better Practice

Any copyright license to a user's data is limited in scope
or duration.

Worse Practice

Any copyright license to a user's data is not limited in
scope or duration.
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Access and Accuracy
(How are Data
Accessed, Corrected,
Retained, Deleted,
and Exported?)

Data Access
6.1.1: Access Data

Do the policies clearly indicate whether or not the com-
pany provides authorized individuals a method to access
or review a user's personal information?

Figure 71: Access Data
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The Access Data evaluation question indicates that
there is a process for a user to access or review their in-
formation through the product. A company should pro-
vide users with the ability to view and access the in-
formation and content in their account any time with
the product to ensure fair and transparent processing of
their data.

Better Practice

Processes to access or review user data are available.
Worse Practice

Processestoaccess or review user dataare not available.
Statutes & Regulations:

e COPPA:(Anoperatorisrequiredto provide aparent
or guardian access to review, modify, or delete their
children's information or prevent further collection
of information.) 2/

e CalOPPA: (If the operator maintains a process for a
consumer to review and request changes to any of

327Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.3(c); See also 16 C.F.R. Part 312.4(d)(3); 16 C.F.R. Part 312.6.
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their personally identifiable information they must
provide a description of that process.) 3%%

e GDPR: (The controller shall, at the time when per-
sonal data are obtained, provide the data subject
with the following further information necessary to
ensure fair and transparent processing: ... (b) the ex-
istence of the right to request from the controller
accessto...personal data...concerning the data sub-
ject.) 327

e GDPR: (The controller shall provide the data sub-
ject with the following information necessary to en-
sure fair and transparent processing in respect of
the data subject: ... (c) the existence of the right to
request from the controller access to ... personal
data ... concerning the data subject.) >*°

e GDPR: (The data subject shall have the right to ob-
tain from the controller confirmation as to whether
or not personal data concerning him or her are be-
ing processed, and where that is the case, access to
the personal data.) 3!

328C3lifornia Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(2).

329General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(2)(b).

330General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(2)(c).

331General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(1).
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6.1.2: Restrict Access

Do the policies clearly indicate whether or not there are
methods to restrict what data are accessible to specific
users?

Figure 72: Restrict Access
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The Restrict Access evaluation question indicates
whether processes are available for restricting access to
a user's information, or whether mechanisms are used
(permissions, roles, or access controls, etc.) to restrict
what data is accessible to specific users. A company
should respond to a user's request to restrict access
to their data if the accuracy of the data is disputed, or
the processing is believed to be unlawful, but the user
opposes the erasure of their personal data from the
product.

Better Practice
Methods are available to restrict who has access to data.
Worse Practice

Methods are not available to restrict who has access to
data.

Statutes & Regulations:

e COPPA:(Anoperatorisrequiredto provide aparent
or guardian access to review, modify, or delete their
children's information or prevent further collection
of information.) 332

e FERPA: (A parent or guardian can request the ed-
ucational agency to access, modify, or delete their
student's education records.) **°

e GDPR: (The controller shall, at the time when per-
sonal data are obtained, provide the data subject
with the following further information necessary to
ensure fair and transparent processing: ... (b) the ex-
istence of the right to request from the controller

332Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.3(c); See also 16 C.F.R. Part 312.4(d)(3); 16 C.F.R. Part 312.6.

333Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.10; See also 34 C.F.R. Part 99.20.
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... restriction of processing concerning the data sub-
ject.) 334

e GDPR: (The controller shall provide the data sub-
ject with the following information necessary to en-
sure fair and transparent processing in respect of
the data subject: ... (c) the existence of the right to
request from the controller ... restriction of process-
ing concerning the data subject.) *%°

e GDPR: (The data subject shall have the right to ob-
tain from the controller confirmation as to whether
or not personal data concerning himor her are being
processed, and where that is the case, access to the
personal data and the following information: ... (e)
the existence of the right to request from the con-
troller ... restriction of processing concerning the
data subject.) *%¢

334General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(2)(b).

335General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(2)(c).

336 General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(1)(e).
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6.1.3: Review Data

Do the policies clearly indicate whether or not the com-
pany provides a process available for the school, parents,
or eligible students to review student information?

Figure 73: Review Data
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The Review Data evaluation question indicates whether
there is a process for educators in schools, parents at
home, or eligible students to review their own personal
information or the personal information of their stu-
dents or children collected by the product. A “better” re-
sponse to this evaluation question indicates the product
does provide a process for educators or parents to re-
view the personal information of their children and stu-
dents

Better Practice

Processes to review student data are available for the
school, parents, or students.

Worse Practice

Processes to review student data are not available for
the school, parents, or students.

Statutes & Regulations:

e COPPA:(Anoperatorisrequiredto provide aparent
or guardian access to review, modify, or delete their
children's information or prevent further collection
of information.) %7

e FERPA: (A parent or guardian can request the ed-
ucational agency to access, modify, or delete their
student's education records.) **¢

e FERPA: (An educational institution is required to
use reasonable methods to verify the identity of a
parent of a child with whom they disclose informa-
tion.) *%7

e CalOPPA: (If the operator maintains a process for a
consumer to review and request changes to any of

337Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.3(c); See also 16 C.F.R. Part 312.4(d)(3); 16 C.F.R. Part 312.6.

338Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.10; See also 34 C.F.R. Part 99.20.

339 Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.31(c).
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their personally identifiable information they must
provide a description of that process.) 34°

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure the
contract contains a description of the procedures
by which a parent, legal guardian, or eligible pupil
may review personally identifiable information in
the pupil's records and correct erroneous informa-
tion.) *41

e CalPPR: (Prohibits schools, school districts, county
offices of education, and charter schools from col-
lecting or maintaining information about pupils
from social mediafor any purpose other than school
or pupil safety, without notifying each parent or
guardian and providing the pupil with access and
an opportunity to correct or delete such informa-
tion.) 342

e CCPA: ((5) That a consumer has the right to request
the specific pieces of personal information the busi-
ness has collected about that consumer.) 343

e CCPA: (A business shall, in a form that is reason-
ably accessible to consumers, make available to con-
sumers two or more designated methods for sub-
mitting requests for information, or requests for
deletion or correction including, at a minimum, a
toll-free telephone number. A business that oper-
ates exclusively online and has a direct relation-
ship with a consumer from whom it collects per-
sonal information shall only be required to provide
an email address for submitting requests for infor-
mation required, or for requests for deletion or cor-
rection.) 34

e CCPA: (“Verifiable consumer request” means a re-
quest that is made by a consumer, by a consumer
on behalf of the consumer's minor child, by a natu-
ral person or a person registered with the Secretary
of State, authorized by the consumer to act on the
consumer's behalf, or by a person who has power of
attorney or is acting as a conservator for the con-
sumer, and that the business can verify, using com-
mercially reasonable methods to be the consumer
about whom the business has collected personal in-
formation. A business is not obligated to provide in-
formation to the consumer to delete personal infor-
mation, or to correct inaccurate personal informa-
tion, if the business cannot verify that the consumer
making the request is the consumer about whom
the business has collected information or is a per-

340California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(2).

341California Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(4).

342California Privacy of Pupil Records, Cal. Ed. Code § 49073.6(c).

343California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.110(c)(5).

344California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.130(a)(1).
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son authorized by the consumer to act on such con-
sumer's behalf.) 34

o CAADCA: (A business shall provide prominent, ac-
cessible, and responsive tools to help children, or
their parents or guardians, exercise their privacy
rights and report concerns.) **¢

345California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ak).

346 California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(a)(10).
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Data Integrity
6.2.1: Maintain Accuracy

Do the policies clearly indicate whether or not the com-
pany takes steps to maintain the accuracy of data they
collect and store?

Figure 74: Maintain Accuracy
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The Maintain Accuracy evaluation question indicates
whether the company has procedures to keep users' per-
sonal information accurate and up to date. A company
should respond to a user's request to add, erase, or mod-
ify inaccurate personal information.

Better Practice

The company attempts to maintain the accuracy of data
they collect.

Worse Practice

The company does not attempt to maintain the accuracy
of data they collect.

Statutes & Regulations:

o COPPA: (Anoperator must take reasonable steps to
release a child's personal information only to ser-
vice providers and third parties who are capable
of maintaining the confidentiality, security, and in-
tegrity of the information, and provide assurances
that they contractually maintain the information in
the same manner.) **/

e COPPA: (An operator must maintain the confiden-
tiality, security, and integrity of personal informa-
tion collected from children.) 3*8

e GDPR: (Personal data shall be accurate and, where
necessary, kept up to date; every reasonable step
must be taken to ensure that personal data that are
inaccurate, having regard to the purposes for which
they are processed, are erased or rectified without
delay.) 347

347 See Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.8.

348Gee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.3(e); See also 16 C.F.R. Part 312.8.

349 General Data Protection Regulation (GDPR) 2016/679,
Principles relating to processing of personal data, Art. 5(1)(d).
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e GDPR: (The data subject shall have the right to ob-
tain from the controller restriction of processing
where one of the following applies: (a) the accuracy
of the personal datais contested by the data subject,
for a period enabling the controller to verify the ac-
curacy of the personal data.) ®>°

350General Data Protection Regulation (GDPR) 2016/679, Right to
restriction of processing, Art. 18(1)(a).
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Data Correction the nature of the personal information and the pur-
6.3.1: Data Modification poses of the processing of the personal informa-
3.1 tion) 352

Do the policies clearly indicate whether or not the com-
pany provides authorized individuals with the ability to
modify data?

Figure 75: Data Modification
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Response . better unclear worse

The Data Modification evaluation question indicates
whether there is a process for an authorized user to
access and modify information through the product. A
company should provide users with the ability to view
and edit the information and content in their account,
or accounts they manage, to ensure fair and transparent
processing of their data.

Better Practice

Processes to modify data are available for authorized
users.

Worse Practice

Processes to modify data are not available for autho-
rized users.

Statutes & Regulations:

e CalOPPA: (If the operator maintains a process for a
consumer to review and request changes to any of
their personally identifiable information they must
provide a description of that process.) 3>!

e GDPR: (The data subject shall have the right to ob-
tain from the controller without undue delay the
rectification of inaccurate personal data concerning
him or her. Taking into account the purposes of the
processing, the data subject shall have the right to
have incomplete personal data completed, includ-
ing by means of providing a supplementary state-
ment.) 32

e CCPA: (A consumer shall have the right to request
a business that maintains inaccurate personal in-
formation about the consumer to correct such in-
accurate personal information, taking into account

351California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(2).

352General Data Protection Regulation (GDPR) 2016/679, Right to 353California Consumer Privacy Act (CCPA), Cal. Civ. Code §
rectification, Art. 16. 1798.106(a).
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6.3.2: Modification Process

Do the policies clearly indicate whether or not the com-
pany provides a process for the schools, parents, or eligi-
ble students to modify inaccurate student information?

Figure 76: Modification Process
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Response . better unclear worse

The Modification Process evaluation question indicates
whether there is a process for educators in schools,
parents at home, or eligible students to review their
own personal information or the personal information of
their students or children collected by the product.

Better Practice

Processes for the school, parents, or students to modify
inaccurate student information are available.

Worse Practice

Processes for the school, parents, or students to modify
inaccurate student information are not available.

Statutes & Regulations:

e COPPA:(Anoperatorisrequiredto provide aparent
or guardian access to review, modify, or delete their
children's information or prevent further collection
of information.) >>*

e FERPA: (An educational institution is required to
use reasonable methods to verify the identity of a
parent of a child with whom they disclose informa-
tion.) %°°

e FERPA: (A parent or guardian can request the ed-
ucational agency to access, modify, or delete their
student's education records.) °>°

e FERPA: (Any rights to access, modify, or delete stu-
dent records may transfer to an “eligible” student
who is over 18 years of age.) *°/

e CalOPPA: (If the operator maintains a process for a
consumer to review and request changes to any of

354Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.3(c); See also 16 C.F.R. Part 312.4(d)(3); 16 C.F.R. Part 312.6.

355Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.31(c).

356 Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.10; See also 34 C.F.R. Part 99.20.

357 Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.5(a)(1).
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their personally identifiable information they must
provide a description of that process.) 3%

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure the
contract contains a description of the procedures
by which a parent, legal guardian, or eligible pupil
may review personally identifiable information in
the pupil's records and correct erroneous informa-
tion.) *>7

e CalPPR: (Prohibits schools, school districts, county
offices of education, and charter schools from col-
lecting or maintaining information about pupils
from social mediafor any purpose other than school
or pupil safety, without notifying each parent or
guardian and providing the pupil with access and
an opportunity to correct or delete such informa-
tion.) 360

e GDPR: (The controller shall communicate any rec-
tification... of personal data ... to each recipient to
whom the personal data have been disclosed, unless
this proves impossible or involves disproportionate
effort. The controller shall inform the data subject

about those recipients if the data subject requests
it,) 361

e CCPA: (A business that collects personal informa-
tion about consumers shall disclose the consumer's
right to request correction of inaccurate personal
information. A business that receives a verifiable
consumer request to correct inaccurate personal
information shall use commercially reasonable ef-
forts to correct the inaccurate personal informa-
tion, as directed by the consumer.) 242

e CCPA: (A business shall, in a form that is reason-
ably accessible to consumers, make available to con-
sumers two or more designated methods for sub-
mitting requests for information, or requests for
deletion or correction including, at a minimum, a
toll-free telephone number. A business that oper-
ates exclusively online and has a direct relation-
ship with a consumer from whom it collects per-
sonal information shall only be required to provide
an email address for submitting requests for infor-
mation required, or for requests for deletion or cor-
rection.) %¢°

e CCPA: (“Verifiable consumer request” means a re-
quest that is made by a consumer, by a consumer
on behalf of the consumer's minor child, by a natu-

358California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(2).

359California Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(4).

360California Privacy of Pupil Records, Cal. Ed. Code § 49073.6(c).

361General Data Protection Regulation (GDPR) 2016/679,
Notification obligation regarding rectification or erasure of personal
data or restriction of processing, Art. 19.

362C3lifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.106(b)-(c).

363California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.130(a)(1).
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ral person or a person registered with the Secretary
of State, authorized by the consumer to act on the
consumer's behalf, or by a person who has power of
attorney or is acting as a conservator for the con-
sumer, and that the business can verify, using com-
mercially reasonable methods to be the consumer
about whom the business has collected personal in-
formation. A business is not obligated to provide in-
formation to the consumer to delete personal infor-
mation, or to correct inaccurate personal informa-
tion, if the business cannot verify that the consumer
making the request is the consumer about whom
the business has collected information or is a per-
son authorized by the consumer to act on such con-
sumer's behalf.) 3¢*

CAADCA: (A business shall provide prominent, ac-
cessible, and responsive tools to help children, or
their parents or guardians, exercise their privacy
rights and report concerns.) 3¢°

364Gee California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ak).

365California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(a)(10).
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6.3.3: Modification Time

Do the policies clearly indicate how long the company
has to modify a user's inaccurate data after the company
is given notice?

Figure 77: Modification Time

Percent

100

75

o7 73% 68% 71% 75%
7%

50

25
27% 32% 29% 25%
0

2018 2019 2020 2021 2022

Response unclear . yes

The Modification Time evaluation question indicates
whether the company provides a time frame in which
they will modify a user's information after they have
been provided notification of the request from the user.

Transparent Practice

The time period for the company to modify inaccurate
datais indicated.

Statutes & Regulations:

e GDPR: (The data subject shall have the right to ob-

tain from the controller without undue delay the
rectification of inaccurate personal data concerning
him or her. Taking into account the purposes of the
processing, the data subject shall have the right to
have incomplete personal data completed, includ-
ing by means of providing a supplementary state-
ment.) 3¢

CCPA: (A business shall, in a form that is reasonably
accessible to consumers disclose and deliver the re-
quired information to a consumer free of charge, or
correct inaccurate personal information, or delete a
consumer's personal information, based on the con-
sumer's request, within 45 days of receiving a ver-
ifiable consumer request from the consumer. The
business shall promptly take steps to determine
whether the request is a verifiable consumer re-
quest, but this shall not extend the business's duty
to disclose and deliver the information, or correct
inaccurate personal information or delete personal
information, within 45 days of receipt of the con-
sumer's request. The time period to provide the re-
quired information, or to correct inaccurate per-
sonal information or delete personal information,
may be extended once by an additional 45 days
when reasonably necessary, provided the consumer

is provided notice of the extension within the first

45-day period.) %/

366 General Data Protection Regulation (GDPR) 2016/679, Right to

rectification, Art. 16.
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367 California Consumer Privacy Act (CCPA), Cal. Civ. Code §

1798.130(a)(2)(A).
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Data Retention
6.4.1: Retention Policy

Do the policies clearly indicate the company has a data
retention policy, including any data sunsets or any time-
period after which a user's data will be automatically
deleted if they are inactive on the product?

Figure 78: Retention Policy
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Response unclear . yes

The Retention Policy evaluation question indicates
whether the product has a data retention policy, in-
cluding any data sunsets or any time period after which
a user's data will be automatically deleted if they are
inactive on the product. A company should disclose how
long different types of data are stored or retained by
the company and if different retention periods apply to
different users of the product.

Transparent Practice
A data-retention policy is available.
Statutes & Regulations:

e GDPR: (The controller shall, at the time when per-
sonal data are obtained, provide the data subject
with the following further information necessary to
ensure fair and transparent processing: (a) the pe-
riod for which the personal data will be stored, or if
that is not possible, the criteria used to determine
that period.) 368

e GDPR: (The controller shall provide the data sub-
ject with the following information necessary to en-
sure fair and transparent processing in respect of
the data subject: (a) the period for which the per-
sonal datawill be stored, orif thatis not possible, the
criteria used to determine that period.) %7

e GDPR: (The data subject shall have the right to ob-
tain from the controller confirmation as to whether
or not personal data concerning him or her are be-
ing processed, and where that is the case, access to
the personal data and the following information: ...

(d) where possible, the envisaged period for which
the personal data will be stored, or, if not possible,
the criteria used to determine that period.) */°

e CCPA: (A business that controls the collection of a
consumer's personal information shall, at or before
the point of collection, inform consumers as to the
length of time the business intends to retain each
category of personal information, including sensi-
tive personal information, or if that is not possible,
the criteria used to determine such period, provided
that a business shall not retain a consumer's per-
sonal information or sensitive personal information
for each disclosed purpose for which the personal
information was collected for longer than is reason-
ably necessary for that disclosed purpose.) °/*

e CAADCA: (A business shall not collect, sell, share,
or retain any personal information that is not nec-
essary to provide an online service, product, or fea-
ture with which a child is actively and knowingly en-
gaged, unless the business can demonstrate a com-
pelling reason that the collecting, selling, sharing, or
retaining of the personal information is in the best
interests of children.) /2

368 General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(2)(a).

369> General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(2)(a).
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370General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(1)(d).

371California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.100(a)(3).

372California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(b)(3).
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6.4.2: Retention Exception

Do the policies clearly indicate whether or not there are
any exceptions to the standard data retention policy (in-
cluding valid requests to inspect the data)?

Figure 79: Retention Exception
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Response . better unclear worse

The Retention Exception evaluation question indicates
whether the retention period for a user's data may be
changed for any reason including a legitimate purpose or
when an inspection request is received, or other legal in-
vestigation request, or to protect the health and safety
of other users of the product.

Better Practice

Exceptions to the data retention policy exist.
Worse Practice

Exceptions to the data retention policy do not exist.
Statutes & Regulations:

e FERPA: (An educational institution must annually
notify parents of their rights to inspect and re-
view a student's education records, make correc-
tions, delete, or consent to the disclosure of infor-
mation.) ¢7°

e GDPR: (Data is kept in a form which permits iden-
tification of data subjects for no longer than is nec-
essary for the purposes for which the personal data
are processed; personal data may be stored for
longer periods insofar as the personal data will be
processed solely for archiving purposes in the public
interest, scientificor historical research purposes or
statistical purposes in accordance with Article 89(1)
subject to implementation of the appropriate tech-
nical and organisational measures required by this
Regulationinorder to safeguard the rights and free-
doms of the data subject.) */*

e GDPR: (The data subject shall have the right to ob-
tain from the controller restriction of processing
where one of the following applies: ... (c) the con-
troller no longer needs the personal data for the

purposes of the processing, but they are required by
the data subject for the establishment, exercise or
defense of legal claims.) ®/°

e CCPA: (The business may maintain a confidential
record of deletion requests solely for the purpose of
preventing the personal information of a consumer
who has submitted a deletion request from being
sold, for compliance with laws, or for other purposes
solely to the extent permissible under this title.) 37¢

e CCPA: (A business, or a service provider or contrac-
tor, acting pursuant to its contract with the busi-
ness, another service provider, or another contrac-
tor, shall not be required to comply with a con-
sumer's request to delete the consumer's personal
information if it is reasonably necessary for the
business, service provider, or contractor to main-
tain the consumer's personal information.) ¢’/

373Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.7(a).

374General Data Protection Regulation (GDPR) 2016/679,
Principles relating to processing of personal data, Art. 5(1)(e).
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375General Data Protection Regulation (GDPR) 2016/679, Right to
restriction of processing, Art. 18(1)(c).

376 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.105(c)(2).

377 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.105(d)(1)-(8).
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Data Deletion

6.5.1: Deletion Purpose

Do the policies clearly indicate whether or not the com-
pany will delete a user's personal information when the
data are no longer necessary to fulfill its intended pur-
pose?

Figure 80: Deletion Purpose
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Response . better unclear worse

The Deletion Purpose evaluation question indicates
whether a user's data will be deleted when it is no longer
necessary for the purpose in which it was collected. A
company should delete a user's data after a specified
time period in accordance with its retention policy, such
as the end of a semester, a period of inactivity on the ac-
count, or termination by the user of the user's account.

Better Practice

Data are deleted when no longer necessary.
Worse Practice

Data are not deleted when no longer necessary.
Statutes & Regulations:

e COPPA: (An operator may retain information col-
lected from a child only as long as necessarily to ful-
fill the purpose for which it was collected and must
delete the information using reasonable measures
to prevent unauthorized use.) °”8

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure
the contract contains a certification that a pupil's
records shall not beretained or available to the third
party upon completion of the terms of the contract
and adescription of how that certification will be en-
forced.)®”?

e GDPR: (The data subject shall have the right to ob-
tain from the controller the erasure of personal
data concerning him or her without undue delay
and the controller shall have the obligation to erase
personal data without undue delay where one of

the following grounds applies: (a) the personal data
are no longer necessary in relation to the purposes
for which they were collected or otherwise pro-
cessed.) 380

e CCPA: (A business that controls the collection of a
consumer's personal information shall, at or before
the point of collection, inform consumers as to the
length of time the business intends to retain each
category of personal information, including sensi-
tive personal information, or if that is not possible,
the criteriaused to determine such period, provided
that a business shall not retain a consumer's per-
sonal information or sensitive personal information
for each disclosed purpose for which the personal
information was collected for longer than is reason-
ably necessary for that disclosed purpose.) 38!

378Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.10.

379 California Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(7).
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380General Data Protection Regulation (GDPR) 2016/679, Right to
erasure, Art. 17(1)(a).

381California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.100(a)(3).
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6.5.2: Account Deletion

Do the policies clearly indicate whether or not a user's
data are deleted upon account cancellation or termina-
tion?

Figure 81: Account Deletion
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The Account Deletion evaluation question indicates
whether a user's data are deleted when their account
is canceled or terminated. A company should provide a
process for a user to delete their account and all their
personal data from the account when the account is can-
celed or terminated.

Better Practice

A user's data are deleted upon account cancellation or
termination.

Worse Practice

A user's data are not deleted upon account cancellation
or termination.

Statutes & Regulations:

e COPPA: (An operator may retain information col-
lected from a child only as long as necessarily to ful-
fill the purpose for which it was collected and must
delete the information using reasonable measures
to prevent unauthorized use.) %82

e FERPA: (A parent or guardian can request the ed-
ucational agency to access, modify, or delete their
student's education records.) 322

e FERPA: (Any rights to access, modify, or delete stu-
dent records may transfer to an “eligible” student
who is over 18 years of age.) °®*

e SOPIPA: (An operator is required to delete per-
sonal information at the request of a parent or the
school.) 38>

382Gee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.10.

3835ee Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.10; See also 34 C.F.R. Part 99.20.

384Gee Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.5(a)(1).

3855ee Student Online Personal Information Protection Act
(SOPIPA), Cal. B.&P. Code § 22584(d)(2).
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e CCPA: (“Sensitive personal information” means per-
sonal information that reveals a consumer's social
security, driver's license, state identification card,
or passport number; or aconsumer's account log-in,
financial account, debit card, or credit card number
in combination with any required security or access
code, password, or credentials allowing access to an
account; or a consumer's precise geolocation; or a
consumer's racial or ethnic origin, religious or philo-
sophical beliefs, or union membership; or the con-
tents of a consumer's mail, email and text messages,
unless the business is the intended recipient of the
communication; or a consumer's genetic data.) °%¢

386 Gee California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ae)(1).
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6.5.3: User Deletion

Do the policies clearly indicate whether or not a user can
delete any of their information from the company?

Figure 82: User Deletion
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The User Deletion evaluation question indicates that
there is a process for a user to delete their information
through the product. A company should provide users
with the ability to view and erase the information and
content in their account any time with the product to en-
sure fair and transparent processing of their data.

Better Practice

Processes to delete user data are available.
Worse Practice

Processes to delete user data are not available.
Statutes & Regulations:

e CalOPPA: (If the operator maintains a process for a
consumer to review and request changes to any of
their personally identifiable information they must
provide a description of that process.) 3¢/

e CalPRMDW: (Prohibits an operator from marketing
or advertising non age-appropriate types of prod-
ucts or services to a minor under 18 years of age and
from knowingly using, disclosing, compiling, or al-
lowing a third party to use, disclose, or compile, the
personal information of a minor for the purpose of
marketing or advertising non age-appropriate types
of products or services. Also, a minor is permitted
to request to “erase” or remove and obtain removal
of content or information posted on the operator's
site.) %8

e GDPR: (Where the controller has made the per-
sonal data public and is obliged ... to erase the
personal data, the controller, taking account of
available technology and the cost of implementa-
tion, shall take reasonable steps, including technical
measures, to inform controllers which are process-
ing the personal data that the data subject has re-

387 California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(2).

388California Privacy Rights for Minors in the Digital World, Cal.
B.&P. Code §§ 22580-22582.
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quested the erasure by such controllers of any links
to, or copy or replication of, those personal data.) >¢”

e CCPA: (A consumer shall have the right to request
that a business delete any personal information
about the consumer which the business has col-
lected from the consumer.) *7°

e GDPR: (The controller shall, at the time when per-
sonal data are obtained, provide the data subject
with the following further information necessary to
ensure fair and transparent processing: ... (b) the ex-
istence of the right to request from the controller ...
erasure of personal data ... concerning the data sub-
ject.) 371

e GDPR: (The controller shall provide the data sub-
ject with the following information necessary to en-
sure fair and transparent processing in respect of
the data subject: ... (c) the existence of the right to
request from the controller ... erasure of personal
data ... concerning the data subject.) >7?

e GDPR: (The data subject shall have the right to ob-
tain from the controller confirmation as to whether
or not personal data concerning himor her are being
processed, and where that is the case, access to the
personal data and the following information: ... (e)
the existence of the right to request from the con-
troller ... erasure of personal data ... concerning the
data subject.) °7°

e GDPR: (The data subject shall have the right to ob-
tainfrom the controller the erasure of personal data
concerning him or her without undue delay and the
controller shall have the obligation to erase per-
sonal data without undue delay where one of the
following grounds applies: ... (b) the data subject
withdraws consent on which the processingis based
... and where there is no other legal ground for the
processing.) °%

e GDPR:(The controllershall communicate any ...era-
sure of personal data ... to each recipient to whom
the personal data have been disclosed, unless this
proves impossible or involves disproportionate ef-
fort. The controller shall inform the data subject

about those recipients if the data subject requests
|t) 395

389General Data Protection Regulation (GDPR) 2016/679, Right to
erasure, Art. 17(2).

390California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.105(a).

391General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(2)(b).

392General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(2)(c).

393General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(1)(e).

3%4General Data Protection Regulation (GDPR) 2016/679, Right to
erasure, Art. 17(1)(b).

395General Data Protection Regulation (GDPR) 2016/679,
Notification obligation regarding rectification or erasure of personal
data or restriction of processing, Art. 19.
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6.5.4: Deletion Process

Do the policies clearly indicate whether or not the com-
pany provides a process for an authorized user to delete
a user's personal information?

Figure 83: Deletion Process
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The Deletion Process evaluation question indicates
whether there is a process for authorized users includ-
ing: educatorsinschools, parents at home, or eligible stu-
dents to review and delete their own personal informa-
tion or the personal information of their students or chil-
dren collected by the product. Acompany should provide
managed account controls or disclose contact informa-
tion where parents and educators can request to delete
data of children or students.

Better Practice

Processes for authorized users to delete data are avail-
able.

Worse Practice

Processes for authorized users to to delete data are not
available.

Statutes & Regulations:

e COPPA:(Anoperatorisrequiredto provide aparent
or guardian access to review, modify, or delete their
children's information or prevent further collection
of information.) 7¢

e FERPA: (A parent or guardian can request the ed-
ucational agency to access, modify, or delete their
student's education records.) *”/

e FERPA: (Any rights to access, modify, or delete stu-
dent records may transfer to an “eligible” student
who is over 18 years of age.) >7®

396Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.3(c); See also 16 C.F.R. Part 312.4(d)(3); 16 C.F.R. Part 312.6.

397 Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.10; See also 34 C.F.R. Part 99.20.

398 Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.5(a)(1).
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e SOPIPA: (An operator is required to delete per-
sonal information at the request of a parent or the
school.) 377

e CalPPR: (Prohibits schools, school districts, county
offices of education, and charter schools from col-
lecting or maintaining information about pupils
from social media for any purpose other than school
or pupil safety, without notifying each parent or
guardian and providing the pupil with access and
an opportunity to correct or delete such informa-
tion.) #9°

e CCPA: (A consumer shall have the right to request
that a business delete any personal information
about the consumer which the business has col-
lected from the consumer. A business that collects
personal information about consumers shall dis-
close the consumer's rights to request the deletion
of the consumer's personal information. A business
that receives a verifiable consumer request from a
consumer to delete the consumer's personal infor-
mation shall delete the consumer's personal infor-
mation fromits records, notify any service providers
or contractors to delete the consumer's personal
information from their records, and notify all third
parties to whom the business has sold or shared
such personal information, to delete the consumer's
personal information, unless this proves impossible
or involves disproportionate effort.) °*

e CCPA: (A business shall, in a form that is reason-
ably accessible to consumers, make available to con-
sumers two or more designated methods for sub-
mitting requests for information, or requests for
deletion or correction including, at a minimum, a
toll-free telephone number. A business that oper-
ates exclusively online and has a direct relation-
ship with a consumer from whom it collects per-
sonal information shall only be required to provide
an email address for submitting requests for infor-
mation required, or for requests for deletion or cor-
rection.) %02

e CCPA: (“Verifiable consumer request” means a re-
quest that is made by a consumer, by a consumer
on behalf of the consumer's minor child, by a natu-
ral person or a person registered with the Secretary
of State, authorized by the consumer to act on the
consumer's behalf, or by a person who has power of
attorney or is acting as a conservator for the con-
sumer, and that the business can verify, using com-
mercially reasonable methods to be the consumer
about whom the business has collected personal in-
formation. A business is not obligated to provide in-
formation to the consumer to delete personal infor-

399Student Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(d)(2).

400Clifornia Privacy of Pupil Records, Cal. Ed. Code § 49073.6(c).

401C3lifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.105(a)-(c)(1)-(3).

402California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.130(a)(1).

commonsense.org


http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16:1.0.1.3.36&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16:1.0.1.3.36&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?rgn=div5&node=34:1.1.1.1.33
http://www.ecfr.gov/cgi-bin/text-idx?rgn=div5&node=34:1.1.1.1.33
http://www.ecfr.gov/cgi-bin/text-idx?rgn=div5&node=34:1.1.1.1.33
http://www.ecfr.gov/cgi-bin/text-idx?rgn=div5&node=34:1.1.1.1.33
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201320140SB1177
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201320140SB1177
http://leginfo.legislature.ca.gov/faces/codes_displaySection.xhtml?lawCode=EDC&sectionNum=49073.6
https://thecpra.org/#1798.105(a)
https://thecpra.org/#1798.105(a)
https://thecpra.org/#1798.130(a)(1)
https://thecpra.org/#1798.130(a)(1)

mation, or to correct inaccurate personal informa-
tion, if the business cannot verify that the consumer
making the request is the consumer about whom
the business has collected information or is a per-
son authorized by the consumer to act on such con-
sumer's behalf.) 40°

o CAADCA: (A business shall provide prominent, ac-
cessible, and responsive tools to help children, or
their parents or guardians, exercise their privacy
rights and report concerns.) “%4

4035ee California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ak).

404California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(a)(10).
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6.5.5: Deletion Time

Do the policies clearly indicate how long the company
may take to delete a user's data after the company is
given notice?

Figure 84: Deletion Time
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Response

The Deletion Time evaluation question indicates
whether the company provides a time frame in which
they will delete a user's information from the product
after they have been provided notification of the request
from the user.

Transparent Practice

The time period for the company to delete data is indi-
cated.

Statutes & Regulations:

e GDPR: (The data subject shall have the right to ob-

tain from the controller without undue delay the
rectification of inaccurate personal data concerning
him or her. Taking into account the purposes of the
processing, the data subject shall have the right to
have incomplete personal data completed, includ-
ing by means of providing a supplementary state-
ment.) 40>

GDPR: (The data subject shall have the right to ob-
tainfrom the controller the erasure of personal data
concerning him or her without undue delay and the
controller shall have the obligation to erase per-
sonal data without undue delay ...) *%¢

CCPA: (A business shall, in aform that is reasonably
accessible to consumers disclose and deliver the re-
quired information to a consumer free of charge, or
correct inaccurate personal information, or delete a
consumer's personal information, based on the con-
sumer's request, within 45 days of receiving a ver-
ifiable consumer request from the consumer. The
business shall promptly take steps to determine
whether the request is a verifiable consumer re-
quest, but this shall not extend the business's duty
to disclose and deliver the information, or correct

405General Data Protection Regulation (GDPR) 2016/679, Right to

rectification, Art. 16.

406General Data Protection Regulation (GDPR) 2016/679, Right to

erasure, Art. 17(1).
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inaccurate personal information or delete personal
information, within 45 days of receipt of the con-
sumer's request. The time period to provide the re-
quired information, or to correct inaccurate per-
sonal information or delete personal information,
may be extended once by an additional 45 days
when reasonably necessary, provided the consumer
is provided notice of the extension within the first
45-day period.) %7

407 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.130(a)(2)(A).
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Data Portability
6.6.1: User Export

Do the policies clearly indicate whether or not a user can
export or download their data, including any user cre-
ated content on the product?

Figure 85: User Export
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Response . better unclear worse

The User Export evaluation question indicates whether
a user can export or download their data from the prod-
uct, including any user-created content on the productin
astructured data format for use with another product. A
company should provide a process for a user to export or
download their data from the product.

Better Practice

Processes to download user data are available.
Worse Practice

Processes to download user data are not available.
Statutes & Regulations:

e SOPIPA: (An operator is required to allow a student
or parent to export, save, or maintain their own stu-
dent created data or content.) “%8

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure the
contract contains a description of the means by
which pupils may retain possession and control of
their own pupil-generated content, including op-
tions by which a pupil may transfer pupil-generated
content to a personal account.) %7

e GDPR: (The controller shall, at the time when per-
sonal data are obtained, provide the data subject
with the following further information necessary to
ensure fair and transparent processing: ... (b) the ex-
istence of the right to ... data portability.) #1°

4085t dent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(r).

409California Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(2).

410General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(2)(b).
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GDPR: (The controller shall provide the data sub-
ject with the following information necessary to en-
sure fair and transparent processing in respect of
the data subject: ... (c) the existence of the right to
...data portability.) 411

GDPR: (The data subject shall have the right to
receive the personal data concerning him or her,
which he or she has provided to a controller, in a
structured, commonly used and machine-readable
format and have the right to transmit those data to
another controller without hindrance from the con-
troller to which the personal data have been pro-
vided.)*?

GDPR: (In exercising his or her right to data porta-
bility ... the data subject shall have the right to
have the personal data transmitted directly from
one controller to another, where technically feasi-
ble.)41®

CCPA: (A business shall, in aform that is reasonably
accessible to consumers disclose and deliver the re-
quired information to a consumer free of charge, or
correct inaccurate personal information, or delete a
consumer's personal information, based on the con-
sumer's request, within 45 days of receiving a ver-
ifiable consumer request from the consumer. The
business shall promptly take steps to determine
whether the request is a verifiable consumer re-
quest, but this shall not extend the business's duty
to disclose and deliver the information, or correct
inaccurate personal information or delete personal
information, within 45 days of receipt of the con-
sumer's request. The time period to provide the re-
quired information, or to correct inaccurate per-
sonal information or delete personal information,
may be extended once by an additional 45 days
when reasonably necessary, provided the consumer
is provided notice of the extension within the first
45-day period.) 414

e GDPR: (The controller shall provide a copy of the
personal data undergoing processing. For any fur-
ther copies requested by the data subject, the con-
troller may charge a reasonable fee based on ad-
ministrative costs. Where the data subject makes
the request by electronic means, and unless oth-
erwise requested by the data subject, the informa-
tionshall be provided inacommonly used electronic
form.) 41>

411General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(2)(c).

#12General Data Protection Regulation (GDPR) 2016/679, Right to
data portability, Art. 20(1).

413General Data Protection Regulation (GDPR) 2016/679, Right to
data portability, Art. 20(2).

414California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.130(a)(2)(A).

415General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(3).
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e CCPA: (A business shall, in a form that is reason-
ably accessible to consumers provide the specific
pieces of personal information obtained from the
consumer in a format that is easily understandable
to the average consumer, and to the extent tech-
nically feasible, in a structured, commonly used,
machine-readable format, which also may be trans-
mitted to another entity at the consumer's request
without hindrance. “Specific pieces of information”
do not include data generated to help ensure se-
curity and integrity or as prescribed by regulation.
Personal informationis not considered to have been
disclosed by a business when a consumer instructs a
business to transfer the consumer's personal infor-
mation from one business to another in the context
of switching services.) #1¢

416California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.130(a)(3)(B)(iii).
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6.6.2: Legacy Contact

Do the policies clearly indicate whether or not a user
may assign an authorized user or legacy contact to ac-
cess and download their data?

Figure 86: Legacy Contact
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The Legacy Contact evaluation question indicates that
the product provides a process to assign a managed ac-
countowner or authorized trusted contact if the account
becomes inactive in order to retain access to the user's
information and contentin the event of the user'simpair-
ment or death. A company should provide a process to
assign a managed account owner or authorized trusted
contact for the purposes of digital inheritance.

Better Practice

A user can assign an authorized account manager or
legacy contact.

Worse Practice

A user can not assign an authorized account manager or
legacy contact.

Statutes & Regulations:

e RUFADAA: (Authorizes a decedent's personal rep-
resentative or trustee to access and manage their
digital assets and electronic communications stored
with an online service provider, and give directions
regarding the disclosure of those assets.) 1’

417 California Revised Uniform Fiduciary Access to Digital Assets
Act, Cal. Prob. Code § 870-884.
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Data Transfer (How
are Data Transferred
During a Bankruptcy,
Merger, or
Acquisition?)

Data Handling
7.1.1: Transfer Data

Do the policies clearly indicate whether or not the com-
pany can transfer a user's data in the event of the com-
pany's merger, acquisition, or bankruptcy?

Figure 87: Transfer Data
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The Transfer Data evaluation question indicates
whether a user's information may be transferred as an
asset to a successor third party in the event of a merger,
acquisition, or bankruptcy. A company should carefully
consider whether to transfer a user's personal infor-
mation to a third party in exchange for monetary value
because of the increased risk the personal information
may be used for unintended purposes.

Better Practice

User information cannot be transferred to a third party
in the event of a merge, acquisition, or bankruptcy.

Worse Practice

User information can be transferred to a third party in
the event of a merge, acquisition, or bankruptcy.

Statutes & Regulations:

e COPPA: (Release of personal information means
the sharing, selling, renting, or transfer of personal
information to any third party.) 418

418Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.
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e SOPIPA: (An operator may transfer a student's per-
sonal information to a third party in the event of a
merger, acquisition, or bankruptcy, but the succes-
sor entity is subject to the same onward data pri-
vacy and security obligations.) 17

e CCPA: (A business does not sell personal informa-
tion when the business transfers to a third party the
personal information of a consumer as an asset that
is part of a merger, acquisition, bankruptcy, or other
transaction in which the third party assumes control
of all or part of the business, provided that informa-
tionis used or shared consistently with this title.) 42°

419Student Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(3).

420California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ad)(2)(C).
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7.1.2: Transfer Notice

Do the policies clearly indicate whether or not the com-
pany will notify users of a data transfer to a third-
party successor, in the event of a company's bankruptcy,
merger, or acquisition?

Figure 88: Transfer Notice
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The Transfer Notice evaluation question indicates
whether users may delete their data before it is trans-
ferred as an asset to a successor third party in the event
of a merger, acquisition, or bankruptcy. A company
should provide the ability for users to delete their
data in the event their personal information may be
transferred to a third party to allow each user to make
an informed decision whether or not to continue using
the product.

Better Practice

Users are notified if their information is transferred to a
third party.

Worse Practice

Users are not notified if their information is transferred
to a third party.

CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL PUBLIC LICENSE
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Transfer Request
7.2.1: Transfer Deletion

Do the policies clearly indicate whether or not a user can
request todelete their dataprior toits transfer toathird-
party successor in the event of a company bankruptcy,
merger, or acquisition?

Figure 89: Transfer Deletion
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The Transfer Deletion evaluation question indicates
whether notice is provided to users that they may delete
their data before auser'sinformationis transferred asan
asset to a successor third party in the event of a merger,
acquisition, or bankruptcy. A company should provide
notice and allow users to delete their data as a best prac-
ticeinthe eventtheir personalinformationis transferred
to athird party to allow the user to make an informed de-
cision whether or not to continue using the product.

Better Practice

User information can be deleted prior toits transfer to a
third party.

Worse Practice

User information can not be deleted prior to its transfer
to a third party.
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Onward Contractual Obligations
7.3.1: Transfer Limits

Do the policies clearly indicate whether or not the third-
party successor of a data transfer is contractually re-
quired to provide the same privacy compliance required
of the company?

Figure 90: Transfer Limits
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The Transfer Limits evaluation question indicates
whether the company places contractual obligations or
restrictions on the use of users' data on the successor
third party in the event of a merger, acquisition, or
bankruptcy. A successor third party should adopt the
company's privacy policies for the product and process
data in accordance with the same privacy practices
that users provided their informed consent in order to
prevent users' personal information from being used for
unintended purposes.

Better Practice

Third-party transfer is contractually required to use the
same privacy practices.

Worse Practice

Third-party transfer is not contractually required to use
the same privacy practices.

Statutes & Regulations:

e COPPA: (Anoperator must take reasonable steps to
release a child's personal information only to ser-
vice providers and third parties who are capable
of maintaining the confidentiality, security, and in-
tegrity of the information, and provide assurances
that they contractually maintain the information in
the same manner.) ***

e SOPIPA: (An operator may transfer a student's per-
sonal information to a third party in the event of a
merger, acquisition, or bankruptcy, but the succes-
sor entity is subject to the same onward data pri-
vacy and security obligations.) 22

421Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.8.

4225t dent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(3).

CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL PUBLIC LICENSE

e GDPR: (Any transfer of personal data which are un-
dergoing processing or are intended for processing
after transfer to a third country or to an interna-
tional organisation shall take place only if, subject
to the other provisions of this Regulation, the condi-
tions laid down in this Chapter are complied with by
the controller and processor, including for onward
transfers of personal data from the third country or
aninternational organisation to another third coun-
try or to another international organisation. All pro-
visions in this Chapter shall be applied in order to
ensure that the level of protection of natural per-
sons guaranteed by this Regulation is not under-
mined.) 423

423General Data Protection Regulation (GDPR) 2016/679, General
principle for transfers, Art. 44.
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Security (How are
Data Transmitted,
Stored, and
Protected?)

User Identity
8.1.1: Verify Identity

Do the policies clearly indicate whether or not the com-
pany or an authorized third party verifies a user's iden-
tity with additional personal information?

Figure 91: Verify Identity
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The Verify Identity evaluation question indicates that
additional personal information is collected from a
user by the product to verify their identity with a
government-issued identification or with other forms of
identification that could be connected to their offline
identity. A company should not require users to pro-
vide sensitive information about their offline identity un-
less necessary to protect the personal information of the
user for which the request to access, modify, delete, or
export their personal information and requires the extra
security of verifying their identity.

Better Practice

A user's identity is not verified with additional personal
information.

Worse Practice

A user's identity is verified with additional personal in-
formation.

Statutes & Regulations:

e FERPA: (An educational institution is required to
use reasonable methods to verify the identity of a

104 2023 Privacy Program Evaluation Framework

parent of a child with whom they disclose informa-
tion.) 424

e COPPA: (An operator must make reasonable ef-
forts to obtain verifiable parental consent, taking
into consideration available technology and existing
methods available to a parent to prove their iden-
tity.) 42°

e GDPR: (The controller shall make reasonable ef-
forts to verify in such cases that consent is given
or authorised by the holder of parental responsibil-
ity over the child, takinginto consideration available
technology.) #%¢

e GDPR: (Where the controller has reasonable
doubts concerning the identity of the natural
person making the request ... the controller may
request the provision of additional information
necessary to confirm the identity of the data
subject.) 4%/

e CCPA: (A business shall, in a form that is reason-
ably accessible to consumers use any personal infor-
mation collected from the consumer in connection
with the business's verification of the consumer's
request solely for the purposes of verification, and
shall not further disclose the personal information,
retain it longer than necessary for purposes of veri-
fication, or use it for unrelated purposes.) 428

e CCPA: (“Sensitive personal information” means per-
sonal information that reveals a consumer's social
security, driver's license, state identification card,
or passport number; or aconsumer's account log-in,
financial account, debit card, or credit card number
in combination with any required security or access
code, password, or credentials allowing access to an
account; or a consumer's precise geolocation; or a
consumer's racial or ethnic origin, religious or philo-
sophical beliefs, or union membership; or the con-
tents of a consumer's mail, email and text messages,
unless the business is the intended recipient of the
communication; or a consumer's genetic data.) *%”

424Family Educational Rights and Privacy Act (FERPA), 34 C.FR.
Part 99.31(c).

425Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.5(b)(i)-(iv).

426General Data Protection Regulation (GDPR) 2016/679,
Conditions Applicable to Child's Consent in Relation to Information
Society Services, Art. 8(2).

427 General Data Protection Regulation (GDPR) 2016/679,
Transparent information, communication and modalities for the
exercise of the rights of the data subject, Art. 12(6).

428Clifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.130(a)(7).

429California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ae)(1).
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User Account
8.2.1: Account Required

Do the policies indicate whether or not the company re-
quires a user to create an account with a username and
password in order to use the product?

Figure 92: Account Required
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Response unclear . yes . no

The Account Required evaluation question indicates
whether the product allows users to create an account
to protect their personal information. A product should
allow users to create an account and authenticate it in
order to provide user controls to access, edit, delete, and
export their information as well as settings to control
how their data is used.

Qualitative Status: Complex

The qualitative nature of this question is complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

e CCPA: (The disclosure of the required information
shall be made in writing and delivered through the
consumer's account with the business, if the con-
sumer maintains an account with the business, or
by mail or electronically at the consumer's option if
the consumer does not maintain an account with the
business, in a readily useable format that allows the
consumer to transmit this information from one en-
tity to another entity without hindrance. The busi-
ness may require authentication of the consumer
that is reasonable in light of the nature of the per-
sonal information requested, but shall not require
the consumer to create an account with the busi-
ness in order to make a verifiable consumer re-
quest, provided that if the consumer has an account
with the business, the business may require the con-
sumer touse that account to submit a verifiable con-
sumer request.) #30

4305ee California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.130(a)(2)(A).
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8.2.2: Managed Account

Do the policies clearly indicate whether or not the com-
pany provides user managed accounts for other autho-
rized users (eg. a parent, teacher, school or district)?

Figure 93: Managed Account
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The Managed Account evaluation question indicates
whether managed accounts or parental controls are
available for parents, teachers, schools or districts to ac-
cess, review, edit, and delete the personal information
of children or students. A company should create a man-
aged account or child profile if the intended audience of
the product includes children or students, because it al-
lows the product to provide better privacy-protecting
data collection and use practices to users who use the
managed account or profile.

Qualitative Status: Complex

The qualitative nature of this questionis complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

o CAADCA: (If the online service, product, or feature
allows the child's parent, guardian, or any other con-
sumer to monitor the child's online activity or track
the child's location, the business must provide an
obvious signal to the child when the child is being
monitored or tracked.) ***

431California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(a)(8).
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8.2.3: Multi-Factor Protection

Do the policies clearly indicate whether or not the secu-
rity of a user's account is protected by multi-factor au-
thentication?

Figure 94: Multi-Factor Protection
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The Multi-Factor Protection evaluation question indi-
cates whether user accounts can be protected with ad-
ditional multi-factor authentication for better security
through the use of mobile SMS or a third-party authenti-
cator service.

Better Practice
Multi-factor account protection is available.
Worse Practice

Multi-factor account protection is not available.

CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL PUBLIC LICENSE
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Third-Party Security
8.3.1: Security Agreement

Do the policies clearly indicate whether or not a third
party with access to a user's information is contractu-
ally required to provide the same level of security pro-
tections as the company?

Figure 95: Security Agreement
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The Security Agreement evaluation question indicates
whether contractual obligations are imposed on third-
party service providers to require additional security
protections for users' personal information. A company
should put in place contractual obligations that require
third parties to use the same security practices as the
product in accordance with the company's privacy pol-
icy. Without contractual requirements on third-party se-
curity practices of data collected from children and stu-
dents, parents and educators cannot reasonably expect
that the privacy provisions outlined in the product's poli-
cies will be honored by third parties that have access to
personal data.

Better Practice

Third-parties with access to information are required to
provide the same security protections as the company.

Worse Practice

Third-parties with access to information are not re-
quired to provide the same security protections as the
company.

Statutes & Regulations:

e COPPA: (Anoperator must take reasonable steps to
release a child's personal information only to ser-
vice providers and third parties who are capable
of maintaining the confidentiality, security, and in-
tegrity of the information, and provide assurances
that they contractually maintain the information in
the same manner.) *32

432Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.8.
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e FERPA: (An educational institution must maintain
physical, technical, and administrative safeguards
to protect student information.) *°°

e SOPIPA: (A third party service provider must
maintain reasonable security procedures and
practices.) *3*

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure the
contract contains a description of the actions the
third party will take, including the designation and
training of responsible individuals, to ensure the se-
curity and confidentiality of pupil records.) #°°

e GDPR:(Where processingis to be carried out on be-
half of a controller, the controller shall use only pro-
cessors providing sufficient guarantees to imple-
ment appropriate technical and organisational mea-
sures in such a manner that processing will meet the
requirements of this Regulation and ensure the pro-
tection of the rights of the data subject.) *°

e GDPR: (The controller and processor shall take
steps to ensure that any natural person actingunder
the authority of the controller or the processor who
has access to personal data does not process them
except on instructions from the controller.) 43’

433Family Educational Rights and Privacy Act (FERPA), 34 C.FR.
Part 99.31(a)(1)(ii).

434student Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(4)(E)(iii)

435California Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(5).

4365ee General Data Protection Regulation (GDPR) 2016/679,
Processor, Art. 28(1).

437See General Data Protection Regulation (GDPR) 2016/679,
Security of processing, Art. 32(4).
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Data Confidentiality
8.4.1: Reasonable Security

Do the policies clearly indicate whether or not reason-
able security standards are used to protect the confiden-
tiality of a user's personal information?

Figure 96: Reasonable Security
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The Reasonable Security evaluation question indicates
whether any security protections are in place with the
product for users' information based on industry stan-
dards and best practices. A company should use vari-
ous technologies and security processes that are contin-
uously updated to protect users' personal information
collected by the product from unauthorized access.

Better Practice
Reasonable security practices are used to protect data.
Worse Practice

Reasonable security practices are not used to protect
data.

Statutes & Regulations:

e COPPA: (An operator must maintain the confiden-
tiality, security, and integrity of personal informa-
tion collected from children.) 43¢

e DataBreach: (A person or business that owns, li-
censes, or maintains personal information about a
California resident is required to implement and
maintain reasonable security procedures and prac-
tices appropriate to the nature of the information,
and to protect the personal information from unau-
thorized access, destruction, use, modification, or
disclosure.) +%?

e COPPA: (Anoperator must take reasonable steps to
release a child's personal information only to ser-
vice providers and third parties who are capable
of maintaining the confidentiality, security, and in-
tegrity of the information, and provide assurances

438Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.3(e); See also 16 C.F.R. Part 312.8.

439California Data Breach Notification Requirements, Cal. Civ.
Code § 1798.81.5.
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that they contractually maintain the information in
the same manner.) 440

e SOPIPA: (An operator is required to implement rea-
sonable security procedures, practices, and protect
student data from unauthorized access, destruc-
tion, use, modification, or disclosure.) *4*

e FERPA: (An educational institution must maintain
physical, technical, and administrative safeguards
to protect student information.) *42

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure the
contract contains a description of the actions the
third party will take, including the designation and
training of responsible individuals, to ensure the se-
curity and confidentiality of pupil records.) #4°

e GDPR:(Datashall be processed inamanner that en-
sures appropriate security of the personal data, in-
cluding protection against unauthorised or unlawful
processing and against accidental loss, destruction
or damage, using appropriate technical or organisa-
tional measures.) 444

e GDPR: (Taking into account the state of the art,
the costs of implementation and the nature, scope,
context and purposes of processing as well as the
risk of varying likelihood and severity for the rights
and freedoms of natural persons, the controller and
the processor shall implement appropriate techni-
cal and organisational measures to ensure a level
of security appropriate to the risk, including inter
alia as appropriate: ...(b) the ability to ensure the on-
going confidentiality, integrity, availability and re-
silience of processing systems and services.) **

e GDPR: (In assessing the appropriate level of se-
curity account shall be taken in particular of the
risks that are presented by processing, in particu-
lar from accidental or unlawful destruction, loss, al-
teration, unauthorised disclosure of, or access to
personal data transmitted, stored or otherwise pro-
cessed.) *4¢

e CCPA: (A business that collects a consumer's per-
sonal information shall implement reasonable se-
curity procedures and practices appropriate to the
nature of the personal information to protect the
personal information from unauthorized or illegal

440Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.8.

441student Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(d)(1).

442Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.31(a)(1)(ii).

443California Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(5).

444General Data Protection Regulation (GDPR) 2016/679,
Principles relating to processing of personal data, Art. 5(1)(f).

445General Data Protection Regulation (GDPR) 2016/679, Security
of processing, Art. 32(1)(b).

446General Data Protection Regulation (GDPR) 2016/679, Security
of processing, Art. 32(2).
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access, destruction, use, modification, or disclo-
sure.) 44/

e CCPA: (“Security and Integrity” means the ability of
a network or an information system to detect secu-
rity incidents that compromise the availability, au-
thenticity, integrity, and confidentiality of stored or
transmitted personal information; to detect secu-
rity incidents, resist malicious, deceptive, fraudu-
lent, or illegal actions, and to help prosecute those
responsible for such actions; and a business to en-
sure the physical safety of natural persons.) *4®

447 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.100(e).

448Clifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ac).
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8.4.2: Physical Access

Do the policies clearly indicate whether or not the com-
pany implements physical access controls or limits em-
ployee access to user information?

Figure 97: Physical Access
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The Physical Access evaluation question indicates that
the company implements physical access controls or lim-
its employee access to user information only on a need-
to-know basis to better protect users from unauthorized
access of their data for unintended purposes.

Better Practice

Employee or physical access to user information is lim-
ited.

Worse Practice

Employee or physical access to user information is not
limited.

Statutes & Regulations:

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure the
contract contains a description of the actions the
third party will take, including the designation and
training of responsible individuals, to ensure the se-
curity and confidentiality of pupil records.) 4’

e CCPA: (A business shall ensure that all individuals
responsible for handling consumer inquiries about
the business's privacy practices or the business's
compliance with this title are informed of all re-
quirements and how to direct consumers to exer-
cise their rights.) >°

449 California Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(5).

450California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.135(c)(3).
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Data Transmission
8.5.1: Transit Encryption

Do the policies clearly indicate whether or not all datain
transit is encrypted?

Figure 98: Transit Encryption
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The Transit Encryption evaluation question indicates
that a user's personal information collected by the prod-
uct is transmitted in an encrypted format such as Trans-
port Layer Security (TLS). A company should not col-
lect and transmit personal information over the inter-
net without encryption because the personal informa-
tion could be intercepted by unauthorized individuals
which increases the risk a user's data is used for unin-
tended purposes.

Better Practice

All data in transit are encrypted.
Worse Practice

All datain transit are not encrypted.
Statutes & Regulations:

e DataBreach: (A person or business that owns, li-
censes, or maintains personal information about a
California resident is required to implement and
maintain reasonable security procedures and prac-
tices appropriate to the nature of the information,
and to protect the personal information from unau-
thorized access, destruction, use, modification, or
disclosure.)*°1

e GDPR: (Taking into account the state of the art,
the costs of implementation and the nature, scope,
context and purposes of processing as well as the
risk of varying likelihood and severity for the rights
and freedoms of natural persons, the controller and
the processor shall implement appropriate techni-
cal and organisational measures to ensure a level of
security appropriate to the risk, including inter alia
as appropriate: (a) the pseudonymisation and en-
cryption of personal data.) *°?

451California Data Breach Notification Requirements, Cal. Civ.
Code § 1798.81.5.

452General Data Protection Regulation (GDPR) 2016/679, Security
of processing, Art. 32(1)(a).
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e CCPA: (Any consumer whose nonencrypted and
nonredacted personal information, or whose email
address in combination with a password or secu-
rity question and answer that would permit access
to the account, is subject to an unauthorized access
and exfiltration, theft, or disclosure as aresult of the
business's violation of the duty to implement and
maintain reasonable security procedures and prac-
tices appropriate to the nature of the information
to protect the personal information may institute a
civil action.) #>°

453California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.150(a)(1)-(2).
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Data Storage
8.6.1: Storage Encryption

Do the policies clearly indicate whether or not all datain
storage is encrypted?

Figure 99: Storage Encryption
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The Storage Encryption evaluation question indicates
that auser's datais stored in the company's data servers
in an encrypted format. A company should not collect
and store a user's personal information without encryp-
tion because the personal information could be accessed
by unauthorized individualsor disclosed in adatabreach,
which increases the risk that a user's data is used for un-
intended purposes.

Better Practice

All data are stored in an encrypted format.
Worse Practice

All data are not stored in an encrypted format.
Statutes & Regulations:

e DataBreach: (A person or business that owns, li-
censes, or maintains personal information about a
California resident is required to implement and
maintain reasonable security procedures and prac-
tices appropriate to the nature of the information,
and to protect the personal information from unau-
thorized access, destruction, use, modification, or
disclosure.) *>*

e GDPR: (Taking into account the state of the art,
the costs of implementation and the nature, scope,
context and purposes of processing as well as the
risk of varying likelihood and severity for the rights
and freedoms of natural persons, the controller and
the processor shall implement appropriate techni-
cal and organisational measures to ensure a level of
security appropriate to the risk, including inter alia
as appropriate: (a) the pseudonymisation and en-
cryption of personal data.) *>°

454California Data Breach Notification Requirements, Cal. Civ.
Code §1798.81.5.

455General Data Protection Regulation (GDPR) 2016/679, Security
of processing, Art. 32(1)(a).

CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL PUBLIC LICENSE

e CCPA: (Any consumer whose nonencrypted and
nonredacted personal information, or whose email
address in combination with a password or secu-
rity question and answer that would permit access
to the account, is subject to an unauthorized access
and exfiltration, theft, or disclosure as aresult of the
business's violation of the duty to implement and
maintain reasonable security procedures and prac-
tices appropriate to the nature of the information
to protect the personal information may institute a
civil action.) 4°¢

456California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.150(a)(1)-(2).
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8.6.2: Data Jurisdiction

Do the policies clearly indicate what jurisdiction a user's
personal information may be subject to?

Figure 100: Data Jurisdiction
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The Data Jurisdiction evaluation question indicates
what jurisdiction a user's personal information is or may
be subject to. A company should maintain its users' data
in its home jurisdiction because other countries may
have privacy and data protection laws that are poten-
tially more or less protective than the laws of the country
where a user's datais stored.

Percent

Transparent Practice

The company is clear what jurisdiction a user's personal
information is subject to.

Statutes & Regulations:

e COPPA: (An operator must maintain the confiden-
tiality, security, and integrity of personal informa-
tion collected from children.) #°7

e COPPA: (Anoperator must take reasonable steps to
release a child's personal information only to ser-
vice providers and third parties who are capable
of maintaining the confidentiality, security, and in-
tegrity of the information, and provide assurances
that they contractually maintain the information in
the same manner.) #>8

e SOPIPA: (A third party service provider must
maintain reasonable security procedures and
practices.) +*?

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure the
contract contains a statement that pupil records
continue to be the property of and under the con-
trol of the local educational agency.) “¢°

457See Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.3(e); See also 16 C.F.R. Part 312.8.

4585ee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.8.

4595ee Student Online Personal Information Protection Act
(SOPIPA), Cal. B.&P. Code § 22584(b)(4)(E)(iii)

4605ee California Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(1).
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e GDPR: (Taking into account the state of the art,
the costs of implementation and the nature, scope,
context and purposes of processing as well as the
risk of varying likelihood and severity for the rights
and freedoms of natural persons, the controller and
the processor shall implement appropriate techni-
cal and organisational measures to ensure a level
of security appropriate to the risk, including inter
alia as appropriate: ... (c) the ability to restore the
availability and access to personal data in a timely
manner in the event of a physical or technical inci-
dent.) %!

e GDPR: (Any transfer of personal data which are un-
dergoing processing or are intended for processing
after transfer to a third country or to an interna-
tional organisation shall take place only if, subject
to the other provisions of this Regulation, the condi-
tions laid down in this Chapter are complied with by
the controller and processor, including for onward
transfers of personal data from the third country or
aninternational organisation to another third coun-
try or to another international organisation. All pro-
visions in this Chapter shall be applied in order to
ensure that the level of protection of natural per-
sons guaranteed by this Regulation is not under-
mined.) 462

461Gee General Data Protection Regulation (GDPR) 2016/679,
Security of processing, Art. 32(1)(c).

462General Data Protection Regulation (GDPR) 2016/679, General
principle for transfers, Art. 44.
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Data Breach
8.7.1: Breach Notice

Do the policies clearly indicate whether or not the com-
pany provides notice in the event of a data breach?

Figure 101: Breach Notice
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The Breach Notice evaluation question indicates that in
the event of a data breach, the company will provide no-
tice to any users affected. A company should provide no-
tice to users in the event their data is disclosed in a data
breach because there is an increased risk the data may
be used for unintended purposes.

Better Practice

Notice is provided in the event of a data breach.
Worse Practice

Notice is not provided in the event of a data breach.
Statutes & Regulations:

e DataBreach: (A business that collects personal in-
formation from California consumers is required to
disclose a breach of the security of their system fol-
lowing discovery or notification of the breach in the
security of a consumer's data whose unencrypted
personal information was reasonably believed to
have been acquired by an unauthorized person.) 44

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure the
contract contains a description of the procedures
for notifying the affected parent, legal guardian, or
eligible pupil in the event of an unauthorized disclo-
sure of the pupil's records.) %4

o GDPR: (“personal data breach” means a breach of
security leading to the accidental or unlawful de-
struction, loss, alteration, unauthorised disclosure
of, or access to, personal data transmitted, stored or
otherwise processed.) 44>

463California Data Breach Notification Requirements, Cal. Civ.
Code §1798.29; § 1798.29(h)(4); § 1798.82.

464California Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(6).

465General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(12).
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e GDPR: (In the case of a personal data breach, the
controller shall without undue delay and, where
feasible, not later than 72 hours after having be-
come aware of it, notify the personal data breach to
the supervisory authority competent in accordance
with Article 55, unless the personal data breach is
unlikely to result in arisk to the rights and freedoms
of natural persons. Where the notification to the su-
pervisory authority is not made within 72 hours, it
shall be accompanied by reasons for the delay.) 4¢¢

e GDPR: (The processor shall notify the controller
without undue delay after becoming aware of a per-
sonal data breach.) #¢7

e GDPR: (The notification ... shall at least: (a) de-
scribe the nature of the personal data breach includ-
ing where possible, the categories and approximate
number of data subjects concerned and the cate-
gories and approximate number of personal data
records concerned; (b) communicate the name and
contact details of the data protection officer or
other contact point where more information can
be obtained; (c) describe the likely consequences of
the personal data breach; (d) describe the measures
taken or proposed to be taken by the controller to
address the personal data breach, including, where
appropriate, measures to mitigate its possible ad-
verse effects.) 468

e GDPR: (Where, and in so far as, it is not possible to
provide the information at the same time, the infor-
mation may be provided in phases without undue
further delay.) #¢?

e GDPR: (The controller shall document any personal
data breaches, comprising the facts relating to the
personal data breach, its effects and the remedial
action taken. That documentation shall enable the
supervisory authority to verify compliance with this
Article.)*7°

e GDPR: (When the personal data breach is likely to
result in a high risk to the rights and freedoms of
natural persons, the controller shall communicate
the personal data breach to the data subject with-
out undue delay.) *"?

466General Data Protection Regulation (GDPR) 2016/679,
Notification of a personal data breach to the supervisory authority,
Art. 33(1).

467 General Data Protection Regulation (GDPR) 2016/679,
Notification of a personal data breach to the supervisory authority,
Art. 33(2).

468 General Data Protection Regulation (GDPR) 2016/679,
Notification of a personal data breach to the supervisory authority,
Art. 33(3)(a)-(d).

469General Data Protection Regulation (GDPR) 2016/679,
Notification of a personal data breach to the supervisory authority,
Art. 33(4).

470General Data Protection Regulation (GDPR) 2016/679,
Notification of a personal data breach to the supervisory authority,
Art. 33(5).

471General Data Protection Regulation (GDPR) 2016/679,
Communication of a personal data breach to the data subject, Art.
34(1).
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e GDPR: (Communicationto the data subject shall de-

scribe in clear and plain language the nature of the
personal data breach and contain at least the infor-
mation and the recommendations provided.) 72

GDPR: (The communication to the data subject ...
shall not be required if any of the following condi-
tions are met: (a) the controller has implemented
appropriate technical and organisational protection
measures, and that those measures were applied
to the personal data affected by the personal data
breach, in particular those that render the personal
data unintelligible to any person who is not autho-
rised to access it, such as encryption; (b) the con-
troller has taken subsequent measures which en-
sure that the high risk to the rights and freedoms
of data subjects ... is no longer likely to materialise;
(c) itwould involve disproportionate effort. Insuch a
case, there shall instead be a public communication
or similar measure whereby the data subjects arein-
formed in an equally effective manner.) %2

CCPA: (Any consumer whose nonencrypted and
nonredacted personal information, or whose email
address in combination with a password or secu-
rity question and answer that would permit access
to the account, is subject to an unauthorized access
and exfiltration, theft, or disclosure as aresult of the
business's violation of the duty to implement and
maintain reasonable security procedures and prac-
tices appropriate to the nature of the information
to protect the personal information may institute a
civil action.)#74

472General Data Protection Regulation (GDPR) 2016/679,

Communication of a personal data breach to the data subject, Art.

34(2).
473General Data Protection Regulation (GDPR) 2016/679,

Communication of a personal data breach to the data subject, Art.

34(3)(a)-(c).
474California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.150(a)(1)-(2).
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Data Oversight
8.8.1: Audit Practices

Do the policies clearly indicate whether or not the data
privacy or security practices of the company are inter-
nally or externally audited?

Figure 102: Audit Practices
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The Audit Practices evaluation question indicates
whether the company has internal or external privacy
or security staff assessments or audits to ensure user
data is secure. A company should implement occasional
privacy and security assessments that are continu-
ously updated to protect users' personal information
collected by the product from unauthorized access.

Better Practice

Data-privacy and/or security-compliance audits are per-
formed.

Worse Practice

Data-privacy and/or security-compliance audits are not
performed.

Statutes & Regulations:

e GDPR: (The controller shall be responsible for, and
be able to demonstrate compliance with ... process-
ing of personal data.) %>

e GDPR: (Taking into account the nature, scope, con-
text and purposes of processing as well as the risks
of varying likelihood and severity for the rights and
freedoms of natural persons, the controller shall im-
plement appropriate technical and organisational
measures to ensure and to be able to demonstrate
that processing is performed in accordance with
this Regulation. Those measures shall be reviewed
and updated where necessary.) 4/¢

e GDPR:(Where proportionateinrelationto process-
ing activities, the responsibility of the controller

475General Data Protection Regulation (GDPR) 2016/679,
Principles relating to processing of personal data, Art. 5(2).

476General Data Protection Regulation (GDPR) 2016/679,
Responsibility of the controller, Art. 24(1).

CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL PUBLIC LICENSE

... shall include the implementation of appropriate
data protection policies by the controller.)*’”

e GDPR: (Taking into account the state of the art,
the costs of implementation and the nature, scope,
context and purposes of processing as well as the
risk of varying likelihood and severity for the rights
and freedoms of natural persons, the controller and
the processor shall implement appropriate techni-
cal and organisational measures to ensure a level of
security appropriate to the risk, including inter alia
as appropriate: ... (d) a process for regularly testing,
assessing and evaluating the effectiveness of tech-
nical and organisational measures for ensuring the
security of the processing.) %8

e CAADCA: (The term “Data Protection Impact As-
sessment” means a systematic survey to assess and
mitigate risks that arise from the data management
practices of the business to children who are rea-
sonably likely to access the online service, product,
or feature at issue that arises from the provision of
that online service, product, or feature.)’?

o CAADCA: (A business shall before any new online
services, products, or features are offered to the
public, complete a Data Protection Impact Assess-
ment for any online service, product, or feature
likely to be accessed by children and maintain doc-
umentation of this assessment as long as the online
service, product, or feature is likely to be accessed
by children.) %80

477 General Data Protection Regulation (GDPR) 2016/679,
Responsibility of the controller, Art. 24(2).

478General Data Protection Regulation (GDPR) 2016/679, Security
of processing, Art. 32(1)(d).

479California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.30(b)(2).

480California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(a)(1)(A)-(B),(2)-(4),(c).
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Responsible Use (How
are Social
Interactions Managed
and User Information
Displayed?)

Social Interactions

9.1.1: Safe Interactions

Do the policies clearly indicate whether or not a user can
interact with trusted users?

Figure 103: Safe Interactions
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The Safe Interactions evaluation question indicates
whether users can have social interactions with trusted
or other known users, such as with students in the same
classroom or school, or friends they know in real life. A
company should only provide safe interactions for chil-
dren and students with users that they already know or
have a real-life relationship with offline to prevent inap-
propriate conversations with adults that could cause so-
cial, emotional, or physical harm.

Response

Qualitative Status: Complex

The qualitative nature of this question is complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

e COPPA: (An operator is required to disclose
whether the service enables a child to make
personal information publicly available.) 4¢*

e COPPA: (An operator is prohibited from making
personal information from a child publicly available

in identifiable form by any means, including a public
posting through the Internet, or through a personal
home page or screen posted on a Web site or online
service, a pen pal service, an electronic mail service,
amessage board, or a chat room.) %82

4815ee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.4(d)(2).
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4825ee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.2.
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9.1.2: Unsafe Interactions

Do the policies clearly indicate whether or not a user can
interact with untrusted users?

Figure 104: Unsafe Interactions
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The Unsafe Interactions evaluation question indicates
whether any users can have social interactions with
other untrusted or unknown users, such as other users
on the product who may be adults or children. A com-
pany should only provide unsafe interactions between
adults to prevent inappropriate conversations between
adults and children that could cause social, emotional, or
physical harm.

Better Practice

Users cannot interact with untrusted users, including
strangers and/or adults.

Worse Practice

Users can interact with untrusted users, including
strangers and/or adults.

Statutes & Regulations:

e COPPA: (An operator is required to disclose
whether the service enables a child to make
personal information publicly available.) #5°

e COPPA: (An operator is prohibited from making
personal information from a child publicly available
in identifiable form by any means, including a public
posting through the Internet, or through a personal
home page or screen posted on a Web site or online
service, a pen pal service, an electronic mail service,
amessage board, or a chat room.) 8%

4835ee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.4(d)(2).

484500 Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.2.
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9.1.3: Share Profile

Do the policies clearly indicate whether or not informa-
tion must be shared or revealed by a user in order to par-
ticipate in social interactions?

Figure 105: Share Profile
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The Share Profile evaluation question indicates whether
the user's profile information on the product must be
shared with other users for social interactions. A com-
pany should limit the types of profile information that
must be be shared with other users or publicly with
privacy controls to prevent inadvertent disclosure of
a user's identity that could cause social, emotional, or
physical harm.

Better Practice

Profile information must be not shared for social inter-
actions.

Worse Practice

Profile information must be shared for social interac-
tions.

Statutes & Regulations:

e COPPA: (An operator is required to disclose
whether the service enables a child to make
personal information publicly available.) “¢>

4855ee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.4(d)(2).
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Data Visibility
9.2.1: Visible Data

Do the policies clearly indicate whether or not a user's
personal information can be displayed publicly in any
way?

Figure 106: Visible Data

100

75
35% . 28% 26% 20
€ 34%
9]
© 50
9]
o
25 50% T 54% 55% 59%
0
2018 2019 2020 2021 2022
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The Visible Data evaluation question indicates whether
auser's personal information can be made publicly avail-
able on the product to other unknown users, or pub-
licly available online to anyone. A company should use
privacy-by-design principles with default privacy con-
trols that use the most privacy-protecting settings for a
user's personal data that set visibility to ““private” on the
product, which allows the user to change the visibility as
needed. A company should also limit the types of profile
information of children or students that can be shared
with other users or publicly to prevent inadvertent dis-
closure of a user's identity that could cause social, emo-
tional, or physical harm.

Better Practice

Personal information can be not displayed publicly.
Worse Practice

Personal information can be displayed publicly.
Statutes & Regulations:

e COPPA: (An operator is required to disclose
whether the service enables a child to make
personal information publicly available.) 4%

e COPPA: (An operator is prohibited from making
personal information from a child publicly available
in identifiable form by any means, including a public
posting through the Internet, or through a personal
home page or screen posted on a Web site or online
service, a pen pal service, an electronic mail service,
amessage board, or a chat room.) 87

486Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.4(d)(2).

487Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.
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9.2.2: Control Visibility

Do the policies clearly indicate whether or not a user has
control over how their personal information is displayed
to others?

Figure 107: Control Visibility
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The Control Visibility evaluation question indicates
whether a user can control how their personal informa-
tion is displayed to other users on the product or else-
where online. Acompany should limit the types of profile
information of children or students that can be shared
with other users or publicly with privacy controls to pre-
ventinadvertentdisclosure of auser'sidentity that could
cause social, emotional, or physical harm.

Better Practice
Users can control how their data are displayed to others.
Worse Practice

Users cannot control how their data are displayed to oth-
ers.

Statutes & Regulations:

o CAADCA: (A business shall configure all default pri-
vacy settings provided to children by the online ser-
vice, product, or feature to settings that offer a high
level of privacy, unless the business can demon-
strate a compelling reason that a different setting is
in the best interests of children.) 4%®

488California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ.Code § 1798.99.31(a)(6).
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Monitor and Review others the technical means to restrict access to ma-
H 490
9.3.1: Monitor Content terial.)

Do the policies clearly indicate whether or not the com-
pany reviews, screens, or monitors user-created con-
tent?

Figure 108: Monitor Content
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Response . better unclear worse

The Monitor Content evaluation question indicates that
the company has a process to review, screen, or monitor
user-created content for inappropriate content. A com-
pany should have a content-moderation management
system in place to prevent age-inappropriate content,
or content that otherwise violates the respective poli-
cies from being shared between adults and children that
could cause social, emotional, or physical harm.

Better Practice

User-created content is reviewed, screened, or moni-
tored by the company.

Worse Practice

User-created content is not reviewed, screened, or mon-
itored by the company.

Statutes & Regulations:

e DSA:(Providers of intermediary services shall make
publicly available, in amachine-readable format and
in an easily accessible manner, at least once a year,
clear, easily comprehensible reports on any content
moderation that they engaged in during the rele-
vant period.) 467

e CDA: (No provider or user of an interactive com-
puter service shall be held liable on account of any
action voluntarily taken in good faith to restrict ac-
cesstooravailability of material that the provider or
user considers to be obscene, lewd, lascivious, filthy,
excessively violent, harassing, or otherwise objec-
tionable, whether or not such material is constitu-
tionally protected; or any action taken to enable or
make available to information content providers or

489Djgital Services Act (Regulation (EU) 2022/2065), Transparency
reporting obligations for providers of intermediary services, Art. 490The Communications Decency Act of 1996 (CDA), 47 US.C.
15(1). 230(c).
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9.3.2: Filter Content

Do the policies clearly indicate whether or not the com-
pany takes reasonable measuresto delete all personalin-
formation from a user's postings before they are made
publicly visible?

Figure 109: Filter Content
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Response . better unclear worse

The Filter Content evaluation question indicates that all
personal information is deleted by the company from
a child's or student's postings on the product before it
is made public or available to other users. A company
should have a content-filtering system in place to pre-
vent personal information from children and students
from being shared publicly or between adults and chil-
drenthat could cause social,emotional, or physical harm.

Better Practice

User-created content is filtered for personal information
before being made publicly visible.

Worse Practice

User-created content is not filtered for personal infor-
mation before being made publicly visible.

Statutes & Regulations:

e COPPA: (Anoperator may prevent collection of per-
sonal information if it takes reasonable measures to
delete all or virtually all personal information from
a child's postings before they are made public and
also to delete the information from its records.) #’*

491Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.
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9.3.3: Moderating Interactions

Do the policies clearly indicate whether or not social in-
teractions between users of the product may be moder-
ated?

Figure 110: Moderating Interactions
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The Moderating Interactions evaluation question indi-
cates whether the company monitors and filters social
interactions between users on the product. A company
should have a social interaction filtering system in place
to prevent personal information from children and stu-
dents from being shared between adults and children as
well as preventing abusive content that could cause so-
cial, emotional, or physical harm.

Better Practice

Social interactions between users are moderated.
Worse Practice

Social interactions between users are not moderated.
Statutes & Regulations:

o COPPA: (Anoperator may prevent collection of per-
sonal information if it takes reasonable measures to
delete all or virtually all personal information from
a child's postings before they are made public and
also to delete the information from its records.) 472

e COPPA: (An operator is prohibited from making
personal information from a child publicly available
in identifiable form by any means, including a public
posting through the Internet, or through a personal
home page or screen posted on a Web site or online
service, a pen pal service, an electronic mail service,
amessage board, or a chat room.) *7*

492Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

493Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.
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9.3.4: Log Interactions

Do the policies clearly indicate whether or not social
interactions, including private and direct messages, are
logged by the company and are available for review or
audit?

Figure 111: Log Interactions
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The Log Interactions evaluation question indicates that
social interactions between users on the product are
logged by the company for safety purposes. A company
that provides social interactions between users should
loginteractions only for a specified period of time to pre-
vent inappropriate conversations between adults and
children that could cause social, emotional, or physical
harm. However, logging of children's or students' per-
sonal information, usage information, and behavioral in-
formation through the use of email, chat communica-
tions, and use of the product itself can increase the risk
that the information may be used or disclosed in unin-
tended ways.

Qualitative Status: Complex

The qualitative nature of this questionis complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.
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Report Content
9.4.1: Block Content

Do the policies clearly indicate whether or not an autho-
rized user has the ability to filter or block inappropriate
content?

Figure 112: Block Content
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Response . better unclear worse

The Block Content evaluation question indicates that
there is a process for the user, parent, or educator to
temporarily or permanently block inappropriate content
on the product from being displayed to children and stu-
dents. Acompany should have a content-filtering system
in place to prevent children and students from being ex-
posed to obscene or inappropriate content that could
cause social, emotional, or physical harm.

Better Practice

Users can filter or block inappropriate content.
Worse Practice

Users cannot filter or block inappropriate content.
Statutes & Regulations:

e CIPA: (A K-12 school under E-Rate discounts is re-
quired to adopt a policy of Internet safety for minors
that includes monitoring the online activities of mi-
nors and the operation of a technology protection
measure with respect to any of its computers with
Internet access that protects against access to vi-
sual depictions that are obscene, child pornography,
or harmful to minors.) 47

e CalPRMDW: (Prohibits an operator from marketing
or advertising non age-appropriate types of prod-
ucts or services to a minor under 18 years of age and
from knowingly using, disclosing, compiling, or al-
lowing a third party to use, disclose, or compile, the
personal information of a minor for the purpose of
marketing or advertising non age-appropriate types
of products or services. Also, a minor is permitted
to request to “erase” or remove and obtain removal

494Children's Internet Protection Act (CIPA), 47 US.C.§
254(h)(5)(B).

CREATIVE COMMONS ATTRIBUTION 4.0 INTERNATIONAL PUBLIC LICENSE

of content or information posted on the operator's
site.) 7°

e CDA: (A provider of an interactive computer ser-
vice shall notify the customer that parental control
protections (such as computer hardware, software,
or filtering services) are commercially available that
may assist the customer in limiting access to mate-
rial that is harmful to minors.) 4%

495California Privacy Rights for Minors in the Digital World, Cal.
B.&P. Code §§ 22580-22582.

496The Communications Decency Act of 1996 (CDA), 47 US.C.
230(d).
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9.4.2: Report Abuse

Do the policies clearly indicate whether or not inappro-
priate content, harassment, or cyberbullying can be re-
ported?

Figure 113: Report Abuse
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The Report Abuse evaluation question indicates that
there is a process for the user, parent, or educator to
temporarily or permanently block specific users on the
product from displaying content or engaging in social in-
teractions with other children and students. The abil-
ity to report abuse and cyberbullying is becoming in-
creasingly important to teachers and parents in order
to protect children who are spending more time online
both in and out of school. A company should have a
cyberbullying- or abuse-reporting mechanism in place
to prevent children and students from being exposed
to abuse that could cause social, emotional, or physical
harm.

Better Practice

Users can report abuse or cyberbullying.
Worse Practice

Users cannot report abuse or cyberbullying.
Statutes & Regulations:

o CAADCA: (A business shall provide prominent, ac-
cessible, and responsive tools to help children, or
their parents or guardians, exercise their privacy
rights and report concerns.)*”/

e DSA: (Providers of hosting services shall put mech-
anisms in place to allow any individual or entity to
notify them of the presence on their service of spe-
cific items of information that the individual or en-
tity considers to be illegal content.) *7®

497 California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(a)(10).

498Djgital Services Act (Regulation (EU) 2022/2065), Notice and
action mechanisms, Art. 16(1).
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Internet Safety
9.5.1: Safe Tools

Do the policies clearly indicate the company provides
notice, resources, or processes that support safe and ap-
propriate social interactions on the product?

Figure 114: Safe Tools
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The Safe Tools evaluation question indicates that the
company provides links to resources to help consumers,
parents, and educators learn more about how to better
protect their privacy on the product and the privacy of
their children and students. Companies should prioritize
the safety and privacy of their users with links to third-
party resources to learn more how to become a better
digital citizen and protect themselves online.

Percent

Transparent Practice

The company provides links to resources that support
safe and appropriate social interactions.

Statutes & Regulations:

e CIPA: (A K-12 school under E-Rate discounts is re-
quired to adopt a policy of Internet safety for minors
that includes monitoring the online activities of mi-
nors and the operation of a technology protection
measure with respect to any of its computers with
Internet access that protects against access to vi-
sual depictions that are obscene, child pornography,
or harmful to minors.) 77

e CalPRMDW: (Prohibits an operator from marketing
or advertising non age-appropriate types of prod-
ucts or services to a minor under 18 years of age and
from knowingly using, disclosing, compiling, or al-
lowing a third party to use, disclose, or compile, the
personal information of a minor for the purpose of
marketing or advertising non age-appropriate types
of products or services. Also, a minor is permitted
to request to “erase” or remove and obtain removal
of content or information posted on the operator's
site.) °%0

499Gee Children's Internet Protection Act (CIPA), 47 US.C. §
254(h)(5)(B).

5005ee California Privacy Rights for Minors in the Digital World, Cal.
B.&P. Code §§ 22580-22582.
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e CDA: (A provider of an interactive computer ser-
vice shall notify the customer that parental control
protections (such as computer hardware, software,
or filtering services) are commercially available that
may assist the customer in limiting access to mate-
rial that is harmful to minors.) °°*

501The Communications Decency Act of 1996 (CDA), 47 U.S.C.
230(d).
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Advertising (How are
Data used for
Traditional,
Contextual, or
Behavioral
Marketing?)

Company Communications

10.1.1: Service Messages

Do the policies clearly indicate whether or not a user
may receive service- or administrative-related email or
text message communications from the company or a
third party?

Figure 115: Service Messages
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The Service Messages evaluation question indicates that
users may receive non-marketing communications from
the company by email or mobile notifications to provide
notice of important updates, service announcements, or
changes to the policies or practices of the product.

Better Practice

A user can receive service- or administrative-related
communications from the company.

Worse Practice

A user cannot receive service- or administrative-related
communications from the company.

Statutes & Regulations:

e CCPA: (“Business purpose” means the use of per-
sonal information for the business's operational
purposes, or other notified purposes, or for the
service provider or contractor's operational pur-

1 30 2023 Privacy Program Evaluation Framework

poses, provided that the use of personal informa-
tion shall be reasonably necessary and proportion-
atetoachieve the purpose for which the personalin-
formationwas collected or processed or for another
purpose thatis compatible with the context in which
the personal information was collected.) °°?

502Clifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e).
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Traditional Advertising
10.2.1: Contextual Ads

Do the policies clearly indicate whether or not tradi-
tional or contextual advertisements are displayed to a
user based on a webpage's content, and not that user's
data?

Figure 116: Contextual Ads
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Response . better unclear worse

The Contextual or Traditional Advertisements evalua-
tion question indicates whether advertisements are dis-
played to any users without using any collected per-
sonal information from the product. Traditional adver-
tisements (otherwise referred to as contextual adver-
tisements) display products and services to users based
only on the relevant content or web page the user is cur-
rently viewing, but contextual ads do not collect any spe-
cificinformation about the user in order to display these
ads.

Better Practice

Traditional or contextual advertisements are not dis-
played.

Worse Practice
Traditional or contextual advertisements are displayed.
Statutes & Regulations:

o COPPA:(Anoperator may display contextual adver-
tisements to a child under the age of 13 without ver-
ifiable parental consent, under the “internal opera-
tions” exception.) %%

e CCPA: (“Advertising and marketing” means a com-
munication by a business or a person acting on the
business's behalf in any medium intended to induce
a consumer to obtain goods, services, or employ-
ment.) °%*

e CCPA: (Business purposes include auditing related
to counting ad impressions to unique visitors, ver-
ifying positioning and quality of ad impressions,

503Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

504California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(a).
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and auditing compliance with this specification and
other standards.) >%°

e CCPA: (Business purposes include short-term,
transient use, including but not limited to non-
personalized advertising shown as part of a
consumer's current interaction with the business,
provided that the consumer's personal information
is not disclosed to another third party and is not
used to build a profile about the consumer or
otherwise alter the consumer's experience outside
the current interaction with the business.) °%¢

e CCPA: (“Non-personalized advertising” means ad-
vertising and marketing that is based solely on a
consumer's personal information derived from the
consumer's current interaction with the business,
with the exception of the consumer's precise geolo-
cation.)>%”

e DSA: (Providers of online platforms that present ad-
vertisements on their online interfaces shall ensure
that, for each specific advertisement presented to
each individual recipient, the recipients of the ser-
vice are able to identify, in a clear, concise and un-
ambiguous manner and in real time.) °%°

e CCPA: (A “business purpose” means providing ad-
vertising and marketing services, except for cross-
context behavioral advertising, to the consumer,
provided that for the purpose of advertising and
marketing, a service provider or contractor shall
not combine the personal information of opted-out
consumers which the service provider or contrac-
tor receives from or on behalf of the business with
personal information which the service provider or
contractor receives from or on behalf of another
person or persons, or collects from its own interac-
tion with consumers.) °%?

505California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e)(1).

506 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e)(4).

507 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(t).

508 Digital Services Act (Regulation (EU) 2022/2065), Advertising
ononline platforms, Art. 26.

509 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e)(6).
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Behavioral Advertising
10.3.1: Personalised Ads

Do the policies clearly indicate whether or not advertis-
ing based on a user's personal information are displayed
on the first-party product?

Figure 117: Personalised Ads

100
32%
75

26% 41% 41% 38%
g 12%
0
© 50 39% 18% 12%
(3] 21%
o
25 47% 50%
29% 33% %
0
2018 2019 2020 2021 2022
Response . better unclear worse

The Personalised Ads evaluation question indicates
whether advertisements are displayed to any users
based on collected personal information or behavioral
information on how users use the product also known
as behavioral or targeted advertisements. Personalised
advertisements take targeted advertisements one step
further, collecting specific information about users typ-
ically through the use of cookies, beacons, tracking pix-
els, persistent identifiers, or other tracking technologies
that provide more specific information over time about
the user. This information is then shared with advertis-
ers, who display even more targeted products and ser-
vices than targeted advertisements to the user based on
the behavioral information they received from the user's
activities on the product.

Better Practice

Personalised advertising is not displayed.
Worse Practice

Personalised advertising is displayed.
Statutes & Regulations:

e COPPA: (An operator is prohibited from including
behavioral advertisements or amassing a profile of a
child under the age of 13 child without parental con-
sent.)°10

e SOPIPA: (An operator is prohibited from using stu-
dent data for targeted advertising.) °>**

e CCPA: (“Share,” “shared, or “sharing” means shar-
ing, renting, releasing, disclosing, disseminating,
making available, transferring, or otherwise com-
municating orally, in writing, or by electronic or

510Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2

5115tudent Online Personal Information Protection Act (SOPIPA),
Cal.B.&P. Code § 22584(b)(1)(A).
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other means, a consumer's personal information by
the business to a third party for cross-context be-
havioral advertising, whether or not for monetary
or other valuable consideration, including transac-
tions between a business and a third party for cross-
context behavioral advertising for the benefit of a
business in which no money is exchanged.) °?

e DSA: (Providers of online platforms that present ad-
vertisements on their online interfaces shall ensure
that, for each specific advertisement presented to
each individual recipient, the recipients of the ser-
vice are able to identify, in a clear, concise and un-
ambiguous manner and in real time.) °*°

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure the
contract contains a prohibition against the third
party using personally identifiable information in
pupil records to engage in targeted advertising.) °'*

512California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ah).

513Djgital Services Act (Regulation (EU) 2022/2065), Advertising
ononline platforms, Art. 26.

514California Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(9).
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Ad Tracking
10.4.1: Third-Party Tracking

Do the policies clearly indicate whether or not third-
party tracking technologies collect any information from
a user of the product for the third-party's own purposes
including advertising?

Figure 118: Third-Party Tracking
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The Third-Party Tracking evaluation question indicates
whether the company allows third-party companies to
use cookies or other tracking technologies on its prod-
uct, which enables those third parties companies to col-
lect and use a user's personal information for their own
purposes. A company should not permit third-party ad-
vertising services or tracking technologies to collect any
information from a user while using the service. A user's
personal information provided to a product should not
also be used by a third party to persistently track that
user's behavioral actions on the product to influence
what content they see in the product and elsewhere on-
line. Third-party tracking can influence a user's decision-
making processes without their knowledge, which may
cause unintended harm.

Better Practice

Data are not collected by third-parties for their own pur-
poses.

Worse Practice

Data are collected by third-parties for their own pur-
poses.

Statutes & Regulations:

e SOPIPA: (An operator is prohibited from tracking
a student across websites with targeted advertis-
ing.) %15

e COPPA: (An operator is prohibited from sharing
a persistent identifier collected from children that
can be used to recognize and track a user over time
and across different websites or services without
verifiable parental consent.) °1¢

5155tudent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(1)(B).

516Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.
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e CalOPPA: (An operator may provide a hyperlink in
their privacy policy to a location containing a de-
scription, including the effects, of any program or
protocol that offers the consumer a choice not to be
tracked.) >/

e CCPA: (“Cross-context behavioral advertising”
means the targeting of advertising to a consumer
based on the consumer's personal information
obtained from the consumer's activity across busi-
nesses, distinctly-branded websites, applications,
or services, other than the business, distinctly-
branded website, application, or service with which
the consumer intentionally interacts.) °18

e CCPA: (“Share,” “shared,” or “sharing” means shar-
ing, renting, releasing, disclosing, disseminating,
making available, transferring, or otherwise com-
municating orally, in writing, or by electronic or
other means, a consumer's personal information by
the business to a third party for cross-context be-
havioral advertising, whether or not for monetary
or other valuable consideration, including transac-
tions between a business and a third party for cross-
context behavioral advertising for the benefit of a
business in which no money is exchanged.)°*”

e CCPA: (“Unique identifier” or “Unique personal
identifier” means a persistent identifier that can be
used to recognize a consumer, a family, or a de-
vice that is linked to a consumer or family, over
time and across different services, including, but not
limited to, a device identifier; an Internet Proto-
col address; cookies, beacons, pixel tags, mobile ad
identifiers, or similar technology; customer number,
unique pseudonym, or user alias; telephone num-
bers, or other forms of persistent or probabilistic
identifiers that can be used to identify a particu-
lar consumer or device that is linked to a consumer
or family. For purposes of this subdivision, “family”
means a custodial parent or guardian and any chil-
drenunder 18 years of age over which the parent or
guardian has custody.) >%°

517 California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(7).

518C3lifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(k).

519California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ah).

5205ee California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(aj).
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10.4.2: Track Users

Do the policies clearly indicate whether or not a user's
information is used to track users and display person-
alised advertisements on other third-party websites or
services?

Figure 119: Track Users
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The Track Users evaluation question indicates that the
product uses cookies or other tracking technologies on
its service for the specific purpose of allowing third-
party companies to display advertisements to the ser-
vice's users on other apps and services across the inter-
net. A company should not track users to target them
with advertisements on other third-party websites or
services. A user's personal information provided to a
product should not be used by a third party to persis-
tently track that user's behavioral actions over time and
across the internet on other apps and services.

Better Practice

User's information is not used to track and target adver-
tisements on other third-party websites or services.

Worse Practice

User's information is used to track and target advertise-
ments on other third-party websites or services.

Statutes & Regulations:

e COPPA: (An operator is prohibited from sharing
a persistent identifier collected from children that
can be used to recognize and track a user over time
and across different websites or services without
verifiable parental consent.) °2*

e SOPIPA: (An operator is prohibited from tracking
a student across websites with targeted advertis-
ing.) 522

e CalOPPA: (An operator is required to disclose
whether other third parties may collect person-
ally identifiable information about a consumer's on-

521Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

5225tydent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(1)(B).
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line activities over time and across different Web-
sites.) 223

e FERPA: (“Personal Information” under FERPA in-
cludes direct identifiers such as a student or fam-
ily member's name, or indirect identifiers such as a
date of birth, or mother's maiden name, or other in-
formation that is linkable to a specific student that
would allow a reasonable person in the school com-
munity to identify the student with reasonable cer-
tainty.) °%*

e CalPRMDW: (Prohibits an operator from marketing
or advertising non age-appropriate types of prod-
ucts or services to a minor under 18 years of age and
from knowingly using, disclosing, compiling, or al-
lowing a third party to use, disclose, or compile, the
personal information of a minor for the purpose of
marketing or advertising non age-appropriate types
of products or services. Also, a minor is permitted
to request to “erase” or remove and obtain removal
of content or information posted on the operator's
site.) °2°

e CCPA: (Business purposes include short-term,
transient use, including but not limited to non-
personalized advertising shown as part of a
consumer's current interaction with the business,
provided that the consumer's personal information
is not disclosed to another third party and is not
used to build a profile about the consumer or
otherwise alter the consumer's experience outside
the current interaction with the business.) °2¢

e CCPA: (“Cross-context behavioral advertising”
means the targeting of advertising to a consumer
based on the consumer's personal information
obtained from the consumer's activity across busi-
nesses, distinctly-branded websites, applications,
or services, other than the business, distinctly-
branded website, application, or service with which
the consumer intentionally interacts.) °2”

e CCPA: (“Share,” “shared, or “sharing” means shar-
ing, renting, releasing, disclosing, disseminating,
making available, transferring, or otherwise com-
municating orally, in writing, or by electronic or
other means, a consumer's personal information by
the business to a third party for cross-context be-
havioral advertising, whether or not for monetary
or other valuable consideration, including transac-
tions between a business and a third party for cross-

523California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(6).

5245ee Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.3.

525gee California Privacy Rights for Minors in the Digital World, Cal.
B.&P. Code §§ 22580-22582.

526 Gee California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e)(4).

527 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(k).
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context behavioral advertising for the benefit of a
business in which no money is exchanged.) °?¢

e CCPA: (“Unique identifier” or “Unique personal
identifier” means a persistent identifier that can be
used to recognize a consumer, a family, or a de-
vice that is linked to a consumer or family, over
time and across different services, including, but not
limited to, a device identifier; an Internet Proto-
col address; cookies, beacons, pixel tags, mobile ad
identifiers, or similar technology; customer number,
unique pseudonym, or user alias; telephone num-
bers, or other forms of persistent or probabilistic
identifiers that can be used to identify a particu-
lar consumer or device that is linked to a consumer
or family. For purposes of this subdivision, “family”
means a custodial parent or guardian and any chil-
drenunder 18 years of age over which the parent or
guardian has custody.) °?”

e CAADCA: (A business shall not collect, sell, “share”,
or retain any personal information that is not nec-
essary to provide an online service, product, or fea-
ture with which a child is actively and knowingly en-
gaged, unless the business can demonstrate a com-
pelling reason that the collecting, selling, sharing, or
retaining of the personal information is in the best
interests of children.) >%°

528Cglifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(ah).

529 See California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(aj).

530Gee California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(b)(3).
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10.4.3: Ad Profile

Do the policies clearly indicate whether or not the com-
pany allows third parties to use a user's data to create
an automated profile or engage in data enhancement for
the purposes of personalised advertising?

Figure 120: Ad Profile
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The Ad Profile evaluation question indicates whether
a product allows third-party companies to create a be-
havioral profile about a user based on the user's per-
sonal information for advertising or marketing purposes
across the internet. A company should not allow third
parties to use a user's data to create a profile, engage
in data enhancement or social advertising, or target ad-
vertising based on that audience segment or profile. Au-
tomated decision-making, including the creation of pro-
files for tracking or advertising purposes, can lead to an
increased risk of harmful outcomes that may dispropor-
tionately and significantly affect children or students.

Better Practice

Data profiles are not created and used for personalised
advertisements.

Worse Practice

Data profiles are created and used for personalised ad-
vertisements.

Statutes & Regulations:

e COPPA: (An operator is prohibited from including
behavioral advertisements or amassing a profile of a
child under the age of 13 child without parental con-
sent.)°31

e SOPIPA: (An operator is prohibited from amassing a
profile of a student.) °?

e SOPIPA: (An operator may share student data with
third parties for legitimate research purposes if
not used for advertising or to amass a profile on a

531Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2

5325tudent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(2).
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student for purposes other than K-12 school pur-
poses.) >33

e CalPRMDW: (Prohibits an operator from marketing
or advertising non age-appropriate types of prod-
ucts or services to a minor under 18 years of age and
from knowingly using, disclosing, compiling, or al-
lowing a third party to use, disclose, or compile, the
personal information of a minor for the purpose of
marketing or advertising non age-appropriate types
of products or services. Also, a minor is permitted
to request to “erase” or remove and obtain removal
of content or information posted on the operator's
site.) 234

e GDPR: (The controller shall, at the time when per-
sonal data are obtained, provide the data subject
with the following further information necessary
to ensure fair and transparent processing: ... (f) the
existence of automated decision-making, including
profiling ... and, at least in those cases, meaning-
ful information about the logic involved, as well as
the significance and the envisaged consequences of
such processing for the data subject.) >%°

e GDPR: (The controller shall provide the data sub-
ject with the following information necessary to en-
sure fair and transparent processing in respect of
the data subject: ... (g) the existence of automated
decision-making, including profiling....and, at leastin
those cases, meaningful information about the logic
involved, as well as the significance and the envis-
aged consequences of such processing for the data
subject.) °%¢

e GDPR: (The data subject shall have the right to ob-
tain from the controller confirmation as to whether
or not personal data concerning him or her are be-
ing processed, and where that is the case, access to
the personal data and the following information: ...
(h) the existence of automated decision-making, in-
cluding profiling ... and, at least in those cases, mean-
ingful information about the logic involved, as well
as the significance and the envisaged consequences
of such processing for the data subject.) %’

e GDPR: (The data subject shall have the right not to
be subject to a decision based solely on automated
processing, including profiling, which produces le-
gal effects concerning him or her or similarly signif-
icantly affects him or her.)°®

5335tudent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(e)(2).

534California Privacy Rights for Minors in the Digital World, Cal.
B.&P. Code §§ 22580-22582.

535General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(2)(f).

536General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(2)(g).

537 General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(1)(h).

538General Data Protection Regulation (GDPR) 2016/679,
Automated individual decision-making, including profiling, Art. 22(1).
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e GDPR: (Automated processing, including profiling,

which produces legal effects concerning him or her
or similarly significantly affects him or her shall be
permitted if ... based on the data subject's explicit
consent.) °%?

GDPR: (the data controller shall implement suitable
measures to safeguard the data subject's rights and
freedoms and legitimate interests, at least the right
to obtain humanintervention on the part of the con-
troller, to express his or her point of view and to con-
test the decision.) °*°

GDPR: (“profiling” means any form of automated
processing of personal data consisting of the use
of personal data to evaluate certain personal as-
pects relating to a natural person, in particular to
analyse or predict aspects concerning that natural
person's performance at work, economic situation,
health, personal preferences, interests, reliability,
behaviour, location or movements.) 4"

CCPA: (Business purposes include short-term,
transient use, including but not limited to non-
personalized advertising shown as part of a
consumer's current interaction with the business,
provided that the consumer's personal information
is not disclosed to another third party and is not
used to build a profile about the consumer or
otherwise alter the consumer's experience outside
the current interaction with the business.) >*?

CCPA: (“Personal information” includes inferences
drawn from any information to create a profile
about a consumer reflecting the consumer's prefer-
ences, characteristics, psychological trends, predis-
positions, behavior, attitudes, intelligence, abilities,
and aptitudes.)°*®

CCPA: (“Profiling” means any form of automated
processing of personal information to evaluate cer-
tain personal aspects relating to a natural person,
and in particular to analyze or predict aspects con-
cerning that natural person's performance at work,
economic situation, health, personal preferences,
interests, reliability, behavior, location or move-
ments.) °4*

CCPA: (“Unique identifier” or “Unique personal
identifier” means a persistent identifier that can be
used to recognize a consumer, a family, or a de-
vice that is linked to a consumer or family, over

time and across different services, including, but not
limited to, a device identifier; an Internet Proto-
col address; cookies, beacons, pixel tags, mobile ad
identifiers, or similar technology; customer number,
unique pseudonym, or user alias; telephone num-
bers, or other forms of persistent or probabilistic
identifiers that can be used to identify a particu-
lar consumer or device that is linked to a consumer
or family. For purposes of this subdivision, “family”
means a custodial parent or guardian and any chil-
drenunder 18 years of age over which the parent or
guardian has custody.) >#°

CAADCA: (The term “profiling” means any form of
automated processing of personal information that
uses personal information to evaluate certain as-
pects relating to a natural person, including ana-
lyzing or predicting aspects concerning a natural
person's performance at work, economic situation,
health, personal preferences, interests, reliability,
behavior, location, or movements.) >#¢

CAADCA: (A business shall not profile a child by de-
fault unless the business can demonstrate it has ap-
propriate safeguards in place to protect children,
and profiling is necessary to provide the online ser-
vice, product, or feature requested, or the business
can demonstrate a compelling reason that profiling
is in the best interests of children.) °*’

DSA: (Providers of online platforms shall not
present advertisements to recipients of the ser-
vice based on profiling using special categories of
personal data referred to in the GDPR.)>*®

DSA: (Providers of online platforms shall not
present advertisements on their interface based
on profiling using personal data of the recipient of
the service when they are aware with reasonable
certainty that the recipient of the service is a
minor.) >*?

539General Data Protection Regulation (GDPR) 2016/679,
Automated individual decision-making, including profiling, Art.
22(2)(c).

540General Data Protection Regulation (GDPR) 2016/679,
Automated individual decision-making, including profiling, Art. 22(3).

541General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(4).

542California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(e)(4).

543California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(v)(1)(K).

544California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(z).

5455ee California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(aj).

546California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.30(b)(6).

547 California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(b)(2)(A)-(B).

548 Djgital Services Act (Regulation (EU) 2022/2065), Advertising
on online platforms, Art. 26(3).

549Digital Services Act (Regulation (EU) 2022/2065), Online
protection of minors, Art. 28(2).
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Filtered Advertising
10.5.1: Filter Ads

Do the policies clearly indicate whether or not the com-
pany or third party filters advertisements for kids (e.g.,
no alcohol, gambling, violence, or sexual content)?

Figure 121: Filter Ads
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The Filter Ads evaluation question indicates that age-
inappropriate advertisements (e.g., alcohol, smoking,
gambling, violence, or sexual content) are excluded from
the product if used by children or students. A child's per-
sonal information provided to a product should not be
used to exploit that user's specific knowledge, traits, and
viewing behaviors to influence their desire to purchase
goods and services that are inappropriate for minors.

Better Practice

Ads displayed to children are filtered for inappropriate
content.

Worse Practice

Ads displayed to children are not filtered for inappropri-
ate content.

Statutes & Regulations:

e CalPRMDW: (Prohibits an operator from marketing
or advertising non age-appropriate types of prod-
ucts or services to aminor under 18 years of age and
from knowingly using, disclosing, compiling, or al-
lowing a third party to use, disclose, or compile, the
personal information of a minor for the purpose of
marketing or advertising non age-appropriate types
of products or services. Also, a minor is permitted
to request to “erase” or remove and obtain removal
of content or information posted on the operator's
site.) >0

e CIPA: (A K-12 school under E-Rate discounts is re-
quired to adopt a policy of Internet safety for minors
that includes monitoring the online activities of mi-
nors and the operation of a technology protection
measure with respect to any of its computers with

550California Privacy Rights for Minors in the Digital World, Cal.
B.&P. Code §§ 22580-22582.
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Internet access that protects against access to vi-
sual depictions that are obscene, child pornography,
or harmful to minors.) >°1

e CAADCA: (The term “likely to be accessed by chil-
dren” means it is reasonable to expect that the on-
line service, product, or feature would be accessed
by children, if the online service, product, or feature
displays advertisements marketed to children.)>°?

551Children's Internet Protection Act (CIPA), 47 US.C.§
254(h)(5)(B).

552California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.30(b)(4)(C).
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Marketing Communications
10.6.1: Company's Marketing

Do the policies clearly indicate whether or not the com-
pany may send marketing emails, text messages, or other
related communications that may be of interest to a
user?

Figure 122: Company’s Marketing
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The Company's Marketing evaluation question indicates
the company sends first-party marketing emails, text
messages, or other related communications to its users
for advertising purposes. A company should not send
first-party marketing messages to children or students.
Any marketing communications should only be sent to
adult users of the product if explicit opt-in consent was
obtained for that purpose.

Better Practice

The company cannot send marketing messages.
Worse Practice

The company can send marketing messages.
Statutes & Regulations:

o COPPA:(Anoperator may display contextual adver-
tisements to a child under the age of 13 without ver-
ifiable parental consent, under the “internal opera-
tions” exception.) >>°

o CalPRMDW: (Prohibits an operator from marketing
or advertising non age-appropriate types of prod-
ucts or services to a minor under 18 years of age and
from knowingly using, disclosing, compiling, or al-
lowing a third party to use, disclose, or compile, the
personal information of a minor for the purpose of
marketing or advertising non age-appropriate types
of products or services. Also, a minor is permitted
to request to “erase” or remove and obtain removal
of content or information posted on the operator's
site.) °>4

e CCPA: (“Non-personalized advertising” means ad-
vertising and marketing that is based solely on a
consumer's personal information derived from the
consumer's current interaction with the business,
with the exception of the consumer's precise geolo-
cation.) >>°

e Telecom Act: (A telecommunications carrier thatre-
ceives or obtains proprietary information from an-
other carrier for purposes of providing any telecom-
munications service shall not use customer informa-
tion for its own marketing efforts.) >>¢

553Gee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.2.

554California Privacy Rights for Minors in the Digital World, Cal.
B.&P. Code §§ 22580-22582.
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555California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(t).

556 Telecommunications Act, Privacy of customer information, 47
U.S. Code § 222(b).
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10.6.2: Third-Party Promotions

Do the policies clearly indicate whether or not the com-
pany may ask a user to participate in any third-party
sweepstakes, contests, surveys, or other similar promo-
tions?

Figure 123: Third-Party Promotions
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The Third-Party Promotions evaluation question indi-
cates that the company may send its own first-party or
third-party promotional sweepstakes, contests, or sur-
veys to users of the product. A company should not en-
courage the submission of personal information with the
use of promotions, prizes, or games.

Better Practice

The company does not provide promotional sweep-
stakes, contests, or surveys.

Worse Practice

The company does provide promotional sweepstakes,
contests, or surveys.

Statutes & Regulations:

e COPPA: (A vendor is prohibited from conditioning
achild's participation in a game or prize on the child
disclosing more info than necessary to participate in
the activity.) >>/

e COPPA: (A vendor may not request, prompt, entice,
or encourage the submission of Pll with the use of
prizes or games.) >°°

e PPRA: (All instructional materials including
teacher's manuals, films, tapes, or other sup-
plementary instructional material which is used
in connection with any research must be made
available for inspection by the parents or guardians
of the children.)>°”

e CAADCA: (A business shall not collect, sell, share,
or retain any personal information that is not nec-
essary to provide an online service, product, or fea-

557Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.7.

558Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.3(d).

559Protection of Pupil Rights Act (PPRA), 34 C.F.R. §98.3.
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ture with which a child is actively and knowingly en-
gaged, unless the business can demonstrate a com-
pelling reason that the collecting, selling, sharing, or
retaining of the personal information is in the best
interests of children.) °¢°

560California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.31(b)(3).
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Unsubscribe
10.7.1: Unsubscribe Ads

Do the policies clearly indicate whether or not a user can
opt out of any advertising?

Figure 124: Unsubscribe Ads
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The Unsubscribe Ads evaluation question indicates that
the company provides users with the ability to opt-out
from first-party or third-party advertising on the prod-
uct. Acompany should provide privacy controls for users
to easily opt-out of personalised advertising to users
based on their personal information.

Better Practice

Users can opt out of contextual, or personalised adver-
tising.

Worse Practice

Users cannot opt out of contextual, or personalised ad-
vertising.

Statutes & Regulations:

e COPPA: (An operator can not condition a child's
participation in the service by sharing any collected
information with third parties. A parent is required
to have the ability to consent to the collection and
use of their child's personal information without
also consenting to the disclosure of the information
to third parties.) °¢*

561Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.5(a)(2).
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10.7.2: Unsubscribe Marketing

Do the policies clearly indicate whether or not a user can
opt out or unsubscribe from a company or third party
marketing communication?

Figure 125: Unsubscribe Marketing
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The Unsubscribe Marketing evaluation question indi-
cates that the company provides users with the ability to
opt-out from first-party or third-party marketing com-
munications. A company should provide privacy controls
for users to easily opt-in or opt-out of different market-
ing uses of their personal information.

Better Practice

Users can opt out or unsubscribe from marketing com-
munications.

Worse Practice

Users cannot opt out or unsubscribe from marketing
communications.

Statutes & Regulations:

e CAN-SPAM: (The sender of acommercial electronic
communication may not require that any recipient
pay any fee, provide any information other than the
recipient's electronic mail address and opt-out pref-
erences, or take any other steps except sending are-
ply electronic mail message or visiting a single Inter-
net Web page, in order to submit a request not to
receive future commercial electronic mail messages
from the sender.) °%?

e GDPR: (Where personal data are processed for di-
rect marketing purposes, the data subject shall have
the right to object at any time to processing of per-
sonal data concerning him or her for such market-
ing, which includes profiling to the extent that it is
related to such direct marketing.) >¢°

e GDPR: (Where the data subject objects to process-
ing for direct marketing purposes, the personal data
shall no longer be processed for such purposes.) °**

e ShineTheLight: (California's “Shine the Light” refers
to information sharing disclosure requirements for
companies that do business with California resi-
dents to allow customers to opt-out of information
sharing, or make a detailed disclosure of how per-
sonal information was shared for direct marketing
purposes.)°%>

562Controlling the Assault of Non-Solicited Pornography and
Marketing Act of 2003 (CAN-SPAM), 16 C.F.R. Part 316.5.

563General Data Protection Regulation (GDPR) 2016/679,
Automated individual decision-making, including profiling, Art. 21(2).
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564General Data Protection Regulation (GDPR) 2016/679,
Automated individual decision-making, including profiling, Art. 21(3).

565 |nformation Sharing Disclosure, Cal. Civ. Code §§
1798.83-1798.84.
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Do Not Track
10.8.1: DoNotTrack Response

Do the policies clearly indicate whether or not the com-
pany responds to a “Do Not Track” signal or other opt-
out mechanisms from a user?

Figure 126: DoNotTrack Response
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The DoNotTrack Response evaluation question indi-
cates whether the product responds to a user's browser-
based “Do Not Track” signal that provides notice to the
company that the user requests to exercise their right to
opt out of third-party tracking on the product.

Better Practice

Company does respond to “Do Not Track” or other opt-
out mechanismes.

Worse Practice

Company does not respond to “Do Not Track” or other
opt-out mechanismes.

Statutes & Regulations:

e CalOPPA: (An operator is required to disclose how
they respond to Web browser “Do Not Track” sig-
nals or other mechanisms that provide consumers
the ability to opt-out of the collection of personally
identifiable information about their online activities
over time and across third-party Web sites.) >

e CCPA: (A business that sells or shares consumers'
personal information or uses or discloses con-
sumers' sensitive personal information shall in a
form that is reasonably accessible to consumers
provide a clear and conspicuous link on the busi-
ness's internet homepage(s), titled “Do Not Sell or
Share My Personal Information,” to aninternet web-
page that enables a consumer, or a person autho-
rized by the consumer, to opt-out of the sale or shar-
ing of the consumer's personal information. A busi-
ness shall not be required to comply if the business
allows consumers to opt-out of the sale or sharing
of their personal information and to limit the use of

566 California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(5).
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their sensitive personal information through an opt-
out preference signal sent with the consumer's con-
sent by a platform, technology, or mechanismto the
businessindicating the consumer's intent to opt-out
of the business's sale or sharing of the consumer's
personal information or to limit the use or disclo-
sure of the consumer's sensitive personal informa-
tion, or both.)>¢/

e CCPA: (Issuing regulations shall define the require-
ments and technical specifications for an opt-out
preference signal sent by a platform, technology, or
mechanism, to indicate a consumer's intent to opt-
out of the sale or sharing of the consumer's personal
information and to limit the use or disclosure of the
consumer's sensitive personal information. The re-
quirements and specifications for the opt-out pref-
erence signal should be updated from time to time
to reflect the means by which consumers interact
with businesses.) °8

567 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.135(a)-(b).

568 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.185(19)(A).
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10.8.2: DoNotTrack Description

Do the policies clearly indicate whether the company
provides alink to adescription and the effects of any pro-
gram or protocol the company follows that offers con-
sumers a choice not to be tracked?

Figure 127: DoNotTrack Description
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The DoNotTrack Description evaluation question indi-
cates that a hyperlink is available in the product's pri-
vacy policy to a location containing an alternative opt-
out method not to be tracked by the product.

Transparent Practice

The company does provide a method for users to opt-out
from third-party tracking.

Statutes & Regulations:

e CalOPPA: (An operator may provide a hyperlink in
their privacy policy to a location containing a de-
scription, including the effects, of any program or
protocol that offers the consumer a choice not to be
tracked.)>¢?

569 California Online Privacy Protection Act (CalOPPA), Cal. B.&P.
Code §22575(b)(7).
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Compliance (How do
Statutes and
Regulations apply?)

Children Under 13
11.1.1: Actual Knowledge

Do the policies clearly indicate whether or not the com-
pany has actual knowledge that personal information
from children under 13 years of age is collected by the
product?

Figure 128: Actual Knowledge
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The Actual Knowledge evaluation question indicates
that the company has actual knowledge that users of the
product are under the age of 13 because the product uti-
lizes an age-gate or a user's birthday is collected upon
account registration in the product. If acompany has ac-
tual knowledge that a user is under the age of 13, then
the product should apply additional privacy protections
to children using the product.

Response transparent

Qualitative Status: Complex

The qualitative nature of this question is complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

e COPPA: (A general audience site is where the oper-
ator has no actual knowledge that a child under the
age of 13 has registered an account or is using the
service, and no age gate or parental consent is re-
quired before collection of information.) °”°

o COPPA: (A mixed audience site is where the site is
directed to children, but does not target children
as its “primary audience,’” but rather teens 13-to-18

570Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.
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years of age or adults. An operator of a mixed audi-
ence site is required to obtain age information from
auser before collecting any information and if auser
identifies themselves as a child under the age of 13,
the operator must obtain parental consent before
any information is collected.)>’*

o COPPA: (Asite directed to children is where the op-
erator has actual knowledge the site is collecting in-
formation from children under the age of 13 and
parental consent is required before any collection
or use of information.) °’?

e COPPA: (A vendor who may obtain actual knowl-
edge that it is collecting information from a child
must not encourage a child from disclosing more
information than reasonably necessary through an
age verification mechanism. An age gate should be:
age-neutral; not encourage falsification; list day,
month, and year; have no prior warning that under
13 children will be blocked; and prevent multiple at-
tempts.)>’°

e CCPA: (A business shall not sell or share the per-
sonal information of consumers if the business has
actual knowledge that the consumer is less than 16
years of age, unless the consumer, in the case of con-
sumers at least 13 years of age and less than 16
years of age, or the consumer's parent or guardian,
in the case of consumers who are less than 13 years
of age, has affirmatively authorized the sale or shar-
ing of the consumer's personal information. A busi-
ness that willfully disregards the consumer's age
shall be deemed to have had actual knowledge of
the consumer's age.) >4

e CAADCA: (A business shall not use any personal in-
formation collected to estimate age or age range
for any other purpose or retain that personal infor-
mation longer than necessary to estimate age. Age
assurance shall be proportionate to the risks and
data practice of an online service, product, or fea-
ture.)°’°

e DSA: (Compliance with the DSA shall not oblige
providers of online platforms to process additional
personal data in order to assess whether the recipi-
ent of the service is a minor.) °/¢

571Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

572Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

573Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.3(d).

574California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.120(c)-(d).

575California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ.Code § 1798.99.31(b)(8).

576Digital Services Act (Regulation (EU) 2022/2065), Online
protection of minors, Art. 28(3).
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11.1.2: Children's Privacy

Does the company clearly provide a section or heading
for children in their policies, or provide a separate kid's
privacy policy or COPPA notice for kids?

Figure 129: Children’s Privacy
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The Children's Privacy evaluation question indicates
that the policies have a separate section, heading, or
a separate children's privacy policy. A company should
provide a separate section or separate children's privacy
statement that specifies the different data collection,
use, and disclosure practices that apply to children using
the product when children are an intended audience.

Percent

Transparent Practice

The company does provide a section, heading, or sepa-
rate policy for children in their policies.

Statutes & Regulations:

e COPPA: (A vendor is required to provide a clear pri-
vacy policy about: (1) what information is collected,
(2) how information is used, and (3) its disclosure
practices of that information.)>””

e COPPA: (A notice or privacy policy on an operator's
website needs a section relating to the collection of
information for children under 13 years of age, and
notice is required at each area of the site where in-
formation is collected from children.)>”8

e CAADCA: (If a conflict arises between a com-
pany's commercial interests and the best interests
of children, companies should prioritize the privacy,
safety, and well-being of children over commercial
interests.)>’?

e DSA: (Providers of online platforms accessible to
minors shall put in place appropriate and propor-
tionate measures to ensure a high level of privacy,
safety, and security of minors, on their service.) >¢°

577 Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.3(a); See also 16 C.F.R. Part 312.4(d)(2).

578Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.4(d).

579California Age-Appropriate Design Code Act (CAADCA), Cal.
Civ. Code § 1798.99.29(b).

580Djgital Services Act (Regulation (EU) 2022/2065), Online
protection of minors, Art. 28(1).
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11.1.3: Child-Prohibited Account

Do the policies clearly indicate whether or not the com-
pany restricts or prohibits creating an account for a child
under 13 years of age?

Figure 130: Child-Prohibited Account
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Response . better unclear worse

The Child-Prohibited Account evaluation question in-
dicates that the product provides restrictions or pro-
hibits the account creation of children under 13 years of
age through use of an age-gate or collection of a user's
birthday upon account registration. A company should
restrict account creation by children to ensure parents
register accounts for themselves and their children. Ac-
count restriction may allow parents to create a child pro-
file which may provide better privacy-protecting data
collection and use practices to users who use the man-
aged account or profile.

Better Practice

Account creationis restricted or prohibited for users un-
der 13 years of age.

Worse Practice

Account creationis not restricted or prohibited for users
under 13 years of age.

Statutes & Regulations:

e COPPA: (No account registration for a child un-
der 13 years of age is permitted without obtaining
parental consent beforehand.) °¢*

581Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.3(b); See also 16 C.F.R. Part 312.5(a).
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Studentsin K-12
11.2.1: School Purpose

Do the policies clearly indicate whether or not the
product is primarily used, designed, and marketed for
preschool or K-12 school purposes?

Figure 131: School Purpose
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The School Purpose evaluation question indicates
whether the product is primarily designed, marketed,
and used for preschool or K-12 school purposes. A com-
pany should disclose whether the product is intended to
be used in K-12 schools or districts because additional
student data privacy laws apply to personal information
collected from students.

Response

Qualitative Status: Complex

The qualitative nature of this question is complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

e SOPIPA: (SOPIPA applies to operators of online ser-
vices that are primarily used for K-12 school pur-
poses and were designed and marketed for K-12
school purposes.) >

e SOPIPA: (SOPIPA does not apply to general audi-
ence websites and services that are not primarily
used by K-12 students.) °°

e ELPIPA: (ELPIPA applies to operators of online
services that are primarily used for preschool or
prekindergarten purposes and were designed and
marketed for preschool or prekindergarten pur-
poses.) %

e FERPA: (FERPA applies to all educational institu-
tions that accept public funds under a program of
the U.S. Department of Education.) >8>

5825tudent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(a).

5835tudent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(m).

584Early Learning Personal Information Protection Act (ELPIPA),
Cal. B.&P. Code § 22586(a)(1).

585Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.1.
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e SOPIPA: (“K-12 school purposes” means purposes
that customarily take place at the direction of the K-
12 school, teacher, or school district or aid in the ad-
ministration of school activities, including instruc-
tion in the classroom or at home, administrative ac-
tivities, and collaboration between students, school
personnel, or parents, or are for the use and benefit
of the school.) °%®

5865tudent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(j)
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11.2.2: Education Records

Do the policies clearly indicate the process by which ed-
ucationrecords are entered into the product? For exam-
ple, are student data entered by district staff, school em-
ployees, parents, teachers, students, or some other per-
son?

Figure 132: Education Records
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Response unclear [ ves

The Education Records evaluation question indicates
whether the product explains how educational records
are entered into the product which allows the collection
of data from students to become protected educational
records as part of an educational school or district pro-
gram.

Transparent Practice

Processes to enter education records into the product
are described.

Statutes & Regulations:

e FERPA: (“Education Records” are information that
is directly related to a student and maintained by
the educational institution, or by a third party act-
ing as a School Official on behalf of the educational
institution.) °%’

e CCPA: (“Personal Information” includes education
information, defined as information that is not pub-
licly available personally identifiable information as
defined in the Family Educational Rights and Pri-
vacy Act (20 U.S.C. section 1232g, 34 C.F.R. Part
99)) 588

587 Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.3.

588 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(v)(1)(J).
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11.2.3: School Contract

Do the policies clearly indicate whether or not the com-
pany provides a contract to a Local Educational Agency
(LEA)?

Figure 133: School Contract
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Response . better unclear worse

The School Contract evaluation question indicates that
the company provides a contract or student data privacy
agreement to a local education agency to protect stu-
dent data on the product. A company should put in place
additional student data privacy protections that are not
disclosed in the privacy policy in contractual agreements
with schools and districts to ensure student's data is col-
lected and used only for educational purposes.

Better Practice

Additional rights or protections may be provided with an
additional school contract.

Worse Practice

Additional rights or protections are not provided with an
additional school contract.

Statutes & Regulations:

e FERPA: (An educational institution must annually
notify parents of their rights to inspect and re-
view a student's education records, make correc-
tions, delete, or consent to the disclosure of infor-
mation.) °¢?

e FERPA: (Any rights to access, modify, or delete stu-
dent records may transfer to an “eligible” student
who is over 18 years of age.)°”°

e GDPR: (The controller shall, at the time when per-
sonal data are obtained, provide the data sub-
ject with the following further information nec-
essary to ensure fair and transparent processing:
... (€) whether the provision of personal data is a
statutory or contractual requirement, or a require-
ment necessary to enter into a contract, as well as
whether the data subject is obliged to provide the

personal data and of the possible consequences of
failure to provide such data.)°”*

e AB 1584: (Authorizes a Local Educational Agency
(LEA) to enter into a third party contract for the col-
lection and use of pupil records that must include
a statement that the pupil records continue to be
the property of and under the control of the local
educational agency, a description of the actions the
third party will take to ensure the security and confi-
dentiality of pupil records, and a description of how
the local educational agency and the third party will
jointly ensure compliance with FERPA.)>7?

589 Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.7(a).

590Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.5(a)(1).
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591General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(2)(e).

592California Privacy of Pupil Records, Cal. Ed. Code §§ 49073.1.
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11.2.4: School Official

Do the policies clearly indicate whether or not the com-
pany is under the direct control of the educational insti-
tution and designates themselves a 'School Official' un-
der FERPA?

Figure 134: School Official
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Response . better unclear worse

The School Official evaluation question indicates the
company does operate under the direct control of any
educationalinstitutionin which it has entered into a con-
tractual agreement with and is designated a School Offi-
cial under FERPA.

Better Practice

Company is designated as a school official.
Worse Practice

Company is not designated as a school official.
Statutes & Regulations:

e FERPA: (An exception for disclosing personally
identifiable information without obtaining parental
consent exists for sharing data with a third party
who is considered a “school official” with a legiti-
mate educational interest, and under direct control
of the school for the use and maintenance of educa-
tion records.) °?°

e FERPA: (An exception for disclosing personally
identifiable information without obtaining parental
consent exists for sharing with other school officials,
including teachers within the same educational in-
stitution.) %%

e FERPA: (An educational institution must use rea-
sonable methods to ensure that school officials only
use information for which they have a legitimate ed-
ucational interest.)°7°

e AB 1584: (A local educational agency that enters
into a contract with a third party must ensure the
contract contains a description of how the local

593Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.31(a)(1)(i)(B).

594Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.31(a)(1)(i)(A).

595Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.31(a)(1)(ii).
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educational agency and the third party will jointly
ensure compliance with the federal Family Educa-
tional Rights and Privacy Act (FERPA).)°”7®

596 California Privacy of Pupil Records, Cal. Ed. Code §
49073.1(b)(8).
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Parental Consent
11.3.1: Parental Consent

Do the policies clearly indicate whether or not the com-
pany or a third party obtains verifiable parental consent
before they collect or disclose personal information?

Figure 135: Parental Consent
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Response . better unclear worse

The Parental Consent evaluation questionindicates that
the company obtains verifiable parental consent before
they collect, use, or disclose any child or student's per-
sonal information. A company should disclose how infor-
mation is collected from children and how that informa-
tionisused in order to obtain informed parental consent,
because thereis an increased risk if a child's personal in-
formation is used for unintended purposes.

Better Practice

Parental consent is required before personal informa-
tion is collected or disclosed.

Worse Practice

Parental consent is not required before personal infor-
mation is collected or disclosed.

Statutes & Regulations:

e COPPA: (Asite directed to childrenis where the op-
erator has actual knowledge the site is collecting in-
formation from children under the age of 13 and
parental consent is required before any collection
or use of information.) °?’

e COPPA: (A mixed audience site is where the site is
directed to children, but does not target children
as its “primary audience,” but rather teens 13-to-18
years of age or adults. An operator of a mixed audi-
ence site is required to obtain age information from
auser before collecting any information and if auser
identifies themselves as a child under the age of 13,
the operator must obtain parental consent before
any information is collected.)>7®

597 Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.

598Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.2.
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e COPPA: (An operator is required to obtain verifi-
able parental consent before any collection, use,
or disclosure of personal information from chil-
dren.)>??

e COPPA: (An operator must make reasonable ef-
forts to obtain verifiable parental consent, taking
into consideration available technology and existing
methods available to a parent to prove their iden-
tity.) 600

e FERPA:(Aschoolis prohibited fromdisclosing a stu-
dent's “education record” or data to third parties
without parental consent.) ¢°?

e FERPA: (A parent or eligible student is required to
provide a signed and dated written consent before
an educational institution discloses personally iden-
tifiable information from the student's records.) °°?

e GDPR: (In relation to the offer of information so-
ciety services directly to a child, the processing of
the personal data of a child shall be lawful where
the child is at least 16 years old. Where the child is
below the age of 16 years, such processing shall be
lawful only if and to the extent that consent is given
or authorised by the holder of parental responsibil-
ity over the child. Member States may provide by
law for alower age for those purposes provided that
such lower age is not below 13 years.) °°°

599Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
3125.

600Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.5(b)(i)-(iv).

601Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.30.

602F3mily Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.30.

603General Data Protection Regulation (GDPR) 2016/679,
Conditions Applicable to Child's Consent in Relation to Information
Society Services, Art. 8(1).

commonsense.org


http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16:1.0.1.3.36&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16:1.0.1.3.36&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16:1.0.1.3.36&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16:1.0.1.3.36&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16:1.0.1.3.36&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16:1.0.1.3.36&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16:1.0.1.3.36&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?SID=4939e77c77a1a1a08c1cbf905fc4b409&node=16:1.0.1.3.36&rgn=div5
http://www.ecfr.gov/cgi-bin/text-idx?rgn=div5&node=34:1.1.1.1.33
http://www.ecfr.gov/cgi-bin/text-idx?rgn=div5&node=34:1.1.1.1.33
http://www.ecfr.gov/cgi-bin/text-idx?rgn=div5&node=34:1.1.1.1.33
http://www.ecfr.gov/cgi-bin/text-idx?rgn=div5&node=34:1.1.1.1.33
http://data.europa.eu/eli/reg/2016/679/oj
http://data.europa.eu/eli/reg/2016/679/oj
http://data.europa.eu/eli/reg/2016/679/oj

11.3.2: Limit Consent

Do the policies clearly indicate whether or not a parent
can consent to the collection and use of their child's per-
sonal information without also consenting to the disclo-
sure of the information to third parties?

Figure 136: Limit Consent
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Response . better unclear worse

The Limit Consent evaluation question indicates that
parental consent is obtained for the collection and use
of their child's or student's personal information with the
product and consent is separate from any additional con-
sent required for the disclosure of their child or student's
information to third parties. A company should obtain
parental consent for each particular purpose in which
personal information is collected and used from children
and obtain separate consent for any different purpose,
such as disclosing a child's information to third parties
for their own purposes.

Better Practice
Parental consent is limited with respect to third parties.
Worse Practice

Parental consent is not limited with respect to third par-
ties.

Statutes & Regulations:

e COPPA: (An operator can not condition a child's
participation in the service by sharing any collected
information with third parties. A parent is required
to have the ability to consent to the collection and
use of their child's personal information without
also consenting to the disclosure of the information
to third parties.) %%

604Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.5(a)(2).
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11.3.3: Withdraw Consent

Do the policies clearly indicate whether or not the com-
pany responds to a request from a parent or guardian to
prevent further collection of their child's information?

Figure 137: Withdraw Consent
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Response . better unclear worse

The Withdraw Consent evaluation question indicates
that the company will prevent further collection and use
of achild's personal information if requested from a par-
ent or guardian. A company should respond to a verifi-
able request from a parent or guardian to opt out from
the collection, use, or disclosure of their child's or stu-
dent's personal information.

Better Practice

Parents can withdraw consent for the further collection
of their child's information.

Worse Practice

Parents cannot withdraw consent for the further collec-
tion of their child's information.

Statutes & Regulations:

e COPPA:(Anoperatorisrequiredto provide a parent
or guardian access to review, modify, or delete their
children's information or prevent further collection
of information.) 69>

e GDPR: (The controller shall, at the time when per-
sonal data are obtained, provide the data subject
with the following further information necessary to
ensure fair and transparent processing: ... (c) the
existence of the right to withdraw consent at any
time, without affecting the lawfulness of processing
based on consent before its withdrawal.) ¢°¢

e GDPR: (The controller shall provide the data sub-
ject with the following information necessary to en-
sure fair and transparent processing in respect of
the data subject: (d) the existence of the right to
withdraw consent at any time, without affecting the

605Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.3(c); See also 16 C.F.R. Part 312.4(d)(3); 16 C.F.R. Part 312.6.

606 General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(2)(c).
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lawfulness of processing based on consent before

its withdrawal.) ¢%7

607 General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been

obtained from the data subject, Art. 14(2)(d).
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11.3.4: Delete Child-PlI

Do the policies clearly indicate whether or not the com-
pany deletes personal information from a child under 13
years of age if collected without parental consent?

Figure 138: Delete Child-Pll
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The Delete Child-Pll evaluation question indicates that
the company will delete personal information from a
child or student under 13 years of age if the information
is collected without parental consent. A company should
respond to any requests to delete personal information
from the product if they receive a verifiable request that
the informationis from a particular user whoisunder the
age of 13 and was collected without parental consent.

Better Practice

Children's personal information is deleted if collected
without parental consent.

Worse Practice

Children's personal information is not deleted if col-
lected without parental consent.

Statutes & Regulations:

e COPPA: (If the operator has not obtained parental
consent after a reasonable time from the date of
the information collection, or been given actual no-
tice that information from a child under the age
of 13 has been collected without parental consent,
the operator must delete the information from its
records.) °%%

e FERPA: (A parent or guardian can request the ed-
ucational agency to access, modify, or delete their
student's education records.) ¢°?

608Chjldren's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.5(c)(1); See also 16 C.F.R. Part 312.6(c).

609 Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.10; See also 34 C.F.R. Part 99.20.
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11.3.5: Consent Method

Do the policies clearly indicate whether or not the com-
pany provides notice to parents or guardians of the
methods to provide verifiable parental consent?

Figure 139: Consent Method
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The Consent Method evaluation question indicates the
company's different methods available for parents or
guardians to provide verifiable parental consent for their
children's use of the product. A company should disclose
to parents how they can provide parental consent such
as creating a registered account with the product, cre-
ating a separate child profile, or using another COPPA-
recognized method such as a consent form signed by
the parent, a monetary transaction, a toll-free telephone
number or videoconference, or verifying a parent's iden-
tity by checking a form of government-issued identifica-
tion.

Better Practice

Parental consent notice and method for submission are
provided.

Worse Practice

Parental consent notice and method for submission are
not provided.

Statutes & Regulations:

e COPPA: (An operator is required to provide direct
notice to parents describing what informationis col-
lected, how information is used, its disclosure prac-
tices and exceptions.) 610

e COPPA: (Existing methods to obtain verifiable
parental consent include: (i) Providing a consent
form to be signed by the parent and returned to
the operator by postal mail, facsimile, or electronic
scan; (ii) Requiring a parent, in connection with a
monetary transaction, to use a credit card, debit
card, or other online payment system that provides
notification of each discrete transaction to the
primary account holder; (iii) Having a parent call
a toll-free telephone number staffed by trained
personnel; (iv) Having a parent connect to trained

610Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.4(b).
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personnel via video-conference; (v) Verifying a par-
ent's identity by checking a form of government-
issued identification against databases of such
information, where the parent's identification is
deleted by the operator from its records promptly
after such verification is complete.) 1!

e COPPA: (If an operator does not “disclose” chil-
dren's personal information, they may use an email
coupled with additional steps to provide assurances
that the person providing the consent is the par-
ent. Such additional steps include: Sending a con-
firmatory email to the parent following receipt of
consent, or obtaining a postal address or telephone
number from the parent and confirming the parent's
consent by letter or telephone call. An operator that
uses this method must provide notice that the par-
ent can revoke any consent given in response to the
earlier email.) 412

611Chjldren's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.5(b)(i)-(v).

612Chjldren's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.5(b)(vi).
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11.3.6: School Consent

Do the policies clearly indicate whether or not responsi-
bility or liability for obtaining verified parental consentis
transferred to the school or district?

Figure 140: School Consent
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The School Consent evaluation question indicates
whether the responsibility for obtaining verified
parental consent is transferred to the school or district.
A company is required to obtain verifiable parental
consent before any collection, use, or disclosure of
personal information from students under 13 years
of age. However, COPPA allows schools to act as an
intermediary for parental consent in the process of
collecting personal information from students, but this
consent is limited to the educational context where
the product is used, and where students' information is
collected solely for the use and educational benefit of
the school or district.

Better Practice

Parental consent obligations are not transferred to the
school or district.

Worse Practice

Parental consent obligations are transferred to the
school or district.

Statutes & Regulations:

e COPPA: (A vendor is required to provide a clear pri-
vacy policy about: (1) what information is collected,
(2) how information is used, and (3) its disclosure
practices of that information.) ¢1°

e COPPA: (An operator is required to obtain verifi-
able parental consent before any collection, use,
or disclosure of personal information from chil-
dren.) 14

613Gee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.3(a); See also 16 C.F.R. Part 312.4(d)(2).

614Gee Children's Online Privacy Protection Act (COPPA), 16 C.F.R.
Part 312.5.
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Legal Requirements
11.4.1: Policy Jurisdiction

Do the policies clearly indicate the companys's legal ju-
risdiction that applies to the construction, interpreta-
tion, and enforcement of the policies?

Figure 141: Policy Jurisdiction
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The Policy Jurisdiction evaluation questionindicates the
domestic state or foreign legal jurisdiction forum that
applies to the enforcement of the company's policies. A
company should provide a legal jurisdiction forum for
the interpretation and enforcement of the policies that
would be considered reasonably accessible by the major-
ity of users of the product.

Transparent Practice

The legal jurisdiction that applies to the laws governing
the policies is indicated.
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11.4.2: Dispute Resolution

Do the policies clearly indicate whether or not the com-
pany requires a user to waive the right to a jury trial,
or settle any disputes by Alternative Dispute Resolution
(ADR)?

Figure 142: Dispute Resolution
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The Dispute Resolution evaluation question indicates
the company has a requirement that users must waive
the right to a jury trial and settle any disputes by Al-
ternative Dispute Resolution (ADR). A company should
provide users with the opportunity to opt-out of the re-
quirement that they must settle any disputes by Alterna-
tive Dispute Resolution (ADR) during account registra-
tion.

Better Practice

A user is not required to waive the right to a jury trial, or
settle any disputes by arbitration.

Worse Practice

Auser is required to waive the right to ajury trial, or set-
tle any disputes by arbitration.

Statutes & Regulations:

e DSA: (Recipients of the service, including individu-
als or entities that have submitted notices, shall be
entitled to select any out-of-court dispute settle-
ment body that has been certifiedinorder toresolve
disputes relating to those decisions, including com-
plaints that have not been resolved by means of the
internal complaint-handling system.) ¢*°

615Djgital Services Act (Regulation (EU) 2022/2065), Out-of-court
dispute settlement, Art. 21.
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11.4.3: Class Waiver

Do the policies clearly indicate whether or not the com-
pany requires the user to waive their right to join a class
action lawsuit?

Figure 143: Class Waiver
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The Class Waiver evaluation question indicates whether
the company has a requirement that users must waive
any legal rights to join a class-action lawsuit in the event
of a dispute. A company should provide users with the
opportunity to opt out of the requirement that they
waive the right to join a class-action lawsuit during ac-
count registration to preserve all their legal rights in the
event of a dispute with the company.

Better Practice

A user is required to waive the right to join a class action
lawsuit.

Worse Practice

A user is required to waive the right to join a class action
lawsuit.

160 2023 Privacy Program Evaluation Framework
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11.4.4: Law Enforcement

Do the policies clearly indicate whether or not the com-
pany can use or disclose a user's data under a require-
ment of applicable law to comply with a legal process,
to respond to governmental requests, to enforce their
own policies, for assistance in fraud detection and pre-
vention, or to protect the rights, privacy, safety or prop-
erty of the company, its users, or others?

Figure 144: Law Enforcement
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The Law Enforcement evaluation question indicates that
a user's information may be shared with government,
private, or legal authorities to protect the company or
to protect the health, privacy, or safety of the product's
users. A company should not disclose a user's informa-
tion to government, private, or legal authorities without
due process.

Better Practice

A company will not disclose personal information to law
enforcement.

Worse Practice

A company will disclose personal information to law en-
forcement.

Statutes & Regulations:

e COPPA: (An operator is prohibited from sharing a
child's information to third parties except in limited
circumstances to ensure legal and regulatory com-
pliance; respond to or participate in a judicial pro-
cess; or to protect the safety of a child; or provide
information to law enforcement agencies.) ¢1¢

e FERPA: (An operator is prohibited from sharing a
student's information to third parties except in lim-
ited circumstances to ensure legal and regulatory
compliance; respond to or participate in a judicial
process; in connection with a health or safety emer-
gency, or violation of any Federal, State, or local
law.) ¢1/

616Children's Online Privacy Protection Act (COPPA), 16 C.F.R. Part
312.5(c)(5)-(6).

617 Family Educational Rights and Privacy Act (FERPA), 34 C.F.R.
Part 99.31(5),(9),(10),(13)-(16); See also 34 C.F.R. Part 99.36
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e SOPIPA: (An operator is prohibited from sharing
student information to third parties except in lim-
ited circumstances to ensure legal and regulatory
compliance; respond to or participate in a judicial
process; or to protect the safety of users, others, or
the security of the site.) °®

e CalECPA: (Prohibits a government entity from com-
pelling the production of or access to electronic
communication information or electronic device in-
formation, without a search warrant, wiretap order,
order for electronic reader records, or subpoena is-
sued under specified conditions, except for emer-
gency situations.) ¢7

e CCPA: (A business shall not be restricted to com-
ply with federal, state, or local laws or comply with
a court order or subpoena to provide information.
Comply with a civil, criminal, or regulatory inquiry,
investigation, subpoena, or summons by federal,
state, or local authorities. Cooperate with law en-
forcement agencies concerning conduct or activity
that the business, service provider, or third party
reasonably and in good faith believes may violate
federal, state, or local law. Cooperate with a govern-
ment agency request for emergency accesstoacon-
sumer's personal information if a natural person is
at risk or danger of death or serious physical injury
and exercise or defend legal claims.) ¢2°

e DSA: (Where a provider of hosting services be-
comes aware of any information giving rise to a sus-
picion that a criminal offense involving a threat to
the life or safety of a person or persons has taken
place, is taking place or is likely to take place, it shall
promptly inform the law enforcement or judicial au-
thorities of the Member State or Member States
concerned of its suspicion and provide all relevant
information available.) 621

6185t dent Online Personal Information Protection Act (SOPIPA),
Cal. B.&P. Code § 22584(b)(4)(B)-(C),(k).

619California Electronic Communications Privacy Act, Cal. Pen.
Code § 1546-1546.4.

620C3lifornia Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.145(a)(1)-(5).

621Djgital Services Act (Regulation (EU) 2022/2065), Notification of
suspicions of criminal offenses, Art. 18.
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Certification
11.5.1: Privacy Badge

Do the policies clearly indicate whether or not the com-
pany has signed any privacy pledges or received any
other privacy certifications?

Figure 145: Privacy Badge
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The Privacy Badge evaluation question indicates that
the company has made a commitment to a third-party
privacy certification, badge, codes of conduct, or prin-
ciples of a privacy pledge. A company that has earned
a certification toward their better privacy-protecting
practices - and has demonstrated that compliance to its
users - can create stronger trust and safety with the
users of its product and differentiate themselves from
their competitors on privacy.

Better Practice

The company has signed a privacy pledge or received a
privacy certification.

Worse Practice

The company has not signed a privacy pledge or received
a privacy certification.

Statutes & Regulations:

e GDPR: (Adherence to approved codes of conduct as
referred to in Article 40 or approved certification
mechanisms as referred toin Article 42 may be used
as an element by which to demonstrate compliance
with the obligations of the controller.) ¢22

622General Data Protection Regulation (GDPR) 2016/679,
Responsibility of the Controller, Art. 24(3).
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International Laws

11.6.1: Jurisdictional Transfer

Do the policies clearly indicate whether or not a user's
data are subject to International data transfer or juris-
diction laws, such as a privacy shield or a safe harbor
framework that protects the cross-border transfer of a
user's data?

Figure 146: Jurisdictional Transfer
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The Jurisdictional Transfer evaluation question indi-
cates whether or not a user's data are subject to Inter-
national data transfer or jurisdiction laws such as the
GDPR. A company with users in other countries should
disclose how its data practices are applied to different
countries and have suitable safeguards in place relating
to the transfer of users' data between countries.

Response transparent

Qualitative Status: Complex

The qualitative nature of this questionis complex and re-
quires additional context outside the scope of our pri-
vacy evaluation to determine the qualitative nature of
this practice.

Statutes & Regulations:

e GDPR:(The EU General Data Protection Regulation
(GDPR) 2016/679 replaces the Data Protection Di-
rective 95/46/EC and was designed to harmonize
data privacy laws across Europe, to protect and em-
power all EU citizens data privacy, and to reshape
the way organizations across the region approach
data privacy.) ¢%°

e GDPR:(This Regulation applies to the processing of
personal data in the context of the activities of an
establishment of a controller or a processor in the
Union, regardless of whether the processing takes
place in the Union or not.) ¢%*

e GDPR:(This Regulation applies to the processing of
personal data of data subjects who are in the Union
by a controller or processor not established in the
Union, where the processing activities are related

623General Data Protection Regulation (GDPR) 2016/679.
624General Data Protection Regulation (GDPR) 2016/679,
Territorial Scope, Art. 3(1).
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to: (a) the offering of goods or services, irrespec-
tive of whether a payment of the data subject is re-
quired, to such data subjects in the Union; or (b) the
monitoring of their behavior as far as their behavior
takes place within the Union.) ¢%°

e GDPR: (This Regulation applies to the processing of
personal data by a controller not established in the
Union, but in a place where Member State law ap-
plies by virtue of public international law.) ¢2¢

e GDPR: (“binding corporate rules” means personal
data protection policies which are adhered to by a
controller or processor established on the territory
of a Member State for transfers or a set of transfers
of personal data to a controller or processor in one
or more third countries within a group of undertak-
ings, or group of enterprises engaged in a joint eco-
nomic activity.) ¢2/

e GDPR: (“cross-border processing” means either: (a)
processing of personal data which takes place in the
context of the activities of establishments in more
than one Member State of a controller or proces-
sor in the Union where the controller or processor
is established in more than one Member State; or
(b) processing of personal data which takes place
in the context of the activities of a single establish-
ment of a controller or processor in the Union but
which substantially affects or is likely to substan-
tially affect data subjects in more than one Member
State.) 628

e GDPR: (Where personal data relating to a data sub-
ject are collected from the data subject, the con-
troller shall, at the time when personal data are ob-
tained, provide the data subject with all of the fol-
lowing information: ... (f) where applicable, the fact
that the controller intends to transfer personal data
to a third country or international organisation and
the existence or absence of an adequacy decision by
the Commission, or in the case of transfers referred
toinArticle 46 or 47, or the second subparagraph of
Article 49(1), reference to the appropriate or suit-
able safeguards and the means by which to obtain a
copy of them or where they have been made avail-
able.) 627

e GDPR: (Where personal data have not been ob-
tained from the data subject, the controller shall
provide the data subject with the following informa-
tion: ... (f) where applicable, that the controller in-
tends to transfer personal data to a recipient in a

625General Data Protection Regulation (GDPR) 2016/679,
Territorial Scope, Art. 3(2)(a)-(b).

626 General Data Protection Regulation (GDPR) 2016/679,
Territorial Scope, Art. 3(3).

627 General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(20).

628 General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(23)(a)-(b).

629General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(1)(f).
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third country or international organisation and the
existence or absence of an adequacy decision by
the Commission, or ... reference to the appropriate
or suitable safeguards and the means to obtain a
copy of them or where they have been made avail-
able.) 630

e GDPR: (Where personal data are transferred to a
third country or to an international organisation,
the data subject shall have the right to be informed
of the appropriate safeguards relating to the trans-
fer.) 31

e GDPR: (Any transfer of personal data which are un-
dergoing processing or are intended for processing
after transfer to a third country or to an interna-
tional organisation shall take place only if, subject
to the other provisions of this Regulation, the condi-
tions laid down in this Chapter are complied with by
the controller and processor, including for onward
transfers of personal data from the third country or
aninternational organisation to another third coun-
try or to another international organisation. All pro-
visions in this Chapter shall be applied in order to
ensure that the level of protection of natural per-
sons guaranteed by this Regulation is not under-
mined.) 32

e GDPR: (A transfer of personal data to a third coun-
try or an international organisation may take place
where the Commission has decided that the third
country, a territory or one or more specified sec-
tors within that third country, or the international
organisation in question ensures an adequate level
of protection. Such a transfer shall not require any
specific authorisation.) ¢33

e GDPR: (Wherejurisdiction applies, the controller or
the processor shall designate in writing a represen-
tative in the Union.) ¢34

e GDPR: (Controller or processor obligation shall not
apply to: (a) processing which is occasional, does not
include, on a large scale, processing of special cate-
gories of data ... or processing of personal data re-
lating to criminal convictions and offenses ... and is
unlikely toresultin arisk to the rights and freedoms
of natural persons, taking into account the nature,
context, scope and purposes of the processing.) ¢%°

630General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(1)(f).

631General Data Protection Regulation (GDPR) 2016/679, Right of
access by the data subject, Art. 15(2).

632General Data Protection Regulation (GDPR) 2016/679, General
principle for transfers, Art. 44.

633General Data Protection Regulation (GDPR) 2016/679,
Transfers on the basis of an adequacy decision, Art. 45(1).

e GDPR: (The representative shall be established in

one of those Member States where the data sub-
jects are and whose personal data are processed in
relation to the offering of goods or services to them,
or whose behaviour is monitored.) ¢3¢

GDPR: (The representative shall be mandated by
the controller or processor to be addressed in addi-
tion to or instead of the controller or the processor
by, in particular, supervisory authorities and data
subjects, on all issues related to processing, for the
purposes of ensuring compliance with this Regula-
tion.) 637

634General Data Protection Regulation (GDPR) 2016/679,
Representatives of controllers or processors not established in the
Union, Art. 27(1).

635General Data Protection Regulation (GDPR) 2016/679,
Representatives of controllers or processors not established in the
Union, Art. 27(2).
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636General Data Protection Regulation (GDPR) 2016/679,
Representatives of controllers or processors not established in the
Union, Art. 27(3).

637General Data Protection Regulation (GDPR) 2016/679,
Representatives of controllers or processors not established in the
Union, Art. 27(4).
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11.6.2: GDPR Role

Do the policies clearly indicate whether or not the com-
pany is categorized as a Data Controller or a Data Pro-
cessor, and whether it has identified a Data Protection
Officer (DPO) for the purposes of GDPR compliance?

Figure 147: GDPR Role
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The GDPR Role evaluation question indicates whether
the company is categorized as a data controller or a data
processor, and if a Data Protection Officer (DPO) can be
contacted. A company should disclose the type of rela-
tionship it has with users of its product as either a con-
troller or processor. A company should also provide in-
formation tousers on how to contact the company's data
protection officer to answer privacy-related questions
about the product.

Better Practice

The company hasindicateditis a Data Controller or Data
Processor.

Worse Practice

The company has not indicated it is a Data Controller or
Data Processor.

Statutes & Regulations:

e GDPR: (“controller” means the natural or legal per-
son, public authority, agency or other body which,
alone or jointly with others, determines the pur-
poses and means of the processing of personal data;
where the purposes and means of such process-
ing are determined by Union or Member State law,
the controller or the specific criteria for its nomina-
tion may be provided for by Union or Member State
law.) 638

e GDPR: (Each controller and, where applicable, the
controller's representative, shall maintain a record
of processing activities under its responsibility.) ¢

e GDPR: (This Regulation applies to the processing of
personal data wholly or partly by automated means
and to the processing other than by automated

638General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(7).

639General Data Protection Regulation (GDPR) 2016/679, Records
of Processing Activities, Art. 30(1)-(4).
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means of personal data which form part of a filing
system or are intended to form part of a filing sys-
tem.) 640

e GDPR: (“processing” means any operation or set
of operations which is performed on personal data
or on sets of personal data, whether or not by au-
tomated means, such as collection, recording, or-
ganisation, structuring, storage, adaptation or al-
teration, retrieval, consultation, use, disclosure by
transmission, dissemination or otherwise making
available, alignment or combination, restriction,
erasure or destruction.) 4!

e GDPR:(“processor” means a natural or legal person,
public authority, agency or other body which pro-
cesses personal data on behalf of the controller.) ¢42

e GDPR: (Where personal data relating to a data sub-
ject are collected from the data subject, the con-
troller shall, at the time when personal data are ob-
tained, provide the data subject with all of the fol-
lowing information: ... (b) the contact details of the
data protection officer, where applicable.) ¢4

e GDPR: (Where personal data have not been ob-
tained from the data subject, the controller shall
provide the data subject with the following informa-
tion: ... (b) the contact details of the data protection
officer, where applicable.) °#*

e GDPR: (The controller and the processor shall des-
ignate a data protection officer in any case where:
... (b) the core activities of the controller or the pro-
cessor consist of processing operations which, by
virtue of their nature, their scope and/or their pur-
poses, require regular and systematic monitoring of
data subjects on a large scale.) ¢

e CCPA: (“Processing” means any operation or set of
operations that are performed on personal informa-
tion or on sets of personal information, whether or
not by automated means.) ¢4

640General Data Protection Regulation (GDPR) 2016/679, Material
Scope, Art. 2(1).

641General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(2).

642General Data Protection Regulation (GDPR) 2016/679,
Definitions, Art. 4(8).

643General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data are collected from
the data subject, Art. 13(1)(b).

644General Data Protection Regulation (GDPR) 2016/679,
Information to be provided where personal data have not been
obtained from the data subject, Art. 14(1)(b).

645General Data Protection Regulation (GDPR) 2016/679,
Designation of the data protection officer, Art. 37(1)(b).

646 California Consumer Privacy Act (CCPA), Cal. Civ. Code §
1798.140(y).
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Appendix

Basic Questions

Policy Available, Effective Date, Children Intended, Stu-
dents Intended, Collect PII, PIl Categories, Collection
Limitation, Data Shared, Third-Party Marketing, Sell
Data, Third-Party Limits, User Submission, Access Data,
Data Modification, User Deletion, Deletion Process,
Transfer Data, Transit Encryption, Storage Encryption,
Breach Notice, Safe Interactions, Unsafe Interactions,
Visible Data, Contextual Ads, Personalised Ads, Third-
Party Tracking, Track Users, Ad Profile, Company's Mar-
keting, Parental Consent

Rating Questions

Policy Available, Effective Date, Sell Data, Third-Party
Marketing, Personalised Ads, Third-Party Tracking,
Track Users, Ad Profile

Concern Questions

Data Collection

Evaluating data collection takes into consideration best
practices of limiting the type and amount of personal in-
formation collected from a user to only the information
needed to provide the application or service.

What data does it collect?

Collect PII, PIlI Categories, Collection Limitation, Ge-
olocation Data, Health Data, Behavioral Data, Sensitive
Data, Usage Data, Collection Consent, Third-Party Col-
lection

Data Sharing

Evaluating data sharing takes into consideration best
practices that protect the disclosure of a user's personal
information to third parties.

What data does it share?

Data Shared, Data Categories, Sharing Purpose, Re-
lated Third-Party, Third-Party Analytics, Third-Party Re-
search, Third-Party Providers, Third-Party Roles, Third-
Party Login, Third-Party Limits

Data Security

Evaluating data security takes into consideration best
practices that protect the integrity and confidentiality of
auser's data.

How does it secure data?

Verify Identity, Account Required, Managed Account,
Multi-Factor Protection, Security Agreement, Reason-
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able Security, Physical Access, Transit Encryption, Stor-
age Encryption, Breach Notice

Data Rights

Evaluating data rights takes into consideration best
practices of providing users with the ability to review, ac-
cess, modify, delete, and export their personal informa-
tion and content.

What rights do | have to the data?

User Submission, Data Ownership, Access Data, Data
Modification, Retention Policy, Deletion Process, Ac-
count Deletion, Deletion Purpose, Restrict Access, User
Export

Data Sold

Evaluating data selling takes into consideration best
practices of not sharing, renting, or selling a user’s per-
sonal information to third parties for financial gain.

Is the data sold?

Sell Data, Opt-Out Consent, Transfer Data, Transfer
Notice, Transfer Deletion, Transfer Limits, Data De-
identified, De-identified Process, Third-Party Research,
Combination Limits

Data Safety

Evaluating safety takes into consideration best practices
that protect a user's physical and emotional health.

How safe is this product?

Safe Interactions, Unsafe Interactions, Share Profile,
Visible Data, Control Visibility, Monitor Content, Filter
Content, Moderating Interactions, Log Interactions, Re-
port Abuse

Ads & Tracking

Evaluating ads and tracking takes into consideration
best practices of not using a user’s personal informa-
tion for any third-party marketing, behavioral advertis-
ing, tracking, or profile generation purposes.

Are there advertisements or tracking?

Third-Party Marketing, Contextual Ads, Personalised
Ads, Third-Party Tracking, Track Users, Ad Profile, Com-
pany's Marketing, Third-Party Promotions, Unsubscribe
Ads, Unsubscribe Marketing

Parental Consent

Evaluating parental consent takes into consideration
best practices of protecting children under 13 years of
age by requiring a parent’s or guardian's verifiable con-
sent before the collection, use, or disclosure of a child's
personal information to an application or service.

Can | provide parental consent?
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Children Intended, Child Data, Parents Intended, Actual
Knowledge, Children's Privacy, Parental Consent, Limit
Consent, Withdraw Consent, Delete Child-Pll, Consent
Method

School Purpose

Evaluating school purpose takes into consideration best
practices of companies that collect personal information
from students or teachers in K-12 and the legal obliga-
tions for the privacy and security of that information.

Is the product intended for school?

Students Intended, Student Data, Teachers Intended,
School Purpose, Education Records, School Contract,
School Official, School Consent

Individual Control

Responsible data use practices limit how personal infor-
mation is used to only what's necessary to provide the
application or service and user controls allow data prac-
tices to change.

Can | control the use of my data?

Privacy Settings, Purpose Limitation, Data Purpose,
Company Combination, Combination Type, Context No-
tice, Context Consent, Complaint Notice, Disclosure Re-
quest, Disclosure Notice

Statutes & Regulations
California Online Privacy Protection Act (CalOPPA)

Effective Date, Change Notice, Method Notice, Review
Changes, Effective Changes, Services Include, Com-
pany Contact, Collect Pll, Pll Categories, Geolocation
Data, Usage Data, Exclude Sharing, Data Obtained, Au-
thorized Access, Third-Party Collection, Related Third-
Party, Access Data, Review Data, Data Modification,
Modification Process, User Deletion, Third-Party Track-
ing, Track Users, DoNotTrack Response, DoNotTrack
Description

California “Shine the Light” (ShineTheLight)

Third-Party Marketing, Opt-Out Consent, Disclosure
Request, Unsubscribe Marketing

Protection of Pupil Rights Act (PPRA)
Teachers Intended, Third-Party Research, Third-Party
Promotions

California Data Breach Notification Requirements
(DataBreach)

Reasonable Security, Transit Encryption, Storage En-
cryption, Breach Notice
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California Revised Uniform Fiduciary Access to Digital
Assets Act (RUFADAA)

Legacy Contact

California Privacy of Pupil Records (AB 1584)

Third-party Deletion, Purpose Limitation, Data Owner-
ship, Review Data, Modification Process, Deletion Pur-
pose, User Export, Security Agreement, Reasonable Se-
curity, Physical Access, Data Jurisdiction, Breach Notice,
Personalised Ads, School Contract, School Official

California Privacy of Pupil Records (CalPPR)

Students Intended, Third-Party Research, Login Collec-
tion, Data De-identified, Review Data, Modification Pro-
cess, Deletion Process

California Privacy Rights for Minors in the Digital
World (CalPRMDW)

Teens Intended, Third-Party Marketing, User Deletion,
Block Content, Safe Tools, Track Users, Ad Profile, Filter
Ads, Company's Marketing

California Electronic Commerce Act (CalECA)

Company Contact

California Electronic Communications Privacy Act
(CalECPA)

Disclosure Notice, Law Enforcement

Children's Internet Protection Act (CIPA)
Outbound Links, Block Content, Safe Tools, Filter Ads

Digital Millennium Copyright Act (DMCA)

Complaint Notice

Copyright Act of 1976 (Copyright)
Data Ownership, Copyright License

Controlling the Assault of Non-Solicited Pornography
and Marketing Act of 2003 (CAN-SPAM)

Unsubscribe Marketing

The Communications Decency Act of 1996 (CDA)

Complaint Notice, Monitor Content, Block Content, Safe
Tools
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Children's Online Privacy Protection Act (COPPA)

Company Contact, Children Intended, Teens Intended,
Adults Intended, Parents Intended, Collect PlI, Pl Cate-
gories, Geolocation Data, Health Data, Behavioral Data,
Usage Data, Child Data, Collection Limitation, Data
Shared, Data Categories, Sharing Purpose, Third-Party
Analytics, Third-Party Research, Third-Party Marketing,
Sell Data, Third-Party Providers, Third-Party Roles,
Company Combination, Third-Party Combination,
Third-Party Login, Data De-identified, De-identified
Process, Third-Party Limits, Combination Limits, Pur-
pose Limitation, Combination Type, Collection Consent,
Access Data, Restrict Access, Review Data, Maintain
Accuracy, Modification Process, Deletion Purpose,
Account Deletion, Deletion Process, Transfer Data,
Transfer Limits, Verify Identity, Security Agreement,
Reasonable Security, Data Jurisdiction, Safe Interac-
tions, Unsafe Interactions, Share Profile, Visible Data,
Filter Content, Moderating Interactions, Contextual
Ads, Personalised Ads, Third-Party Tracking, Track
Users, Ad Profile, Company's Marketing, Third-Party
Promotions, Unsubscribe Ads, Actual Knowledge,
Children's Privacy, Child-Prohibited Account, Parental
Consent, Limit Consent, Withdraw Consent, Delete
Child-PIl, Consent Method, School Consent, Law
Enforcement

Family Educational Rights and Privacy Act (FERPA)

Students Intended, Teachers Intended, Collect PII,
Geolocation Data, Health Data, Behavioral Data, Usage
Data, Student Data, Data Shared, Third-Party Research,
Data De-identified, De-identified Process, Third-Party
Limits, Disclosure Request, Disclosure Notice, Restrict
Access, Review Data, Modification Process, Retention
Exception, Account Deletion, Deletion Process, Verify
Identity, Security Agreement, Reasonable Security,
Track Users, School Purpose, Education Records, School
Contract, School Official, Parental Consent, Delete
Child-PlIl, Law Enforcement

Student Online Personal Information Protection Act
(SOPIPA)

Students Intended, Teachers Intended, Geolocation
Data, Health Data, Usage Data, Student Data, Data
Shared, Sharing Purpose, Third-Party Analytics, Third-
Party Research, Sell Data, Third-Party Providers,
Third-Party Roles, Third-Party Combination, Third-
Party Login, Data De-identified, De-identified Process,
Third-Party Limits, Purpose Limitation, Account Dele-
tion, Deletion Process, User Export, Transfer Data,
Transfer Limits, Security Agreement, Reasonable Secu-
rity, Data Jurisdiction, Personalised Ads, Third-Party
Tracking, Track Users, Ad Profile, School Purpose, Law
Enforcement
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Early Learning Personal Information Protection Act
(ELPIPA)

Students Intended, Teachers Intended, Student Data,
School Purpose

General Data Protection Regulation (GDPR)

Company Contact, Privacy Summary, Preferred Lan-
guage, Children Intended, Teens Intended, Adults In-
tended, Collect PII, PIlI Categories, Geolocation Data,
Health Data, Behavioral Data, Sensitive Data, Usage
Data, Collection Limitation, Data Shared, Sharing Pur-
pose, Third-Party Analytics, Exclude Sharing, Sell Data,
Data Obtained, Third-Party Providers, Related Third-
Party, Company Combination, Data De-identified, De-
identified Process, Third-Party Limits, Purpose Limi-
tation, Data Purpose, Context Notice, Context Con-
sent, Collection Consent, Complaint Notice, Opt-Out
Consent, Disclosure Request, Disclosure Notice, Access
Data, Restrict Access, Maintain Accuracy, Data Modi-
fication, Modification Process, Modification Time, Re-
tention Policy, Retention Exception, Deletion Purpose,
User Deletion, Deletion Time, User Export, Transfer Lim-
its, Verify Identity, Security Agreement, Reasonable Se-
curity, Transit Encryption, Storage Encryption, Data Ju-
risdiction, Breach Notice, Audit Practices, Ad Profile,
Unsubscribe Marketing, School Contract, Parental Con-
sent, Withdraw Consent, Privacy Badge, Jurisdictional
Transfer, GDPR Role

The California Consumer Privacy Act (CCPA)

Effective Changes, Adults Intended, Collect PllI, Pll Cate-
gories, Geolocation Data, Health Data, Behavioral Data,
Sensitive Data, Usage Data, Collection Limitation, Data
Shared, Data Categories, Sharing Purpose, Third-Party
Analytics, Third-Party Research, Third-Party Marketing,
Sell Data, Data Obtained, Third-party Deletion, Third-
Party Providers, Third-Party Roles, Related Third-Party,
Third-Party Policy, Third-Party Combination, Third-
Party Login, Data De-identified, De-identified Process,
Third-Party Limits, Combination Limits, Purpose Limita-
tion, Data Purpose, Context Notice, Collection Consent,
Privacy Settings, Opt-Out Consent, Disclosure Request,
Review Data, Data Modification, Modification Pro-
cess, Modification Time, Retention Policy, Retention
Exception, Deletion Purpose, Account Deletion, User
Deletion, Deletion Process, Deletion Time, User Export,
Transfer Data, Verify ldentity, Account Required, Rea-
sonable Security, Physical Access, Transit Encryption,
Storage Encryption, Breach Notice, Service Messages,
Contextual Ads, Personalised Ads, Third-Party Tracking,
Track Users, Ad Profile, Company's Marketing, DoNot-
Track Response, Actual Knowledge, Education Records,
Law Enforcement, GDPR Role
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The California Age-Appropriate Design Code Act
(CAADCA)

Children Intended, Teens Intended, Geolocation Data,
Behavioral Data, Child Data, Collection Limitation, Sell
Data, Purpose Limitation, Community Guidelines, Pri-
vacy Settings, Opt-Out Consent, Review Data, Modifica-
tion Process, Retention Policy, Deletion Process, Man-
aged Account, Audit Practices, Control Visibility, Report
Abuse, Track Users, Ad Profile, Filter Ads, Third-Party
Promotions, Actual Knowledge, Children's Privacy

The Digital Services Act (DSA)

Change Notice, Company Contact, Preferred Language,
Children Intended, Complaint Notice, Privacy Settings,
Opt-Out Consent, Monitor Content, Report Abuse, Con-
textual Ads, Personalised Ads, Ad Profile, Actual Knowl-
edge, Children's Privacy, Dispute Resolution, Law En-
forcement

Telecommunications Act (Telecom Act)

Pll Categories, Geolocation Data, Usage Data, Data De-
identified, Purpose Limitation, Company's Marketing
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